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Abstract

Public cloud storage services have become the leading choice for individuals and
organizations to store their data, as the service provides the benefits of availability
and reliability together at a reduced cost. While storing data in public cloud stor-
age server, preserving data security and privacy have become a prime concern.
For providing data security on public cloud storage it is required to preserve the
confidentiality of data and to enforce the data access policies. Before uploading
the data to public cloud storage, data can be encrypted and assured that only au-
thorized users access the data with a valid decryption key. The enforcement of
fine-grained access control policies on encrypted data prevents the unauthorized
disclosure of sensitive data among multiple users. On one hand the fine-grained
access control policy helps to achieve the authorized access control on data, while
on other hand, the access policy discloses the target recipient of the ciphertext.
The receiver information for a ciphertext helps an adversary to gain the infor-
mation about the underlying data. Therefore, it is essential to hide the receiver

information for preserving the data security.

Attribute Based Encryption (ABE) is a well-known cryptographic primitive
that provides both the confidentiality and fine-grained access control together. In
ABE, each data user is identified with a set of attribute values. Each data file has
an access policy defined by its owner in terms of the attributes. A user can decrypt
the document, only if the threshold number of attributes are matched between
the access policy and user’s attribute list. The customized version of ABE which
hides the access policy within ciphertext is known as Anonymous Attribute Based
Encryption (AABE). We have worked on AABE for designing and analyzing some

schemes for achieving users” anonymity in retrieving results from stored data in
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public cloud storage.

The other research challenges for preserving public cloud data storage security
include searching over encrypted data, authentication of data, secure data sharing
etc. We have formulated five new AABE schemes which enhances the data storage
security in public cloud. The common objective of all our proposed schemes is to

maintain data confidentiality and preserve the receive anonymity.

The proposed first three schemes facilitate searching over ABE data with hid-
den access policy. The first scheme "Data Owner based Searchable Encryption
(DOSE)" provides searching using data owner’s identity. The scheme enables a
cloud server to perform the search operation with look-up approach and do not
require any mathematical operations on cloud server side. The other two schemes
provide keyword based search over attribute based encrypted data with hidden
access policy. One of those schemes is "Receiver Anonymous Searchable Encryp-
tion (RASE)", which provides an efficient keyword based searching over attribute
based encrypted data with receiver anonymity. It enables a user to selectively
retrieve a subset of data from the vast amount of encrypted data stored on the
cloud. The search operation of RASE scheme is performance efficient when com-
pared with the existing schemes because for any ABE schemes, the number of
pairing operations has a high impact on the operational time complexity. Irrespec-
tive of the number of attributes, the search operation in RASE requires a limited
and constant number of pairing operations. The RASE scheme is built using the
multi-linear pairing. The security of RASE has been proved secure against chosen

keyword attack.

The RASE scheme is applicable in a scenario, where the data owner has to
include only one value per attribute in the access policy. The scheme does not
allow the data owner to place multiple values per attribute to be included in the
access policy. In our next scheme for searchable ABE, we have addressed this
issue and proposed a "Privacy preserving Searchable Encryption (PSE)" scheme,
that enables the data owner to place multiple values of an attribute in the access

policy. For the PSE scheme we have also customized the system model and make
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it secure against the file injection attacks. The PSE scheme is also proven secure

against chosen keyword attack.

The searchable encryption schemes facilitate to retrieve the subset from en-
crypted document collection. However, after retrieval it is required that the user
should be able to decrypt the retrieved documents with minimum computation
overhead and verify the authenticity of the data. With this motive, we have
proposed "Privacy preserving Attribute based Signcryption (PASC)" scheme. Th
PASC scheme achieves the cost-efficient decryption operation when compared
with that of existing AABE schemes. In addition to cost-effective decryption
operation, it also allows the verification of data owner’s attributes and unique
identity. Unlike the existing ABSC schemes, the scheme supports data owner
traceability with sender privacy. The sender privacy is referred to the point that
only an authorized receiver is able to identify the data owner who has signed
and uploaded the document. The PASC scheme supports data confidentiality,
receiver anonymity, message authentication and fine-grained access control alto-
gether. The scheme has been proven secure against adaptively chosen ciphertext

attack.

The cost-effective unsigncryption operation makes the scheme PASC a bet-
ter choice for users who wants to download the searched documents and decrypt
them. However, there are certain real-life cases where a user instead of download-
ing and decrypting the documents, wants to forward them to other user for the
purpose of sharing the data. To address this requirement of sharing the encrypted
data, we have designed a scheme that is an "Proxy ReEncryption for Anonymous
Attribute Based Encrypted data (PRE-AABE)". In traditional proxy reencryption
scheme a semi-trusted proxy such as the cloud server converts a data encrypted
for Alice into the data for Bob without learning the plaintext contents. Our pro-
posed scheme on attribute based proxy reencryption allows the alteration of ci-
phertext access policy which is hidden inside the ciphertext. The reencryption
task in our scheme does not allow the cloud server to learn about the access policy
or the plaintext contents concealed in the ciphertext. The scheme imposes mini-

mal decryption overhead on user side. The scheme also facilitates a delegator to



put the reencryption control on the ciphertext, so that the further sharing of data
can be controlled. The scheme has been proven secure against chosen plaintext
attack. We have experimented the proposed schemes using the pbc cryptography
library. The experimental setup for the proposed schemes on end user side used
Intel - i5 processor with 3 GB RAM and the cloud side operations were run on a
Google compute engine. We have shown the performance analysis of all proposed

schemes and compared the results with related schemes.
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CHAPTER 1

Introduction

Cloud computing is a fast evolving computational paradigm, where a large num-
ber of systems are coupled with private or public networks, to offer infrastructure
services for application development, deployment and data storage on pay-as-
per-use basis. The cloud computing technology provides the benefits of scalabil-
ity, elasticity, infrastructure cost reduction and ease of access to data that has been
stored in the cloud [1]. One of the most useful cloud services is the cloud stor-
age service. The cloud storage service facilitates the users to store data, such as
files, movies, videos, photographs and other important documents on remote side
servers and allows them to access their data from any operating system and from
anywhere, at any time. The cloud storage helps the user to reduce the large expen-
diture on storage infrastructure. The costly data storage essentials on the client
side are now replaced with remote side storage services offered by the cloud ser-
vice providers on pay-as-per use basis.The public cloud storage services are built
using the cloud storage technology, in which the service providers use the Inter-
net to provide storage resources and services to the users. A user of a public cloud
storage service goes online and access his public cloud storage account, then up-
load or retrieve the data. The abstract level view of cloud service usage is shown
in figure 1.1. A user is also able to share his data with other users through the
medium of public cloud storage services. Thus cloud storage service is a solution

to individuals and organizations anticipating to reduce the infrastructure costs.

With the extensive use of public cloud storage services, the security risks be-
come prevalent. The advantages of on-demand high quality data storage services

at a reduced hardware cost comes at the cost of security concerns. Because the



Cloud Service Request
and Response

Figure 1.1: Cloud Service Model

public cloud storage service provider, it is still an outsider for the user and out
of the user’s premises. Therefore, the user can not fully trust on public cloud
storage service providers. For example, in [2], an article listing the 17 major secu-
rity breaches found in well-known cloud storage systems have been listed. In [3],
Barron et al. have presented a detailed analysis of real time cases where the cloud
storage services have been compromised. When outsourcing the confidential data
such as financial records, health records, legislative documents etc. on cloud stor-
age, the user always concerns about the security and privacy of his data. Data se-
curity is generally defined as the confidentiality, integrity, and availability of data.
Put it in other way, it is about all the services and mechanisms which are used to
ensure that the data is not accessible to any unauthorized entity. It ensures that
the data is perfect and trustworthy and guarantees that the data is available when

any authorized person needs its access.

Data privacy is commonly defined as the correct use of data. When users out-
source their data to the cloud for storage or computation purpose, then that data

should be used only for the agreed objective. The data must not be sold, released



or leased to any other parties for commercial reasons without concern of the user
or organization. In order to provide such features to service consumers in cloud
setup, security and privacy concerns need to be addressed per application require-

ments, which we discuss in next section.

1.1 Motivation

The research challenges for securing public cloud storage services are :

Data Confidentiality: It is crucial that before adopting cloud storage services,
we preserve the data confidentiality while storing it in cloud storage.To reduce
the risk of storing the confidential data on public cloud storage, it is a well-known
practice for data owners to encrypt the data prior to outsourcing it. For obtaining
data confidentiality, the data is encrypted by the data owner with a secret key.
The encryption of data must achieve semantic security of data, that is given a ci-
phertext of a message m and its length, no polynomial time adversary is able to
determine any partial information regarding m with a non-negligible advantage
€(1") where I is the size of security parameter used for generating the secret key.
In order to fulfill this purpose, the cloud server should not learn any meaningful

information from the encrypted data that has been stored in it.

Enforcement of access policy: Other than encryption of data, enforcement of ac-
cess policies is a necessity to prevent the unauthorized disclosure of confidential
data. It is highly required that the unauthorized disclosure of sensitive informa-
tion, such as health records, stored on public cloud servers must be prevented to
preserve the data privacy. The task of enforcing access control policy becomes
more challenging when the storage is accessed by a number of users and the data

has to be shared with a subset of users.

Furthermore, revelation of confidential data needs fine-grained access control
[4] to be placed. The fine-grained access control mechanism requires that each

user has different access rights for different types of data. Previously, the tech-



niques such as ACL-based [5], Capability-based [6] or Role-based access control
[7] were used by the data storage servers to enforce the access control policies.
Enforcing the access policies like ACL-based or Capability-based with crypto-
graphic techniques can be one of the solution to provide the access control ser-
vices on untrusted storage servers. However, these approaches do not perform
well in the cloud scenario because both the ACL-based and Capability based ap-
proaches suffer from the scalability issue [5]. The ACL-based access control policy
requires every data item to maintain the list of authorized users. If ACL tech-
nique is mixed with any cryptographic technique, then the ciphertext size and
encryption operation complexity increases linearly with the number of users in
the system. The same problem arises with the Capability-based access control
mechanism. In Capability-based access control system, for every user a capability
matrix is prepared. Each entry in the matrix is considered as a pair (o, s), where o

is the name of an object and s is a set of access rights.

In role-based access control [7], a user is assigned the access rights based on
his role. In this method, the data items do not require to maintain the list of the
authorized users. The access permission are attached with a role. Each user is
assigned an appropriate role. This method also has a drawback that it has the
vulnerability of various attacks, such as user collusion, where malicious users
with different roles try to put their decryption keys together and access the data

for which they are unauthorized.

Several other existing schemes [8, 9, 10, 11] have addressed the problem of en-
forcing data access control with symmetric-key or public-key cryptography These
schemes work effectively for conventional file systems, but they are less effective
when there is need to apply the fine-grained data access policy in large-scale data

storage servers such as cloud server.

Attribute-based encryption (ABE) [12, 13] is a well-known public key crypto-
graphic primitive that enforces the fine-grained access policies within the encryp-
tion procedure to achieve the confidentiality and access control together. ABE is

able to impose the fine-grained access policies in a large-scale system. In ABE the



user identification and data access policies both are defined in terms of attributes.
Unlike the existing broadcast encryption schemes [14, 15, 16] where the sender
has to select the subset of users to whom the data should be sent, ABE facilitates
the encryption of data without exact knowledge of the receiver set, because in
ABE the data owner has to identify only the characteristics of receiver in terms
of attributes. Therefore, in a cloud storage system, where there are multiple data
owners and multiple data receivers, ABE is a better fit to provide both the confi-

dentiality and fine-grained access control.

Access Control with Receiver Anonymity: To protect the data against unautho-
rized access, it is necessary to provide fine-grained access control to the data in
the cloud storage [17, 18, 19]. Because there are multiple data items hosted by
the cloud storage and multiple users are accessing the storage. The fine-grained
access control allows each data item to have its own access control policy. Each
data item uploaded on the storage has different access rights decided by the pol-
icy enforcer. The user whose credentials satisfy the access policy is able to retrieve
the data item. Many ABE schemes [12, 13, 20, 21, 22, 23, 24, 25, 26] have presented
the cryptographic schemes to enforce the fine-grained access control on encrypted
data. In such schemes, the access control policy for a data item is attached in clear
form with the ciphertext of data. The access policy reveals the required attributes
for decrypting the ciphertext, which in turn reveals the receiver’s identity. It has
been observed that if access policy of a data is clearly mentioned along with the
encrypted data, then the adversary is able to learn the information related to the
encrypted data such as the intended receiver of ciphertext, purpose of cipher-
text etc. Therefore, to preserve the semantic security of data, the access policy
should be enforced but at the same time the access policy should be kept hidden
from the adversaries. As the public cloud servers are outside of user’s premises
and cannot be trustworthy, it is necessary to reveal as little user information as
possible to storage servers to preserve the data confidentiality. In particular, the
data owner would like to hide her access policy information inside the ciphertext

and the users who are querying the cloud server to get access to the data desires



to conceal their access privilege information from cloud servers. Here, we have
used word “Receiver Anonymity” to define that even if a valid receiver is able to
access the encrypted document, he is not able to learn the access policy and hence
not able to learn who else other then him are the valid recipients of the same ci-

phertext.

Searching over encrypted data with keyword secrecy and receiver anonymity
: To preserve the data confidentiality, no information should be revealed to the
cloud server about the actual data of user that has been stored on the cloud server.
The provision to resolve these privacy concerns is to apply end-to-end encryption
on user’s data on user’s machine before uploading it in the cloud. However, these
schemes put constraints on cloud services available to users, such as efficient data
searching and retrieval from the cloud storage. There can be vast amount of data
stored on the public cloud storage and the user is interested to retrieve a subset
of data from it. For example, a user wants to retrieve the documents which con-
tain the word “computer”. As the data is encrypted, there must be some crypto-
graphic mechanism which enables the cloud server to search over the encrypted
data without decrypting the data and without learning the keyword for which
the search process is extended. This mechanism is known as searchable encryp-
tion [27]. In a very abstract level, a searchable encryption scheme provides an
encrypted index, to hide its contents from the storage server who performs the
search operation. To conduct the search operation a user needs to give the valid
search token which can be matched against the encrypted index contents. More
precisely, when using a searchable encryption scheme, the index is encrypted in
such a way that, when given a token for a keyword, the search operation reveals
only the identifiers of the encrypted files that contain the keyword; and without
a valid token the index contents remain hidden. It is also required that, only a
user with valid secret key is able to generate the search token and from the search
procedure the adversary learns nothing about the encrypted data or index except
that the result of search operation. There are many types of searchable encryption

schemes [28, 29], applicable to particular application scenarios. For example, in a



setting where a client encrypts the data using his secret key and uploads it on the
cloud storage for his personal use, he opts for searchable symmetric encryption
[28]. In this case, both the index and search token are generated from user’s secret
key. In a scenario where Alice encrypts the data using Bob’s public key and up-
loads it on the cloud storage, so that Bob can access the data using his private key,
the searchable asymmetric encryption is suitable [29]. In this scenario, the entries
in index are computed from the public key of data receiver and the search token

is generated using data receiver’s private key.

Generally, the cloud storage system hosts a large number of documents, up-
loaded by multiple owners and accessed by multiple users [30, 31]. Furthermore,
each data owner may decide his own fine-grained search access policy that allows
only the authorized users to search over the encrypted data. In such multi-owner
multi-user scenario, it is more challenging to facilitate searchable encryption with
fine-grained access control policy. In [32, 28], symmetric searchable encryption
schemes for multi-user setting have been presented. In these schemes, the data
owner issues the shared secret key or search token to other users for the purposed

of data sharing as shown in figure 1.2. These multi-user symmetric searchable

T
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Figure 1.2: The System Model for Multi-user Searchable Symmetric Encryption.



encryption schemes [32, 28] are not preferable in the multi-owners multi-user sce-
nario, because of the increased number of secret keys in the system. Another
approach for providing authorized search operation in multi-user scenario is to
maintain an authorized user-list on server side [5, 7, 6]. But this approach can be
efficient for single-owner-multi-user scenario and cannot perform well in multi-
owner-multi-user scenario, because in the later scenario it fails to apply the vary-
ing fine-grained owner-enforced access control policy. As there are multiple files
contributed by multiple data owners and each data owner has its own access pol-
icy, maintaining per file, per data-owner list of users on server side is a bottleneck

issue for the server.

The better approach to provide the fine-grained owner-enforced search autho-
rization is of projecting the search facility over ciphertext policy attribute based
encryption (CP-ABE) technique [33]. The searchable ABE schemes require a data-
owner to encrypt the index of his file with his own access policy. This access
policy defines which users can search this index. As shown in figure 1.3, The data
user generates the trapdoor using his secret key without communicating with the
data owner. The search operation is carried out by the cloud server with the in-
put of trapdoor and index. The task of providing search facility over attribute
based encryption becomes more challenging when it is required to preserve the
receiver anonymity. The searching operation with fine-grained access control and
receiver anonymity requires to facilitate the search operation over attribute based

encrypted data without disclosing the access policy or revealing user’s attributes.

Data Authentication with sender privacy : Data authentication, while retriev-
ing data from cloud server, is equally important than that of data confidential-
ity. When accessing the data from a remote side third party storage server a user
needs to be sure about the authenticity of data. The purpose of data authenti-
cation is to prevent an adversary from doing unauthorized changes in the data.
The authenticity of data ensures the receiver that the data has come from a source
which has been claimed and has not been changed. As the cloud storage is used

by multiple data owners, the data user has to verify the identity of data owner
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who actually sends a message, as well as about the message integrity. For exam-
ple, when a doctor gets the medical report of a patient from the laboratory staff,
then he wants to be sure about the authenticity of the message. Classical crypto-
primitive to provide the authentication is the digital signature [34]. In public-key
encryption, to generate the digital signature for a message, the data owner signs
on message with his private key. The validity of signature is verified on receiver

side with data owner’s public key.

For accessing both the confidentiality and authentication, the encryption and
digital signature both should be applied on message. There are two approaches
for obtaining both the security properties. First, encrypt the message and then
generate digital signature on it. The other approach is to generate the digital sig-
nature and then encrypt it. The first approach fulfills the requirements of con-
fidentiality and authentication, but it does not preserve the sender privacy. The
sender privacy refers that other than valid recipients, nobody else should be able
to know the identity of sender. When expecting authentication in the cloud stor-
age scenario, it is required that other than a valid recipient, any user should not be
able to learn the sender identity. To achieve, this the second approach of digitally
sign the data and then encrypt is appropriate. The signature followed by encryp-



tion algorithm, increases the computationally complexity because of two different
operations. An alternative and better cryptographic technique to provide both the
authentication and confidentiality is the signcryption technique [35]. Signcryption
performs signature and encryption operations simultaneously in one algorithm.
The computational cost of signcryption operations is less than the cost of digitally

sign and then encrypt the data.

In an Attribute Based Signcryption algorithm (ABSC) [36], the signer’s secret
key for signature is constructed from his attributes. The data owner acts as the
signer who signcrypts the document and uploads it on the cloud storage. The
data owner signs the message using his attributes. A receiver after decryption
of data verifies the signature. The signature verification is only possible after
a successful decryption. The verification operation gives the knowledge of the
signer’s attributes to the user. However, in large organization there can be multi-
ple entities who have the same set of attribute values. In case of any malfunction-
ing the receiver user wants to be sure about who actually sign the data. There-
fore, ABSC algorithm should provide sender’s attributes information as well as

sender’s unique identity.

Sharing of encrypted data without compromising data confidentiality and re-
ceiver anonymity : In the public cloud storage scenario, both searching and shar-
ing of encrypted data have equal importance. The cloud storage is going to be
accessed by multiple receivers. We have discussed that searchable ABE facilitates
each receiver to select the subset of data for which he is authorized. In the similar
way, proxy reencryption provides ease of encrypted data sharing between multi-
ple users. Sharing of encrypted data is required in many real time scenarios. For
example, consider a situation where Dr. Alice is on vacation and wants to forward
her patients medical reports to Dr. Bob. Here for the purpose of data security, the
patient has encrypted his report with Dr. Alice’s public key. The requirement arise
in this scenario is to transform the ciphertext generated for Alice into the cipher-
text for Bob. The prominent solution for this requirement is proxy reencryption.

Proxy reencryption is a cryptographic mechanism that enables a third party act-
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ing as proxy to transform the ciphertext for one user (here Alice) into ciphertext
for other user (Bob). In cloud storage scenario, the cloud server acts as the proxy
server to perform the reencryption task. For finishing the reencryption task, the
proxy server requires a rekey generated from Alice’s private key and Bob’s public
key. For preserving the data security, it is essential that the entity such as cloud
server, acting as proxy should not learn anything from the ciphertext or from the
rekey. For the perfect secrecy, as discussed earlier, it is also required to hide the
receiver identity. In the example discussed here, the proxy should not learn the
identities of Alice or Bob. Because, the identities of Alice or Bob, will provide the

adversary an indication about the contents inside the ciphertext.

Attribute Based Proxy reencryption is a reencryption technique with fine-grained
access control [37]. The design of an attribute based proxy reencryption algorithm,
requires that if the data is encrypted with an access policy Tj, then any user whose
attributes can be satisfied with the access policy can generate a rekey using his se-
cret key constructed from his attributes, and the destination access policy Tp. This
rekey is used by the cloud server to update the access policy of a ciphertext and

accordingly the contents of the ciphertext as per T5.

The research challenge arises when the attribute based proxy reencryption
should be performed without compromising receiver anonymity. This feature
requires that the access policy of a ciphertext and user’s attribute information
should remain hidden. The access policy before reencryption and after reencryp-
tion both should be kept private from the cloud server who is performing the
reencryption procedure. The task is challenging because without knowing the ac-
cess policy contents, they should be updated by a third party who's aim is to learn

the information from the ciphertext and access policy.

The searchable encryption and proxy reencryption together makes the data
sharing process more effective and secure. The searchable encryption enables a
cloud server to select the subset of data as per user’s query. Then the rekey sent
by the user and generated for proxy reencryption directs the cloud to reencrypt

that selected data for other user.
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1.2 Owur Contribution

ABE has promised as an appropriate primitive to provide both the confidentiality
and access control together in particular cloud setup. It has also been observed
that the access policy information leaks the information related to the cipher-
text, which may compromise the data security, as the access policy reveals the
receiver’s identity. To hide the receiver identity, the access policy must be hid-
den inside the ciphertext and should not be revealed to anybody. Even a valid
receiver can successfully decrypt the message, but can not figure out who else are
the recipients of the same message. Considering the receiver anonymity as a pri-
mary security requirement, we have designed five new schemes which addresses
the functional and security requirements of preserving data privacy and receiver
anonymity while using ABE in multi-owner multi-user setting where multiple
data owners encrypt and upload the data on cloud storage and multiple data

users retrieve the data from public cloud storage.

e Wehave reviewed the existing literature on searchable encryption techniques.
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We have studied the existing attribute based searchable encryption tech-
niques. We observed that not all of them provide the receiver anonymity
feature. Only few of them have addressed the issue of receiver anonymity.
We have analyzed the security and performance of existing attribute based
searchable encryption scheme with hidden access policy and identified their
weaknesses in terms of security flaw and performance bottleneck issues. We
have proposed a scheme Data Owner based Searchable Encryption (DOSE)
that facilitates the search operation using data owner’s identity and pre-
serves the secrecy of user’s attributes who is making a search operation.
The DOSE scheme achieves the receiver anonymity in searchable encryp-
tion with fine-grained access control. The search operation in DOSE does
not require any mathematical computation on cloud server side. The cloud
server performs look-up operation to search for the matched documents.
Therefore, the DOSE scheme has the feature of swift searching time. The

DOSE scheme does not suitable to provide keyword based searching.

To provide keyword based searching, we proposed a scheme Receiver Anony-
mous Searchable Encryption (RASE), that performs the keyword search op-
eration with fine-grained access control with receiver anonymity. The scheme
preserves both the data security and receiver anonymity. The construction
of scheme is done using the multi-linear pairing operation. The scheme sup-
ports access policy in form of AND gate on multi-valued attributes. For each
attribute any one value can be placed in the access policy of an encrypted
index. The scheme has been proven secure against “Indistinguishability
against Ciphertext Policy and Chosen Keyword Attack(IND-CP-CKA)”. The
mathematical correctness of the scheme has been provided. The scheme
is featured with performance efficiency in terms of search operation com-
plexity. The mathematical operations required on CS side to perform the
search operation are constant and minimum irrespective to the number of
attributes in the access policy. The implementation of search operations on
computer system is not done, because the cryptographic libraries provid-

ing multi-linear pairing are still in developing stage [38] and therefore, the
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implementation of RASE is considered as future work.

The proposed scheme on Privacy preserving Searchable Encryption (PSE)
provides keyword based searching over attribute based encrypted data with
hidden access policy. Like the RASE scheme it has the access policy in
form of AND gate on multi-valued attributes. Unlike the RASE scheme,
this scheme is constructed from bilinear pairing and its access policy allows
multiple values for an attribute to be included in the access policy. To make
the scheme secure against the file-injection attack [39], we have customized
the system model of PSE and add a trusted entity known as Token Gener-
ator (TG) on data-owner side. The role of TG is to add the master secret
key components in the encrypted index generated by data owner before the
indexes are uploaded on the cloud storage. The PSE scheme has also been
proven secure against the IND-CP-CKA. The security analysis of scheme is
provided. We have implemented PSE scheme and tested it on the google
cloud computing machine. The search operation time complexity of PSE

grows linearly with the total number of attribute values in the system.

The searchable encryption enables a user to select a subset of data from the
cloud storage for which the user is authorized. The user can retrieve these
resultant data or forward them to other user. For the former purpose we
have designed a signcryption algorithm, that facilitates the user to decrypt
the data and, verify the message integrity and sender identity, with minimal
computational cost. The proposed scheme - Privacy preserving Attribute
Based Signcryption (PASC) provides the feature of performance efficient un-
signcryption operation and sender privacy with sender accountability [40].
Unlike the other attribute based signcryption schemes, the PASC scheme
has addressed the issue of receiver anonymity. One more important feature
of PASC is to allow a receiver to get the knowledge of sender’s attributes
and the sender’s unique identity after a valid decryption operation only.
The knowledge of sender’s unique identity helps to identify the sender in

case of any malicious activity just as sending a fake message. The sender
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unique identity in addition to his attributes is required information, because
in an organization there can be multiple users who possess the same set of
attributes. Therefore, to trace the sender, the sender accountability feature
is useful. In comparison to existing Anonymous Attribute Based Encryp-
tion (AABE) schemes, the PASC scheme provides the signature property and
performance efficiency. Thru the performance analysis we have proved that
the unsigncryption operation cost of PASC is constant and minimum when
compared with the decryption operation of existing AABE schemes. We
have proved the PASC scheme is secure against adaptive “Indistinguishabil-
ity against Ciphertext Policy and Chosen Ciphertext Attack” (IND-CP-CCA)
and “Existential Unforgeability against Chosen Plaintext Attack in Adaptive
Predicate” (AP-EUF-CPA) model.

The PASC scheme provides a performance efficient unsigncryption opera-
tion and authentication properties. However, the scheme does not support
the online encrypted data sharing. To make the online encrypted data ac-
cessible to other user, one may take help of proxy reencryption. We have
designed a proxy reencryption technique for AABE scheme (PRE-AABE) to
support the encrypted data sharing [41]. The PRE-AABE scheme facilitates
the encryption of data in such a way, that its reencryption task can be dele-
gated to the cloud server. To preserve the receiver anonymity is a primary
motive of PRE-AABE, therefore, we have constructed the reencryption al-
gorithm that does not compromise the receiver anonymity. In our proposed
scheme, neither the rekey nor the reencryption operation reveals the user’s
attribute information. The access policy of a ciphertext before reencryption
or after reencryption remains hidden. The task of generating the rekey can
be done offline. The decryption operation is also divided in two parts. The
costly bilinear pairing operations are performed on cloud server side. The
final decryption operation which has computationally negligible cost is per-
formed on receiver side. These features makes the scheme suitable for oper-
ating from small handheld battery-driven devices. To control the reencryp-

tion chain, we have devised the scheme with reencryption control. A data
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owner who is uploading the encrypted message or a user who is sending the
reencryption key, can set the reencryption control. A ciphertext whose reen-
cryption control is set, can not be reencrypted further by the proxy server.
The scheme has been proven secure against “Indistinguishability against Ci-
phertext Policy and Chosen Plaintext Attack” (IND-CP-CPA) and its perfor-
mance has been tested on the google cloud computing machine. The perfor-

mance results of the scheme are presented in the report.

1.3 Thesis Outline

We provide a detailed background in chapter 2. Our proposed schemes use exten-
sively ABE as the basic cryptographic primitive. Therefore, in section 2.1, we have
discussed the methodology of ABE. The purpose and logic for describing the ac-
cess structures are described in section 2.2. Section 2.3 discusses the system model
for applying attribute based encryption in cloud storage scenario. The various se-
curity models which are used to define the security of our proposed schemes are
discussed in 2.4. Computation assumptions used in the security analysis of the

proposed schemes are stated in section 2.6.

In Chapter 3, we present the detailed study of searchable encryption tech-
niques. The security notions defined to analyze any searchable encryption scheme
are discussed in section 3.3. To facilitate search operation over encrypted docu-
ment set an encrypted index must be formed. The two approaches to design the
encrypted indexes are described in section 3.2. Existing searchable encryption
techniques that facilitates authorized searching with the use of fine-grained ac-
cess control policy are discussed in section 3.4. This discussion is followed by
the comparison of existing ABSE schemes in Table 3.1. In the subsequent sections
3.5 and 3.6.1 we provide the analysis carried out for the existing attribute based
searchable schemes with hidden access policy. In section 3.5 and 3.6.1 we discuss
our proposed schemes to provide anonymous search operation over ABE data

with hidden access policy.

In Chapter 4 we present our construction of privacy preserving searchable en-
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cryption ( PSE). After discussing necessity of the proposed scheme in section 4.1,
in section 4.2, we present the PSE scheme. The design goals of the schemes are
listed in section 4.2.1, followed by the proposed system model in section 4.2.2.
In the system model of PSE we have introduced a new entity known as Token
Generator(TG). The roles and responsibility of TG are discussed in section 4.2.3.
The section 4.2.4 describes the scheme definition followed by the discussion of
security model for PSE in section 4.2.5. In section 4.2.6, we provide the construc-
tion for the PSE in detail. The security analysis of proposed searchable encryption
scheme is shown in section 4.3. The performance of proposed scheme is presented

in section 4.4. Finally we conclude the chapter in section 4.5.

In Chapter 5, we present a privacy preserving signcryption scheme (PASC). In
section 5.1, we discuss the existing schemes for ABE with hidden access policy
and the schemes providing signcryption. In section 5.1.3, we provide the anal-
ysis of Zhang et al.’s scheme and show that the scheme suffers from a security
flaw. (Our proposed solution to mitigate the security flaw present in Zhang et
al.’s scheme is included in Appendix A.) In section 5.2.2, we present the method
to generate a unique system id for a user from his attributes. In section 5.2, the
PASC scheme is presented. In section 5.2.1, the design goals of the scheme are
discussed. In section 5.2.3, the scheme definition is presented. The security model
for PASC is discussed in section 5.2.4. The detailed construction of PASC is de-
scribed in section 5.2.5. Section 5.3 presents the security analysis of PASC scheme
. The performance evaluation of PASC is shown on section 5.4. In section 5.5, we

conclude our work on attribute based signcryption scheme.

Chapter 6 contains the discussion of our work on proxy reencryption. Starting
with the detailed analysis of existing attribute based proxy reencryption schemes
in 6.1, we have presented our Proxy Reencryption for Anonymous Attribute Based
Encrypted Data (PRE-AABE) scheme in section 6.2. In section 6.2.1, the goals de-
fined for PRE are listed. The section 6.2.2 presents the system model for the pro-
posed scheme PRE. In section 6.2.3, we present the scheme definition for PRE. In
section 6.2.4, we discuss the security model for PRE followed by its detailed con-

struction in section 6.2.5. In section 6.3, we provide the security analysis of the
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scheme and in section 6.4 we show the performance analysis of PRE. Section 6.5

presents the conclusion of our work on proxy reencryption.

In chapter 7, we present the conclusion of our all research work and discuss

some future scopes of this research work..
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CHAPTER 2

Preliminaries

2.1 Attribute Based Encryption (ABE)

Attribute Based Encryption(ABE) is a public key cryptographic primitive that pro-
vides confidentiality and fine grained access policy together [42]. Typically in
ABE, both the ciphertext and user key are linked with a set of attributes. A user
can decrypt the ciphertext if and only if at least threshold number of attributes are
matched between the ciphertext and the user’s secret key. Unlike the conventional
public key cryptography [43], ABE provides one-to-many encryption where one
ciphertext is intended for multiple receivers. Initially Sahai and Waters have pre-
sented the ABE scheme with threshold access structure [42]. In their scheme, min-
imum threshold number of attributes should be matched between the attributes
inside the ciphertext access policy and attributes of user. However, the thresh-
old structures are not very indicative for designing comprehensive access control
policies. An access structure (a.k.a. access policy) is a structured combination of
attributes. For example, in a health care organization a patient may decide the
access policy of his encrypted report as a “Doctor” working in “Nephrology” or
“Urology” department. Later, Goyal et al. proposed a key-policy attribute-based
encryption (KP-ABE) scheme [12]. In KP-ABE scheme, a ciphertext contains a set
of attributes and each user’s secret key includes an access policy. A user is able to
decrypt the ciphertext, if and only if the attributes in ciphertext satisfy the access
policy embedded in the user’s key. With the same concept, Goyal et al. introduced
the variant of ABE in form of Ciphertext Policy Attribute Based Encryption(CP-
ABE ). In CP-ABE, the ciphertext is associated with an access policy and user’s
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Figure 2.1: Access Policy Structure

attributes are embedded in his key. The formal definition of CP-ABE and KP-ABE

are explained later

2.1.1 System Model for ABE schemes

In general, the ABE schemes are applicable in a scenario, where there is a trusted
third party in system who is responsible to generate the system parameters and
issue the secret keys to each user. This trusted authority is known as Attribute
Center(AC) . A data owner encrypt the data using the public key parameters and
a data user decrypt the documents using her secret key. In CP-ABE scheme, the
decryption is only successful, if the user’s attributes in her secret key satisfies the
ciphertext access policy. In KP-ABE, the user is able to decrypt the message if
and only if the access policy embedded in user’s secret key is satisfied with at-
tributes associated with ciphertext. In figure 2.2, the system model for applying
the ABE schemes in cloud storage model is shown. As there is no direct interac-
tion required between data owner and data receiver, the ABE schemes gives better
performance in multi-owner multi-receiver scenario when compared to other tra-

ditional public key cryptographic primitives.

Definition 1 (CP-ABE). CP-ABE is defined as a tuple (Setup, KeyGen, Encrypt, De-
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Figure 2.2: The ABE scheme setup in cloud storage model.

crypt) as follows:

Setup(l/\) — (MSK,PK) : This algorithm is run by the attribute center. it takes as
security parameter A, and outputs the master secret key MSK and public key parameters

PK for the system.

KeyGen(MSK,L)— (SKp) : The attribute center runs this algorithm for each data user.
It takes as input the MSK and the set of user’s attribute values. It outputs the user’s
secret key SK{..

Encrypt(M,PK,T)— (CT) : This algorithm is run by the data owner. It takes as in-
put the message M to encrypt, the public key parameters PK and the access policy struc-
ture. It outputs ciphertext CT. The encryption algorithm is a probabilistic algorithm and
therefore, each time for the same message and same access policy it generates the different

ciphertext.

Decrypt(CT,SKr)— (M) : This algorithm is run by the data user. it is a determinis-
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tic algorithm. If user’s attributes are able to satisfy the access policy of ciphertext, then
the user steps ahead for decryption computation. If the user’s attributes satisfy the access

structure, then only the user’s key is able to decrypt the message correctly.

Definition 2 (KP-ABE). KP-ABE is defined as a tuple (Setup, KeyGen, Encrypt, De-
crypt) as follows:

Setup(1*) — (MSK,PK) : This algorithm is run by the attribute center. it takes as
security parameter A, and outputs the master secret key MSK and public key parameters

PK for the system.

KeyGen(MSK,T)— (SKt) : The attribute center runs this algorithm for each data user.
It takes as input the master secret key MSK and the access policy assigned to user denoted

as T. It outputs the user’s secret key SKr.

Encrypt(M,PK,L)— (CT) : This algorithm is run by the data owner. It takes as input
the message M to encrypt, the public key parameters PK and the set of attribute values L.
It outputs ciphertext CT. Like in CP-ABE, the encryption algorithm of proposed scheme
is also a probabilistic algorithm and therefore, each time for the same message and same

set of attribute it generates the different ciphertext.

Decrypt(CT,SKt)— (M) : This algorithm is run by the data user. it is a deterministic
algorithm. If user’s access policy can be satisfied with attributes associated with cipher-
text, then the user performs the decryption computation. If attributes of ciphertext can
satisfy the access policy embedded in user’s secret key, then the decryption operation is

successful.

There are many variants of ABE schemes [12, 13, 20, 21, 22, 23, 24, 25, 26] in the
literature. All the ABE schemes uses bilinear pairing operations in the decryption
algorithm [44]. Bilinear pairing operations are costlier than other modular arith-
metic operations like modular multiplication and exponentiation. Therefore, the
computational cost of decryption algorithm in ABE schemes is very high when

compared to other public key cryptography techniques such as RSA. Keeping the
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decryption algorithm cost reasonable has been a challenge for the designers of
(CP/KP)-ABE techniques.

One more security challenge in the use of CP-ABE technique for securing data
in cloud storage arise because of the attachment of access policy to ciphertext in
plain format.(In case of KP-ABE same problem arise if the list of attributes at-
tached with ciphertext is in clear form). As the cloud storage servers are outside
of user premises and trust domain, a data owner desires to reveal as little infor-
mation as possible from the ciphertext and its access policy. The access policy
reveals the attributes of receiver, which in turn helps to guess the contents of ci-
phertext and thus break the semantic security of ciphertext. The semantic security
requires that knowledge of the ciphertext (and length) of some unknown message
does not reveal any additional information on the message that can be feasibly ex-
tracted. In CP-ABE, the access policy information leaks the receiver identity. To
overcome the problem, the research has been carried out for ABE with hidden
ciphertext policy. For example, the receiver information of a patient’s encrypted
medical report indicates the type of disease the patient might be suffering from.
This customized version of ABE is denoted as Anonymous Attribute Based En-
cryption(AABE ) [45, 46, 47, 48, 49, 50]. The issue of costlier decryption cost of
ABE schemes becomes bottleneck problem for the AABE techniques. Because if
the data is encrypted using an AABE technique, then the access policy is hidden
inside the ciphertext and each user has to perform the decryption operation on
every ciphertext, without knowing whether he is the intended recipient of that
ciphertext or not. Therefore, the AABE techniques should be designed, so as to
make the decryption operation cost down. This is required especially when the
users are accessing the data thru small handheld battery driven devices such as

cellphones.
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2.2 Access Structure

The ABE is a technique which provides fine-grained access control on the cipher-
text. To enforce the fine-grained access control, the access policy T must be de-
fined in a structured way on data owner side in CP-ABE scheme and data user
side in KP-ABE schemes. There are various structures used to define the access

policy. In this section we discuss the methods of defining the access policy.

2.2.1 Threshold based Access Structure

Suppose that a data owner includes secret shares for n attributes in such a way
that d number of attributes from these n attributes are sufficient to derive the
master secret key. Therefore, if L N T = d, then the user is an able to decrypt the
ciphertext.

2.2.2 Tree-based Access Structure

Let 7 be a tree representing an access structure T. Each non-leaf node of the tree
represents a threshold gate, described by its children and a threshold value. If
num, is the number of children of a node x and k, is its threshold value, then 0 <
ky < num,. When k, = 1, the threshold gate is an OR gate and when k, = numsy,
it is an AND gate. Each leaf node x of the tree is described by an attribute and a
threshold value k, = 1.

To facilitate working with the access trees, we define a few functions. We de-
note the parent of the node x in the tree by parent(x). The function att(x) is defined
only if x is a leaf node and denotes the attribute associated with the leaf node x
in the tree. The access tree 7 also defines an ordering between the children of ev-
ery node, that is, the children of a node are numbered from 1 to num. Each child
of a parent will have unique index number from set [1,num] in an ordered fash-
ion. To assist in traversing the access trees in cryptographic operations, following

functions are being used.

e parent(x) = parent of the node x in the tree.
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e att(x) = attribute associated with the leaf node x.

e index(x) = index number of node x as a child of its parent node. The value

will be between 1 to num.

The encryption algorithm first chooses a polynomial g, for each node x (includ-
ing the leaves) in the tree 7. The polynomial is chosen in a top-to-bottom fashion,
initiating from the root node R. For each node x in the tree, the degree d, of
the polynomial g, = ky - 1, that is d, is one less than the threshold value k, of

that node. For the root node R, the algorithm selects a random s € Z, and sets

index=1  index=2 index=1 jpgey—y 0ex=1 Mdex=2indes=3

Figure 2.3: Access Tree Construction. {M,N,P,Q,X,Y,Z are the attributes involved
in the access policy. The K, describes the threshold value of a non-leaf node x.}

gr(0) = s. Then, it picks dgr number of random points to define the polynomial
qr. For every other node x of T, it computes qx(0) = qparent (x)(index(x)) and se-
lects dy number of random points randomly to define a polynomial g,. For each
leaf node %, qparent(x)(index(x)) denotes the value of secret share to be assigned

to that attribute ¥.

Satisfying an access tree: Let 7 be an access tree with root r. Denote by 7, the
subtree of 7 rooted at the node x. Hence 7 is the same as 7,. If a set of attributes

L satisfies the access tree Ty, we denote it as T(L)= 1. We compute T, (L) recur-

25



sively as follows. If x is a non-leaf node, evaluate 7,/(L) for all children x’ of node
x. Tx(L) returns 1 if and only if at least ky children return 1. If x is a leaf node,

then 7, (L) returns 1 if and only if att(x) € L.

2.2.3 Linear Secret Sharing Scheme(LSSS)

Let P be a set of parties, M be a matrix of size Ixm, and p: {1, ---,I} = P be a
function mapping a row to a party for labeling. A secret sharing scheme 7t over a

set of parties P is a linear secret-sharing scheme (LSSS) over Z,, if
1. The shares for each party form a vector over Z,,.

2. There exists a matrix M which has / rows and m columns called the share
generating matrix for 7t. Fori=1, - --, [, the it row of matrix M is labeled
by a party p(i), where p: {1, ---, I} = P is a function that maps a row to
a party for labeling. Considering that the column vector v = (y, 2, ..., 1),
where ji € Z, is the secret to be shared and 13, - -, 1y, € Z;, are randomly
chosen, then M is the vector of I shares of the secret y according to 7. The

share (M0v); belongs to a party p(i).

It has been noted that every LSSS also enjoys the linear reconstruction prop-
erty. Suppose that 7t is an LSSS for access structure A. Let A be an authorized set
to decrypt a ciphertextand I C {1, - - -, I} as [ = {i|p(i) € A}. Then the vector (1, 0,
..., 0) is in the span of rows of matrix M indexed by I, and there exist constants {w;
€ Zyplic1 such that, for any valid shares {v;} of a secret  according to 77, } ;| w;v;=
. These constants {w;} can be found in polynomial time with respect to the size

of the share-generating matrix M.

LSSS for ABE: When applying LSSS structure for ABE schemes, the rows of ma-
trix M are labeled with the attributes in the access policy. Each row of the matrix
is labeled with an attribute value that to be included in the access policy. As per
the access policy T each attribute in the access policy will get the secret share. A
user possessing n number of attributes gets n shares generated from this matrix.

Each share belongs to a different attribute value.
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2.24 AND gate on Positive, Negative and Don’t Care Attributes

This is a constrained version of Access Tree Structure representation, which sup-
ports only one AND gate between the attributes [20]. Each attribute is assigned a
unique index number in the system. Also, each attribute has three possible values
: positive, negative and “don’t care”. Every user in the system possesses either
positive or negative value for each attribute. Let there be n attributes in the sys-
tem and the attributes are indexed as Aj,Ay, - - - ,A;,. Now onwards we will just
use i to refer to A;. Each attribute i (for all 1 < i < n) is represented as a literal
i where i = i for a positive value, and i = —i for a negative value. L = [Lj, Ly,
.-+, Ly] is an attribute list for a user, where each L; represents i if user possesses
that attribute else —i if user does not possess that attribute. A ciphertext policy is
defined as T = A ;T;, where each T; represents either i or =i or *. * represents
the don’t care attribute. An attribute list L satisfies an access structure T, if L; =
T; or T; = . A binary function F(L,T) gives output 1 if L satisfies an access struc-
ture T else outputs 0. Figure 2.4 shows a sample attribute list for an educational
institute where all the persons related with the institute are classified as working
in Computer Science or other Department, Teaching or Non-teaching, Student or
Staff(Non Student). The attributes of a professor working in the computer Science
department and the access policy designed for a ciphertext as all the teaching and
non-teaching staff working in the computer science department are shown in the

figure.

2.2.5 AND gate on multi-valued Attributes

This is a constrained version of Tree based Access Structure because it only in-
cludes AND gate and OR gate [47]. But this structure provides more fine-grained
representation than that of AND gate on Positive, Negative and Don’t Care at-
tributes, because it supports multiple values for an attribute. Let there be n at-
tribute in the universe and each attribute i (for all 1 < i < n) has value set V; =
{0i1,0i2, "+ ,0im}. L=1[Ly, Ly, -+, Ly] is an attribute list, where each L; repre-

sents one value from the value set of attribute i. A ciphertext policy is defined as
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Figure 2.4: Access Policy Structure with Positive, Negative and Don’t care At-
tributes

T =[T1, Ty, - - -, Ty], where each T; represents the set of permissible values of an
attribute i in order to decrypt the ciphertext. An attribute list L satisfies an access
structure T, if L; € T; for all 1 < i < n. We define a binary function F(L,T) which

gives output 1 if L satisfies an access structure T else outputs 0.

Figure 2.5 shows one example of designing the access policy structure for an
healthcare organization. As shown in figure - 2.5, there are three attributes, each
having the different size of valuesets. The access policy of a ciphertext may con-
tain one or more values for an attribute. A user whose attributes are matched with

the access policy is able to decrypt the ciphertext.

2.2.6 Comparison of Access Policy Structures

The threshold access structure is very less expressive and hence it has limited
application in ABE schemes. The most expressive access policy structure is in
the form of Tree Structure. Because it supports all types of threshold gates. The
cryptographic schemes which are using the tree based access structure are proven
secure in generic group model. However, the ciphertext size in tree based ac-
cess structure linearly depends on the number of leaf nodes, and therefor AABE
schemes do not prefer the tree based access structure policy, as it reveals the num-

ber of attribute values involved in access policy.
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Figure 2.5: Access Policy Structure

LSSS structures are better than tree based structure because unlike the tree
based structure, it does not require the recursive operations to reconstruct the
secret. When representing the access policy in terms of LSSS matrix, it is required
to provide the function p which maps each row to an attribute value. The number
of rows in LSSS matrix linearly depends on the number of attribute values in the

access policy.

Any access policy structure which is represented in form of “AND gate on pos-
itive and negative attributes with wild cards”, can be represented with the access
policy structure “AND gate on Multi-valued attributes” (each negative attribute
can be added in the valueset of that attribute). But vice-versa is not true. Many
existing AABE schemes have chosen “AND gate on multi-valued attributes” as

their access policy. The reasons behind this choice are given below:

o Unlike the tree-based and LSSS-based structure, in this access structure only
the AND gate is applied on user’s attributes, therefore, no explicit informa-
tion regarding threshold gates (as in access tree) or the mapping of attribute

values to the rows of matrix (as in LSSS) should be given along with the
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ciphertext.

e The ciphertext size is made constant which is linear to the total number of
attribute values in the system irrespective of the number of attribute values
included in the access policy. Each ciphertext component represents one
attribute value. If the attribute value is included in access policy, then the
inclusion of its ciphertext component will reconstruct the secret. Else, it will

be a random value and can not be useful in decryption operation.

2.3 System Model

The schemes are being designed for secure and effective data retrieval from public
cloud storage. The data is uploaded by data owners and received by data users.
There are multiple data owners and multiple data users (receivers). Every person
in the system is identified with a set of attribute values. In the system premises,
the Attribute Center (AC) setups the system parameters and assigns a secret key
to each user in the system as per the attributes of the user.

The data owner uploads encrypted data on the public cloud storage. The up-
loaded data is encrypted with an access policy defined in terms of receiver at-
tributes. The data user (receiver) sends the search query to the cloud server (CS)
and retrieves the resultant documents. To generate the search query and to de-
crypt the resultant documents, the user makes use of his secret key assigned by
the AC. The common goal of our proposed schemes is to preserve the receiver
anonymity with the use of hidden access policy while making use of public cloud

storage services.

24 Security Model

While designing any cryptographic technique, it is required to formalize its secu-
rity scope. The scope of security for a scheme is defined through a security model.

The security models used for analyzing our proposed schemes are defined below.
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2.4.1 Chosen Plaintext Attack

This model is used to prove the security of an encryption scheme. It is used to
prove that a ciphertext without a valid decryption key does not reveal the plain-
text. In this model, the adversary A is having access to a number of plaintext-
ciphertext pairs for his chosen plaintexts and a challenge ciphertext for which he
does not possess a valid decryption key. The goal of the adversary is to break the

challenge ciphertext and learn the underlying plaintext.

Indistinguishability against Ciphertext policy and Chosen-plaintext attack Model
(IND-CP-CPA)

In this model, the A is allowed to receive a number of secret keys and a challenge
ciphertext from the challenger C. The challenge ciphertext has covered both the
plaintext and the access policy. The A makes his efforts to learn the underlying
plaintext or the access policy from the ciphertext. This model we have used to
define the security of a proxy reencryption scheme. It shows that unless a valid
decryption key is available, the A can not learn the plaintext or the access policy

from the challenge ciphertext.

Setup: A gives | as the security parameter to C. C runs the setup algorithm and

returns the public key PK is sent to A.

Phase 1: A is allowed to issue adaptively generated polynomial queries for get-

ting decryption key SK with respect to attribute set L.

Challenge: A submits two pairs (Mo, Tp) and (M1, T1). The input submitted by A
must have to satisfy the below mentioned criteria. If either of them fails, then C

aborts.

1. My and M; are of equal length.

2. For any set of attribute values L submitted in queries during Phase - 1,

F(L,Ty) = F(L,T})=0

The challenger C randomly chooses b € {0,1}, then gains the challenge ciphertext
CTy. C submits CT, to A.
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Phase 2: Same as in Phase 1. A issues the adaptively generated queries for gaining

the secret key SK without violating the restrictions stated during Challenge Phase.

Guess: A outputs a guess b’ of b. The adversary wins the game if b’ = b. The
advantage of A in this game is defined as Adv s(1)= |Pr[b’ = b] — 1/2].

Definition 3. A scheme is secure in IND-CP-CPA secure, if no polynomially bounded

adversary has a non-negligible advantage in the security parameter | with the above game.

Existential Unforgeability against Chosen Plaintext Attack in Adaptive Pred-
icate (AP-EUF-CPA) model

This model defines the existential unforgeability of a signcryption scheme which
provides both the confidentiality and authentication properties. Existential un-
forgeability ensures that unless a valid signature key is available, the A will not
be able to calculate a valid signature on a message. The AP-EUF-CPA model for a
signcryption scheme is defined as follows.

Setup: The A gives [ as the security parameter to the challenger C. C runs the
Setup algorithm and retrieves the master secret key MSK and public parameters

PK. The public parameters PK are sent to .A.

Query Phase: A is allowed to issue polynomially bounded number of queries

adaptively for following:
- secret keys SK for decryption on attributes L.
- Signature key queries for chosen identities ID.

- Cipher components CT for a pair of encrypted plaintext M with signature
identity ID and access policy T.

Forgery: A outputs (CT*, M*, T*, ID*) where CT* is a ciphertext generated from
M*,T*,ID* and for which neither A has got the signature key related to ID* nor
(M*, T*,ID*) = (M,T,ID) for any query generated in Query phase.

A wins the game if he has correctly generated the ciphertext.
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Definition 4. A scheme is existentially unforgeable against chosen plaintext attack in
adaptive predicate model (AP-EUF-CPA), if no polynomially bounded adversary has a

non-negligible advantage € in the above game.

2.4.2 Chosen Ciphertext Attacks

The objective of this model is same as that of Chosen Plaintext Attack model. The
objective is to break the challenge ciphertext. But the A defined in this model is
given more power than compared to the previous model. In addition to the pairs
of chosen plaintext-ciphertexts, the A is allowed to submit the ciphertexts of his
choice and get them decrypted from the C. In an adaptive chosen ciphertext at-
tack model, the A is allowed to issue the queries for chosen ciphertext even after

he has received a challenge ciphertext from the challenger.

Indistinguishability against ciphertext-policy and adaptively chosen ciphertext
attack(IND-sCP-CCA2)

The model is used to prove that without a valid decryption key, A can not de-
crypt the ciphertext. It also defines that even if A gains the valid decryption key,
he can not learn the underlying access policy. This later property is essential to

prove the security of a receiver-anonymous cryptographic scheme.

Setup: The C gives | as the security parameter to run the Setup algorithm and
retrieves the master secret key MSK and public parameters PK. The public pa-

rameters PK are sent to the adversary.

Phase 1: The adversary is allowed to issue polynomially bounded number of

queries adaptively for following:
- Decryption keys on attributes L.
- Cipher components for an encrypted message M and access policy T.

- Decryption of CT with respect to attribute set L,
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Challenge: A outputs two messages My and M; with respect to the challenge
access policy Ty and T; on which he wishes to be challenged upon. Here, the
restriction is that for any set of attributes L submitted by A during Phase 1 F(L,
Ty)= F(L,T{). It is also required that if A has been issued a secret key for set of
attributes L during Phase 1 such that, F(L, Tj)= F(L,T{)=1, then My = M. C then
randomly chooses b € {0, 1} and computes CTj, as output of Encryption(PK, M,
T;). The CTy, is sent to the A.

Phase 2: Same as in Phase 1. A issues polynomially bounded number of queries

with the restriction as specified in Phase 1.

Guess: A outputs a guess b’ of b. A wins the game if b’ = b. The advantage of A
in the game is defined as Adv 4(I) = |Pr[b’ = b] — 1/2]|.

Definition 5. A scheme is secure against indistinguishability against selective ciphertext
access policy and adaptively chosen ciphertext (IND-sCP-CCA2) attack, if no polynomi-

ally bounded adversary has a non-negligible advantage € in the above game.

2.4.3 Chosen Keyword Attacks

This model is used to prove the security of a searchable encryption scheme. It
is used to prove that a search operation over encrypted data does not compro-
mise the data confidentiality or receiver anonymity. The adversary is allowed to
issue the polynomial number of queries for getting the trapdoors which are used
to conduct the search operation. In an attribute based keyword search operation,
the trapdoor is generated with the input of a keyword and the user credentials.
The adversary also gains access to an encrypted index. The security model states
that from the available encrypted index and the trapdoor, he can not learn the un-

derlying keyword or the user credentials.

Indistinguishability against Ciphertext-Policy and Chosen Keyword attack (IND-
CP-CKA)

Setup: The A gives | as security parameter to the C. The C runs the setup al-
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gorithm and returns the public key PK is sent to .A.

Phase 1:A is allowed to issue adaptively generated trapdoor queries with input
keyword w and set of attribute values L. The C responds with tw generated with
the input w and L.

Challenge: A submits two pairs (Wy,Tp) and (Wj,T1). The input submitted by A
must have to satisfy the below mentioned criteria. If either of them fails, then C

aborts.

1. Wp and Wj are set of keywords with equal length.

2. The trapdoor tw issued to A during the Phase 1 satisfy either both the chal-

lenge ciphertexts or none of them.

The challenger C randomly chooses b € {0,1}, then computes CTy, as an Encrypted
Index of Keywords. C submits CTy, to A.

Phase 2: Same as in Phase 1. A issues the adaptively generated queries with
keyword w and a list of attribute values L which should follow at least one of
the following criteria : (i) w should be included in both Wy and W; or should
not be included in either of them (ii) F(L, Tp) = F(L, T1). A is responded with tw
corresponding to (w,L).

Guess: A outputs a guess b’ of b. The adversary wins the game if b’ = b. The
advantage of A in this game is defined as Adv s(1)= |Pr[b’ = b] —1/2].

Definition 6. The scheme is secure in IND-CP-CKA secure, if no polynomially bounded

adversary has a non-negligible advantage in the security parameter with the game above.

2.5 Multi-linear Mapping

In 2003, Boneh et al. have defined the multi-linear mapping operation as below
and found that, the construction of cryptographic multilinear maps will have a
remarkable importance in the area of cryptography when compared to bilinear

mapping[51].

Definition 7. Let Gy and Gy are cyclic groups and e:GX — Gy, is a mapping for some

integers k > 1. We say that e is a k-linear map, if the following conditions are fulfilled :
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o Gy and Gy, are of same prime order p;

o Foranyay, ay, ---,ar € Gy, and g11, 812, 1k € G1, we have

k
[

a8l =gz 510

e If g is a generator of group Gy, then e(g,g, - - - ,§) is a generator of Gy.

If we consider, k = 2, then the Definition 7 is a definition for a symmetric bi-
linear mapping. An alternate form of the above definition for multi-linear map is

given below.

Definition 8. Let there are k cyclic groups (G1,Ga,- - -, Gy) of order p to define a multi-
linear map, and the mappings are defined as e;j : G; X Gj — Gy fori,j € {1,---, n}

and i + j < k. The following properties are defined for this k-multi-linear map [51]:

o Let g € G; is a generator of G;, and g; € G;j is a generator of Gj, then g, ; =
ei(8i, 8j) is a generator of G; ;.

o VabeZyei(gfgl)=eii(gig)™ -

e The computation of e;  j should be done efficiently.

One of the noticeable applications of a k-linear map is to generate a one-round
Diffie-Hellman-like key between k + 1 parties. Another applications of multi-
linear mapping suggested by Boneh et al. includes cost-efficient distinctive sig-
natures and broadcast encryption using short keys to reduce the communication
overhead. There have been several other applications designed using multi-linear

maps to obtain indistinguishability obfuscation[52, 53].

One of the useful application of pairing based cryptography is Attribute Based
Encryption[12, 13]. Most of the well-known constructions of ABE uses bilinear
pairing to incorporate policies constructed from arbitrary Boolean equations of
the attributes. But the ABE techniques with bilinear pairing fails to include the

access policy constructed from random polynomial-size Boolean circuits. One of

36



the challenge field of bilinear mapping is to achieve collusion-resistance prop-
erty for arbitrary access policies, because of the vulnerability of backtracking at-
tacks[54]. As a countermeasure to this attack, constructing ABE over multilinear
maps results in ABE technique suitable for all type of circuits as of now [52, 55].
Later on, Gorbunov et al. have presented the construction of ABE for circuits us-
ing standard lattice assumptions [56]. However, the problem of a pairing-based

implementation still remains unsolved.

The various constructions from multi-linear maps provide useful applications
in cryptography only if their mathematical implementation is secure against crypt-
analytic attacks. But in reality, the things are not so pretty. In literature, several
attacks have been proved against most of the constructions built using multilin-
ear mapping[57, 58]. It yields that the multi-linear pairing operations are useful
for designing more efficient application than that can be provided using bilinear
pairing. However, the current implementation of multi-linear pairing still needs
improvement to make them secure. It should also be considered that there are
many but not all applications, which are using the multi-linear maps are prone to
attack. There are some tricks and triggers to defend the construction of a scheme

against the attacks found on multi-linear maps [59, 60].

The on-going research is heading towards the progress in secure construction
of multi-linear pairing, it is expected to output concrete foundations. After an-
alyzing that low-degree multilinear maps are adequate for most of the crypto-
graphic applications, some geometry-based techniques, which were previously
ignored by Boneh et al., are revisited to gain some useful results [61]. The study
concludes that for any cryptographic mechanisms, the multi-linear mapping can

provide essentially the valuable building blocks in the near future.
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2.6 Computational Assumptions

An cryptographic scheme is proven secure based on the assumption of hardness
of some cryptographic problems. Some of the cryptographic assumptions which
forms the basis of the security of the proposed schemes in this report are discussed

below.

2.6.1 Discrete Logarithm assumption

Let a € Z, be chosen at random and g be a generator of Group G;. We say that
the Discrete logarithm assumption holds in Gy if no probabilistic polynomial-time
algorithm P can compute the value of a from the values of ¢ and ¢” with non-

negligible advantage €;;. The advantage of P is Pr[P(g,¢") = a] = €.

2.6.2 Decisional Linear (D-Linear) Assumption

Let z1, 22, 23, 24, 2 € Zp be chosen at random and g be a generator of Gy in bilinear
group setting. We say that the D-Linear assumption holds in G; if no probabilistic
polynomial-time algorithm P can distinguish the tuple (g,Z; = g%, Z, = g2,
Zy = g%, Zy = g%, 7 = ¢4 from the tuple (g, 21 = ¢71, Zp = g7, Z3 =
9%, 7, = g%%, Z = ¢*) with non-negligible advantage €;;. The advantage of P
is Pr[P(Zy, Z3, Z3, Z4, §%7%4)=0] - Pr[P(Z1, Z3, Z3, Z4, §*)=0] = €4y;.

2.6.3 Computational Bilinear Diffie-Hellman (CBDH) assump-
tion

Leta,b,c € Z, be chosen at random and g be a generator of G; in bilinear group

setting. The computational BDH assumption is that given a tuple (A = g%, B = g¥,

abc ;

C = g°), the advantage of computing e(g, g)** is negligible.

2.6.4 Decisional Bilinear Diffie-Hellman (DBDH) assumption

Leta,b,c,z € Z, be chosen at random and ¢ be a generator of G; in bilinear group

setting. The decisional BDH assumption is that no probabilistic polynomial-time
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algorithm P can distinguish the tuple (A = ¢, B = ¢, C = g, e(g, §)™°) from
the tuple (A = ¢% B = g%, C = g, e(g, g)?) with more than a negligible ad-
vantage €4, The advantage of P is Pr[P(A4, B, C, e(g, g)*¢)=0] - Pr[P(A, B, C,
e(8,§)*)=01=€apan-

2.6.5 Decisional k-linear Diffie-Hellman (k-DDH) assumption

Let ay, az,- -+, a, ax11,z € Zy be chosen at random and ¢ be a generator of G; in
k-linear group setting. The decisional k-DDH assumption is that no probabilistic
polynomial-time algorithm P can distinguish the tuple (A = g™, Ay = ¢g*2,- - -, Ag
= g%, Apq = g%+, e(g,- - ,g)7)such thatz' = Iﬁ a;, from the tuple (A1 = g™, Ay =
2, A =8%, Ap1=8%1,e(g, -+ ,8)%) witﬁrlnore than a negligible advantage
€144n- The advantage of P is Pr[P(Ay, - - -, Ak, Axy1, e(g, g)Z/):O] -Pr[P(Ay, -,

Ag, Az e(8,8))=01=€pan-
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CHAPTER 3

Searchable Encryption with Receiver Anonymity

The data stored in cloud storage is directly visible to the cloud server(CS) and
could be disclosed to an adversary(A) in case of possible collusion between the
CS and the A. The obvious solution for mitigating this risk is to encrypt the data
before outsourcing it to the cloud. The security challenge arises when the user
wants to selectively retrieve a subset of documents from the cloud storage. To
satisfy user’s need, the cloud should be able to search over the data. Searchable
encryption is a cryptographic primitive that enables a third party such as cloud
server to search over the encrypted data without learning it. In this chapter, first
we study the fundamentals related to Searchable encryption schemes and dis-
cusses the existing Searchable encryption schemes for their pros and cons. Then
we present our searchable encryption schemes that provide the search functions

over attribute based encrypted data with hidden access policy.

3.1 Introduction

As the bulk of data is continuously increasing on public cloud storage, search fa-
cility has become one of the most important necessity for effective usage of data.
Because it allows a user to work with a selected subset of data from the huge
amount of data available in cloud storage. Keyword based search is most prefer-
able type of search in our day-to-day life where the user wants to retrieve the

documents containing a specific keyword(s).

To facilitate keyword based searching a keyword index is built from a collec-

tion of documents, and the user’s query is matched against the index. Index is
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a data structure that assists the search process. The entry of an index defines a
mapping between a keyword and a document identifier, so that during a search
process the storage server can find the documents which contain the queried key-
word. The query can be identified as single keyword query or multi-keyword
query as per the number of keywords in the query. The Multi-keyword queries
can be again categorized into conjunctive and disjunctive queries. The result of a
conjunctive query includes the documents which contain all the words included
in the query. In the result of a disjunctive query all the documents which contain
at least one of the queried keyword are included. Other keyword based search
approaches include ranking based search and fuzzy keyword search. In ranking
based search, the documents matching with the user query are assigned score
values calculated by the cloud storage server and from the score result of each
document the user retrieves the best matched documents. In fuzzy search ap-
proach the similarity distance between the keyword in query and keyword in doc-
ument is calculated. If the distance is below the predefined threshold value, then
that document becomes the part of the result. There are many existing searching
schemes available which provide either of the above mentioned features on plain-
text data. The challenge arises when the search functionality has to be provided

on encrypted data.

Providing search operation over the encrypted data has to accomplish two
goals simultaneously. One is the functional goal which requires the correct com-
putation of search results and second is security goal which demands to preserve
the confidentiality of data. The cryptographic technique known as searchable en-
cryption is intended to achieve both these goals. Based on the underlying encryp-
tion mechanism the existing searchable encryption techniques are further classi-
fied as symmetric searchable encryption or asymmetric searchable encryption. In
symmetric searchable encryption scheme [28, 62, 63], a user himself encrypts and
uploads the data on cloud for his future use. The user generates an encrypted
query and fires it on the cloud. The cloud performs the search operation over the
user’s data and returns him the resultant documents. When a user wants to share

the data with other users then he has to share his secret key or generate another se-
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Figure 3.1: Forward Index Structure

cret key computed from his secret key [28]. In asymmetric searchable encryption
schemes [29, 64], a user encrypts the data using the public key of the receiver and
uploads it on the cloud. The receiver generates the encrypted query using her pri-
vate key. In both symmetric or asymmetric searchable encryption, the basic idea
is to construct an encrypted index and encrypted query. Both the encrypted index
and query should not reveal any statistical information to the storage server who

is performing the search operation.

3.2 Index Generation

For enabling a keyword based search operation, it is necessary to create the index.
Index is a data structure which lists the keyword-document mapping. There are
two varieties in index generation. Forward Index generation where each tuple
contains the list of keywords included in each document. The another approach
is the Inverted Index. The inverted index contains the entry for each keyword and
the list of documents which contain that keyword. The inverted index structure
facilitates more efficient search operation then the forward index. The inverted
index can give better performance because once identified the required keyword

in encrypted form, then all the documents which contain the keyword can be re-
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trieved in O(1) operation. Forward index operation requires the storage server to
search for match in every entry of the index. Thus, if total d number of documents
are stored in the storage, then forward index operation requires O(d) search op-
eration. However, the inverted index operation is possible in searchable symmet-
ric encryption, where there is a single data owner and using a single symmetric
key, he encrypts all the keywords extracted from the document collection. In a
public key searchable encryption algorithm multiple data owners upload their
documents on the public cloud storage server. Before uploading, the data owners
encrypt their documents and keywords extracted from those documents using the
public key of receiver. To achieve the keyword secrecy, the public key searchable
encryption algorithm provides probabilistic encryption algorithms. The proba-
bilistic encryption algorithms include random values (chosen by the encryptor)
in the output of encryption. Therefore, for the same keyword two different data
owners will have different output in encryption algorithm. It yields that, for the
public key searchable encryption algorithms, the generation of inverted index is

troublesome.

3.3 Security Notions

The security goal of any searchable encryption scheme is not to compromise the
data security from encrypted index, user’s query and search operation. To mea-
sure the security strength of a searchable encryption scheme certain notions are

defined as follows [65].

Definition 9. History : Let D denotes a document collection. A history of n number of

queries over D is defined in form of a tuple H = (D,w) where w = {wy, wy, ...,w,} is a list
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of keywords concealed inside the n queries.

The contents of history should not be revealed by the adversary. The adversary

tries to learn the contents of history from the search and access pattern.

Definition 10. Search Pattern : The search pattern defined for a n-query history H =
(D,w) is a n x n symmetric binary matrix T such that for 1 <1i, j < n tlil[j] = 1, if w;

= wj, and 0 otherwise.

The search pattern is the information which states that whether any two queries

are generated for the same keyword or not.

Definition 11. Access Pattern : The access pattern retrieved from an n-query history
H = (D,w) is defined as ¢ = (D(w1), D(w»), - -+ ,D(wy,)), where D(w;) represents the

number of documents which contain the keyword w;.

It is the information about which documents contain the queried keyword. It

is collected from the search result of a query.

Even though the index and the user query are in encrypted form, the cloud
server can learn the search pattern and access pattern from the search process.
From the result of a search operation, the cloud is able to identify if any two doc-
uments contain the same keyword or not. The probabilistic query generation al-
gorithm incorporates randomization in the query and therefore, helps to preserve
the search pattern privacy from an outsider, but the cloud server who is perform-
ing the search operation can find out whether two queries are for same keyword
or not by collecting the tuple from index which matches with the queries. The
only technique that helps to preserve the search and access pattern privacy is the
“Oblivious RAM” technology. But this technique requires logarithmic number
of rounds in search operation. Therefore, to achieve the effective performance of
an searchable encryption scheme, the search outcome is the minimum acceptable
leakage [28, 66, 39]. In [28], the authors have redefined the security definition
of a searchable encryption scheme and state that a searchable encryption scheme
is secure, if from the search operation, the adversary should not learn anything

beyond the search outcome.
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3.4 Searching with Fine-grained Access Control

The public cloud storage are used by multiple users. For secure and effective uti-
lization of data, in addition to searching over the encrypted data, it is required to
enforce the access policies. The access policy enforced by the data owner directs
the cloud server for assigning access privileges of the data to a cloud user. In sym-
metric searchable encryption schemes, to enforce the access policy the data owner
himself can distribute the shared secret key with a group of users who are allowed
to access the data. In [28, 67] the authors have provided multi-user keyword
based searchable symmetric encryption techniques which can efficiently work in
single-sender-multiple-receiver scenario. In the multi-user searchable symmetric
encryption scheme proposed in [28] the data owner encrypts the index of key-
words with his secret key. To share the data with other users, the data owner
makes use of broadcast encryption scheme. For each data user the data owner
generates a new secret key and assigns it to that user. The scheme also facilitates
the data owner to revoke the access rights from the user. The scheme requires that
the secret key should be delivered to the data user in a secure manner. In [67],
the authors have presented multi-client searchable encryption scheme, that sup-
ports multi-keyword search query. In their scheme, the data users are required
to retrieve a search token from the data owner. Therefore, the data user can only
make search for keywords, for which he has been issued the search tokens. The
multi-user searchable symmetric encryption schemes as presented in [28, 67] re-
quires the data owner to make a secure communication with each authorized data
user for issuing the secret key or search token. Therefore, such schemes can not
perform well in multi-sender-multi-receiver scenario. As an alternative, search-
ing over attribute based encrypted data is more optimal idea. As discussed in
chapter - 2, the ABE is a public key cryptographic technique which provides con-
fidentiality with fine-grained access control. Therefore, searching over attribute
based encrypted data provides both searching over encrypted data and enforcing
fine-grained access control. The ABE works well in multi-sender, multi-receiver

scenario. It does not require a direct interaction between data owner and data
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receiver.

Definition 12. The attribute based searchable encryption scheme is defined as a tuple as

follows:

Setup(1') — (MSK,PK): The AC runs this algorithm. The algorithm takes as input
the security parameter | and sets up the master secret key MSK and public key PK.

KeyGen(MSK,L)— (SKp): This algorithm is run by the AC for each user in the sys-
tem. It takes as input the MSK and the set of attributes L. It outputs the secret key SKp,

for that user.

Encrypt_Index (W,PK,T) — (CTy): Each data owner generates an encrypted index
CTy for keyword set (W) extracted from his data collection and encrypt it using the pub-

lic key parameters PK and access policy T.

Trapdoor(kw,SK)— (tw): The data user generates a trapdoor using this algorithm,
with the input of a keyword kw and the secret key SKy The output of the algorithm is a

trapdoor tw which works as the search token.

Search(CT,tw)— (true/ false): The cloud server runs this algorithm with the input
of an encrypted index and the trapdoor tw. The algorithm returns true if the encrypted
index contains the keyword hidden inside tw and the access policy of encrypted index and

attributes of user who sent the tw are matched.

3.4.1 Literature Review on Searchable Encryption with Fine-grained

Access Control
First in [33], Wang et al. have presented an attribute based keyword searchable
encryption scheme that provides single keyword based search function on ci-

phertext policy attribute based encrypted data. They have integrated public key
searchable encryption scheme (PEKS) proposed by Boneh et al. in [29] with classi-
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cal CP-ABE. The access policy structure in their scheme is represented in form of
LSSS matrix. However, their scheme requires the number of keywords to be finite

in the universe.

In 2014, Zheng et al. have presented attribute based keyword searchable en-
cryption scheme which also facilitates to verify the search results [68]. The access
structure in their scheme is presented in form of “Access Tree” structure. For facil-
itating the search verification process, both the data owner and data user obtains
secret keys from trusted authority. Using the secret key for encryption, the data
owner encrypts the data and its associated index of keywords. A data user uses
his secret key to generate the search token and verify the search process results.
The authors have used the “Bloom Filter” technology to generate the keyword

signature which helps the user to verify the search results.

In [69], Liu et al. have claimed that the search verification operation cost in the
scheme of [68] is costly. Liu et al. have presented a keyword searchable encryption
scheme with the same provision of verifiable keyword based search encryption.
The verification operation in [69] is more efficient when compared to that of [68].
The verification operation in [68] requires a number of pairing operations and
exponentiation operation linear to the number of user attributes. In the searchable
encryption scheme presented in [69], the verification process does not include any
bilinear pairing operations. Despite all these advantages, the scheme also requires
that to generate a search token the data user has to interact with the trusted third
party who has setup the systems. This creates an overhead in search operation,
because every time before making a search request, the user first interacts with the
trusted authority to derive the search token and then sends that token to the cloud
server for conducting search operation. This also creates a bottleneck problem on
trusted third party who has setup the system. Because in a system, there are

multiple users and each user sends multiple search queries.

In [70], Liang et al. have provided keyword based search functionality and
proxy reencryption both together on attribute based encrypted data. They have
addressed both the issues of data sharing and data searching. The keyword based
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search operation allows a user to retrieve a subset of documents containing that
keyword, and proxy reencryption allows the data user to share the encrypted
data with other users. To achieve the keyword secrecy, Liang et al. have used
the asymmetric pairing in the construction of scheme. The access structure in
their scheme is represented in form of LSSS matrix. The scheme has been proven
secure in the random oracle model. The scheme also supports partial decryption
cost to be outsourced on cloud server side and reduce the final decryption cost on

user side.

In [71] two schemes are provided for attribute based keyword searchable en-
cryption. In both the schemes the data owner defines the access structure in form
of LSSS matrix. In one scheme the user expresses the search policy in form of
“OR” gate between his attributes. In second scheme the user expresses the search
policy in form of "AND" gate between his attributes. In [72], the authors have
presented a searchable encryption scheme, where they have taken the approach
of "Online-offline" computation to prepare a searchable encryption scheme suit-
able for small hand-held battery-driven devices. In their scheme the keyword en-
cryption and search token generation operations both are divided in two phases.
The first preparation phase performs the computationally intensive tasks to gen-
erate the partial ciphertext or search token without revealing the actual cipher-
text or keyword. This phase can be accomplished offline. The second phase is
performed online and it generates the final ciphertext or search token from the
results of preparation phase and the input of actual keyword. The computation
in second phase is light-weight and fast. Therefore, the scheme is applicable to

mobile devices.

In the scheme of [73], Hu et al. have addressed the issue of dynamically updat-
ing the access policy of an encrypted index. The authors of [73], have integrated
proxy reencryption services within the keyword based searchable encryption to
support the dynamic update of access policy. The access structure in their scheme
is presented in form of Access tree structure. Unlike the access policy represen-
tation in [13], the access policy in their scheme only supports AND gate and OR

gate for the non-leaves nodes of the tree and does not support k-out-of-m thresh-
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old gates. The access policy update operation can be initiated by the data owner.
One constraint in the data update operation is that the data owner is allowed only
to increase or decrease the leave nodes under the threshold gates in the access
policy tree. For example, if in the access tree a non-leaf node represents m chil-
dren, then the access policy can be updated to make total m+1 or m-1 children
under that "AND" gate node. But the data owner can not change a threshold gate

"AND" to an "OR" gate. Also, he can not increase the number of non-leaf nodes.

All the above discussed schemes have presented attribute based keyword search-
able encryption schemes. These schemes supports keyword based search function
with fine-grained access control. But all of them require the access policy details
to be in clear form attached with encrypted index. Also, the user attributes should
be stated in clear form inside the search query. This information affect the data

confidentiality as going to be discussed in next section.

3.4.2 Need of receiver anonymity in attribute based keyword search-

able encryption

Many existing schemes have provided keyword based searching on attribute based
encrypted data, but not all of them have addressed the receiver anonymity. In all
the above discussed schemes the access control policies are in clear form, which
reveals the receiver information. The receiver information leads to compromising
the data security. Therefore, in addition to data confidentiality, preserving privacy
of data access is a practical need, as one could guess the purpose of the ciphertext
by identifying the receiver of the ciphertext. In attribute based keyword search-
able encryption techniques, if the access policies are in plaintext form, then a user
who sends the search query, will send his attribute information in clear form to the
storage server. The cloud storage server as an adversary has a view to the access
policy and the user attribute information. From these information and the result
of search outcome, the adversary’s advantage of guessing the contents within the

ciphertext will be increased.

Let us take the example of e-healthcare organization. Let a patient encrypts
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and uploads his medical report on the cloud storage and sets the access-policy as
“Doctor”, “Hospital-A”, “Oncology”. From the access policy of a document, the
adversary guesses that the report might be a cancer patient report. When a doc-
tor working as an oncologist in Hospital- A sends his search query to the cloud
server, then from the search operation results, the adversary gets confirmed that
the query might contain a word from the terminology related to Cancer disease.
Therefore, the access policy of an encrypted document (and its encrypted index)
and the attributes of user who sends the search query should be hidden to pre-

serve the keyword and ciphertext confidentiality.

Many few schemes in the literature have addressed the issue of receiver anonymity
in attribute based searchable encryption technique such as those in [74, 75, 76].
However, these schemes suffer either from performance barrier or from security

flaw.

3.4.3 Security Model

The security model for the searchable attribute based encryption with hidden ac-
cess policy is denoted as IND-CP-CKA (Indistinguishability against Ciphertext
Policy and Chosen Keyword Attack) model as desscribed in chapter 2.The formal
description of IND-CP-CKA model is as follows.

Let the I1 denote the Attribute based searchable encryption scheme with the
tuples (Setup, KeyGen, Encrypt_Index, Trapdoor and Search). In IND-CP-CKA
model, the A is given access to the Oracle for Trapdoor. It can retrieve a number
of trapdoors for his chosen keyword and chosen set of attribute values. In the
challenge phase the A issues two pairs of collections of Words, and access policy
as (Wo, To) and (Wy, T1) where |Wp| = |[W;|. A bit b is selected in random and ac-
cordingly the encrypted index of W, with respect to access policy Tj is computed
as CTy p and given to A. Once again A is given access to the Trapdoor oracle. The
restriction imposed on the A is that, he can retrieve trapdoor tw from Trapdoor
Oracle which can give a successful search with both the CTy ¢ and CTyy ; or none

of them. If A has retrieved a trapdoor for a word w and an attribute list L scuh
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that L can satisfy both Ty and Ty, then w € Wy and w € Wj. At last the A issues a
bit-value V'. The A wins the game if b =b'.

IND — CP — CKA%(I)

(PK, MSK) < Setup(1')
(Wo, Tg ) (Wi, Ty ) 45 ACmanieer (11, PK, L, w)
If |[Wp| # |W1| then return L

If F(L,Ty) # F(L,T7) then return L

(CTw ) <—s Encrypte_Index(PK, W, T;))

|
: If F(L,Tg) # F(L,Tl*) then return L

LI (B(LTE) = F(LT) = 1) AND ((w € Wy AND w ¢ Wy) OR(w ¢ Wy AND w € Wy))

|
|
| then return L
!
!

return b’

I F(L,T3) = F(L,T{) = 1 then w € Wy AND w € W, 3

Definition 13. A searchable ABE scheme is secure in IND-CP-CKA secure, if the advan-
tage of adversary A as defined below is negligible.

AT =} < Pl - IND - CP — CKAZ ()]

3.5 Data-Owner based Searchable Encryption Scheme
- DOSE

The security essentials for a searchable encryption scheme as specified in [29, 77]

from the side of an unauthorized users are as follows:

e Data Privacy: Any information about the data content should not be re-

vealed from the search process and its results.

e Data Owner Privacy: From the encrypted data, the data owner’s identity

should not be revealed.
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e Data Receiver Anonymity: The information about the intended receivers of

a ciphertext should be remain hidden.

The searchable encryption schemes presented in [22, 78, 79] satisfy these above
mentioned security requirements at the cost of reducing the search efficiency.
They provide keyword based searching but at the same time they require a com-
putation intensive cryptographic operations for matching and verifying the con-
tents in encrypted index and search query. They require the initial complex cryp-
tographic operations before performing, the keyword matching verification be-
tween the query and encrypted index. As the searching unit should perform the
above discussed computation for every entry of encrypted contents thoroughly
per search request, the retrieval performance degrades significantly in cloud stor-
age systems, where frequent queries are sent to the CSP. This issue demands more
security concern when there are number of intended receivers for one subset of
data content uploaded by a data owner, resulting in redundant copies of en-
crypted contents for unique identity of each receiver. This property of complex
mathematical operations and redundant copies of data restrict the one-to-many

feature provided by the ABE.

To overcome this limit of inefficiency in data retrieval process, Koo et al. have
presented a searchable encryption scheme with improved search efficiency and
data retrieval process in [75]. Their scheme supports only data owner based

search and not feasible to provide the keyword based searching.

The concept of data owner based search helps in many real time scenarios.
When searching over the encrypted documents, identity of data owner who has
encrypted and uploaded the document can be one of the search criteria. For exam-
ple, a doctor wants to search for the medical records which have been uploaded
by her patient “Bob”. In a system, each data owner can be assigned a unique iden-
tity for the purpose of data owner based searching. In the searchable anonymous
attribute based encryption scheme proposed by Koo et al in [75], search on en-
crypted data is done using data owner’s identity and data retriever’s attributes.
The scheme claimed that a user in the system can search on encrypted data stored

in cloud with preserving sender and receiver anonymity. While analyzing the
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scheme we found that the scheme of [75] have serious security flaws and it fails
to preserve the receiver anonymity. After identifying those security flaw, we have
presented the searchable encryption scheme, that provides the search operation
using data owner’s identity. The search operation of proposed scheme preserves

the receiver anonymity.

In the scheme of [75], the access structure is represented in form of an access
tree 7. The system model of [75] is also same as defined in the section 2.3. The
scheme definition of [75] is similar to the definition of CP-ABE scheme described
in section 1. In the scheme of [75], the attributes of a ciphertext access policy are
published in scrambled format and the user performs the search operation about
which access policy is satisfied with his attributes without revealing his attribute

information.

In the scheme of [75], the data owner scrambles the attributes involved in the
access tree with a random pseudonym generated from his unique identity. A user
who wants to perform the search operation needs to scramble his attributes using
this pseudonym. The list of pseudonyms from all data owners is published by the
cloud server (CS). The cloud does not know which pseudonym refers to which
data owner. The user picks any pseudonym, scrambles his attributes using that
pseudonym and then sends these scrambled attributes to the CS. The CS performs
the look-up and match operation to retrieve the documents which are accessible
for the user. Because of the scrambled attributes, the CS is not able to learn the at-
tributes of the receiver. In this way, Koo et al. have addressed the issue of receiver

anonymity in searchable encryption.

In the scheme of Koo et al., the list of pseudonyms is published by CS. Each
pseudonym is generated randomly by the data owner. We have identified that the
construction of the scheme allows a curious CS to generate the pseudonym him-
self using the public key parameters and a randomly chosen value. The user gets
the pseudonym from the CS and he has no way to identify that the pseudonym
is from a valid data owner or it is a fake one. If the user scrambles his attributes

using the pseudonym generated by the CS and send that scrambled attributes to
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the CS, then the CS is able to learn the attributes of the receiver.

3.5.1 An Improved Scheme

To mitigate this flaw, we have designed a scheme with the objective of search us-
ing the data owner’s identity [80]. The proposed scheme enables a user to retrieve
the data which is accessible to him without revealing his attribute information to

the CS. The improved scheme has the following phases.

Setup(1)) — (MSK,PK): The AC performs the setup. It chooses a bilinear group
G of prime order p with generator ¢ and a bilinear map ¢ : G; X G; — Go.
It picks two random exponents a and  from Z, and also selects a cryptographic
hash function Hy : {0,1}* — G1. AC computes the public parameter PK and master
secret MSK for the system as: PK = (G; Gy, g, w =e(g,¢)%, h=gP), MSK = ( ¢*, B).

KeyGeny (MSK,L)— (SK1): Each receiver gets a secret key SK from AC for de-

cryption operation.

e The TA chooses a random r € Z, for each individual user in the system and
rj € Zp for each attribute L; € L. Here L is the set of attributes that belongs

to user. The private key SK} for generating search query is computed as

SKp = ({Dj = H(L)F},er)

Here we do not provide the secret key components for decryption of a ci-
phertext, because we are providing the construction only for searching over
and retrieving the encrypted documents. The secret key components for de-
cryption of a cipher document are same as that provided in classical CP-ABE

scheme [13].

KeyGenp(MSK,ID)— (SKp): Each data owner gets a secret key SKp from AC in
which data owner identity (ID) is hidden.

e For the data owner having identity IDy, AC computes and returns him the

anonymous key, SKo = H(IDy)P.
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Encrypt_Index(SKp,PK,T) — (CT,): This scheme represents a data owner based
searching over the encrypted dataset. Therefore, instead of keyword set W, this
algorithm takes as input the data-owner’s secret key SKp, which contains the data
owner’s identity. The data owner encrypts data M as per the access policy T by
running the Encrypt algorithm as in the conventional CP-ABE scheme [13]. The
access policy is represented in the form of access tree 7. To generate the encrypted
index entry, the attributes involved in the access policy of T are scrambled using
the pseudonym SKp and placed at the appropriate leaf nodes in 7. This updated
access tree T’ of scrambled attributes is paired with the identifier of M (denoted
as ID)) in the index. The data owner garbles each attribute value included in T
using his secret key SKp. Let S is the set of attributes which are included in the
access policy T (an accordingly in leaf nodes of 7). For each attribute {attr;};<i<j,

included in T, the data owner computes

Kor = {e(SKo,H(attr;))}attr,eT
= {e(H(IDo)P, H(attr;))Yatir.cT
= {e(H(IDO)/H(attri))ﬁ}attrieT

and replaces each leaf node attr; in 7 generated for access policy T with the cor-
responding element scmyy;, from Ko 7. This results in the access tree T'. After
the scrambling phase, the data owner uploads CT and an index entry CTy = (7,
ID ) to the storage managed by the CS.

Trapdoor(IDp,SKr)— (tw) : Instead of kw, this algorithm takes as input the data
owner’s identity Do for which the user wants to make the search operation. Un-
like the scheme of [75], in this algorithm there is no need for a retriever to acquire
a pseudonym of any data owner. When the retriever determines to retrieve a data
with identity IDo from the CS then the retriever generates cryptographic index

terms for corresponding attributes as
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Kor = {e(D;,H(IDo))}1,eL
= {e(H(IDo), H(Li)P)} L.c1
= {e(H(IDo), H(L))P} L

After that, the retriever submits the data request query in form of trapdoor tw in

form of Kp 1/ € Ko,1, to the CS.

Search(CTy,tw)— (true/ false) After receiving search query tw in form of scram-
bled index terms Ko ;/, the CS searches in his database if the set of attributes in-
cluded in K ;/ is satisfied by any of the 7~ listed in the index. This is done by the
algorithm C(7”, Ko 1/). The algorithm returns true or false.

Let 7, be a subtree of 7’ with root node x and X’ = {x’ € Y, and parent(x’) =
x}. C (T',KOI A;) is computed recursively as follows. If x is a leaf node, C (7;’,KO, A;)
returns true if and only if attry € Ko ;. If x is a non-leaf node in 7, C (T" Ko, A7)
returns true if and only if at least k children return true. For each ciphertext CT;,
where 0 < i < m, the CS simply follows the access tree 7;' and determines whether
C(T/ Ko, A;) returns true or not. The CS sends the ciphertexts to the retriever for

which the algorithm (T Ko /) returns true.

3.5.2 Security Analysis of DOSE

Theorem 3.1. The improved scheme provides sender and receiver anonymity.

Proof. We prove that if an adversary A is able to break the sender or receiver
anonymity, then we can build a simulator that can break the hardness of deci-
sional bilinear diffie-hellman assumption. We consider a challenger C, a simulator

S and an adversary A.

Init : A submits two pairs (ID?,L%) and (ID!,L') to S on which he wishes to be
challenged upon. Here Lt (b €{0,1}) is set of attributes{Lll’, le’,- . -,LZ}.
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Setup: C setups the bilinear groups G; and G, of prime order p, a generator g of
group G and a bilinear map operation e: G; X G; — G,. He flips a coin y, outside
of S’'sview. If u =0thenCsets {g, X =¢%, Y =¢Y, Z=¢% A=e(g, g)V*}, else he
sets {g, X =¢%, Y =g, Z=¢%, A =e(g,¢)?) for some random value 6. The S selects
a random value « from the field Z,, and sets f = z. Accordingly the public key

parameters are computed and given to A.

Phase 1: A issues a polynomial number of queried for following:

e Hash queries : The A issues number of queries for retrieving H(ID) and
H(L;). For each ID# H(ID°) # H(ID'), the S returns ¢g"0(/P) where Hy:
{0,1}* — Z, is a random oracle function. Similarly, for H(L;) # H(LY) #
H(L}), the S returns gMo(Li) " Each of these queries and its responses are
recorded by S. For H(ID?), the S returns A - gHO(IDb) = g“*HO(IDb). In re-

Hy(LY) _ gb+H0(IDb).

For ID? and for each of LY, the output hash values are recorded.

sponse to query for retrieving H(L?), the S returns B - g

e Secret Key for search query generation : .A submits the list of attributes L to
retrieve the secret key for generating search query with respect to the set of
attributes L. C aborts the operation if for any attribute L; = Lﬁ’ forl<i<n.
Else it generates the secret key for search operation as follows.

For each L; € L, generate ({D; = gHO(Li)C}>,

e Secret Key for generating Encrypted Index : A submits an identity to retrieve
the secret key for generating encrypted index with respect to the identity
ID. C aborts the operation if ID = ID". Else it generates the secret key for

encrypt_index as SKp = gfo(P)e,

Challenge: S flips coin and selects a number b € {0,1} and accordingly submits an
encrypted index for the pair (ID?, L) as e(H(ID?), H(LY))f = A - e(X,Z)Ho(L)) .
e(Y,Z)HO(IDh) -e(g,Z)HO(IDb)HO(Lzb) for1l <i<n}.

Phase 2: A issues polynomial number of queries with the same restrictions as

imposed in Phase 1.
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Guess: A guess the value of b'. If b’ = b, then S replies with i/ =0, else ' = 1.

If b’ = b, then S outputs 1=1 to indicate that it was given a valid DBDH-tuple,
else, it outputs y=0 to indicate that the ciphertext is a random element. Therefore,
A gains no information about b, in turn, Pr[b # b'|u = 0]= 1. As the S guesses
w'=0 when b # V', Prju = y'|u = 0] = 3. If u = 1, then the A is able to view
a valid encryption of message with advantage €;;4,(l), a negligible quantity in
security parameter . Therefore, Pr[b = b'|u = 1] = % + €4pgn(l). Similarly, the
simulator S guesses p'=1 when b =¥/, in turn, Pr(p’ = plp = 1] = 3 + egpan(l)-
The overall advantage of the simulator in DBDH game is § x Pr[u = /|u = 0]
#y X Prip =l =10 -5 = x 3+ 5 x (G + () - § = 140

if the A has advantage €;54;(I) in the above game instance, then we can build a

. Therefore,
: : : .y : I
simulator (S) which can break the DBDH problem with negligible quantity %’1()

Hence, the theorem. O

3.6 Receiver Anonymous (keyword)Searchable Encryp-

tion - RASE

In an AABE scheme to preserve the data secrecy, the receiver identity should be
kept anonymous and for this purpose the access policy of a ciphertext is remain
hidden inside the ciphertext. The receiver anonymity should not be compromised
when making the search operation. Therefore, when a user wants to retrieve a
subset of documents containing a keyword and accessible to him, the user keeps
his attributes hidden inside the search query. Let a patient suffering from “Pso-
riasis” may set the access policy of encrypted report as doctor in Dermatology,
and keep the access policy hidden inside the ciphertext to keep secret his type of
disease. If the dermatologist while making the search query, reveals his attributes
to the server then the server will learn that the search result contains the reports
of patients having skin disease. In this way, the receiver identity can help an ad-
versary to learn the information from the ciphertext. Therefore, it is required to

preserve the receiver anonymity when making the search operation.
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3.6.1 Related Work

Our previous scheme DOSE [80] helps a user to anonymously retrieve the cipher
documents from cloud storage whose access policy is satisfied by the user’s at-
tributes. However, that scheme supports only data owner identity based search.
Most of the times, the user is interested to retrieve the documents which are ac-
cessible to him and which contains a specific keyword. Therefore, a searchable
scheme can be more practical and useful if it provides a keyword based search

over attribute based encrypted data with hidden access policy.

In 2014, Shi et al. have presented the scheme Authorized Searchable-Public
Key Encryption (AS-PKE) in [74] which facilitates the multi-keyword search over
attribute based encrypted data. Their system supports multi-valued attributes,
and the access policy is represented in form of LSSS matrix. When analyzing the
scheme we have found some performance bottleneck issues in the scheme. The
AS-PKE scheme of Shi et al. supports the multi-valued attributes, however to
hide the access policy at most only one attribute value can be placed in the access
policy. This is because, as defined in the definition -2.2.3 for LSSS, the function p
maps each attribute to a single row. The performance issues found in the AS-PKE

scheme by Shi et al. are listed as below.

e The AS-PKE scheme supports multi-valued attributes, but in the access pol-
icy only one value per attribute can be placed. This will be a drawback,
when a data owner wants to send the ciphertext to more than one user hav-
ing the different attribute values for an attribute. For example, a patient’s
medical report suffering from leukemia should be sent to the person work-
ing as doctor in either hematology or oncology department. In such cases
for each different attribute value of an attribute a different ciphertext should

be generated.

e AS-PKE supports arbitrary boolean predicates constructed from multi-keyword.
However, it should be noted that the scheme supports only finite number of
keyword fields. The search query predicate is also represented in the style

of LSSS. Each row of the matrix in search query refers to one keyword field.
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Therefore, at most one keyword from each keyword field can be included in
the access policy. Also, the function which maps the row of a search pred-
icate matrix to a keyword field can disclose the type of keyword for which
the user is making the search. This can give benefit to an adversary for
guessing the keywords hidden inside the search query. Also, the number of
keyword fields are bounded at the time of setup. Therefore, a user can not
make a search query for an keyword which does not belong to any of the

predefined keyword fields.

The scheme AS-PKE requires that a user can not generate the search query
himself. To generate a search query, he has to acquire the search token from
the trusted third party. This creates a performance bottleneck, because every
time before making a search query, the user has to interact with trusted third

party. This yields an delay in getting the results of search operation.

The construction of AS-PKE is based on composite order bilinear group. The
study on bilinear pairing has proved that in case of performance the prime-
order bilinear pairing operations are more effective when compared to com-
posite order bilinear pairing operations [81]. Shi et al. have also agreed on
the fact that because of composite order bilinear pairing operations, their
scheme can not be highly practical and their major contribution is on theo-

retical aspects only.

Recently in 2017, Wang et al. have provided an attribute based keyword search-

able encryption scheme [76] that supports “AND gate on multi-valued attributes”,

as discussed in 2.2. However, in that scheme, T; contains only one element for the

attribute i. It means T; € V; instead of T; C V;. They have used 3-multi-linear

map. The authors of [76] have claimed that their scheme provides keyword based

searching with receiver anonymity. We have analyzed that their scheme has a se-

curity flaw and it fails to preserve the receiver anonymity. Also, the scheme fails

to preserve the keyword privacy. The security issues identified in the scheme of

[76] are discussed as below.

o In the scheme of [76], during the setup phase, the Attribute Center AC gener-
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ates one of the public key parameter gy as the generator of group G;. When
making the encrypted index, the data owner selects the access policy T =
{T1,T2, - -, T} where T; is an element v; ; chosen from the valueset V; for an
attribute i (1 < i < n). For each element T;, the ciphertext generated as C; =
H(T;)5. One of the other cipher component generated is C = g5. An adver-
sary can calculate if an attribute value v; ; is included in access policy or not

with the result of following equation.

EO(H(Z)Z',]'),C) eo(Ci,go)

If the equation returns true, then T; =v; ;. In a system where number of at-
tributes are n and each attribute is having valueset of maximum size m, then
at most 2 * m * n pairing operations are performed by the adversary to dis-

close the access policy.

e Let the adversary A has gain an access to a trapdoor for a known keyword

~

w as tw = eo(ﬁHo(Tio)w,D) = eo(ﬁHo(T,-o),D)w. Here D is a secret key
component iszs:uled to a user. To geZITelrate the new trapdoor for a keyword
w', the A has to replace the value of w with the value of w’ using following
equation.

! n ZU/ZU
tw' = tww = eo(] [ Ho(Tip), D) @
i=1

3.6.2 The Proposed Scheme

In this subsection, we present a scheme which provides a receiver anonymous
keyword searchable attribute based encryption. The system model and access
policy of RASE are same as those of scheme provided by Wang et al. in [76]. To
fulfill, the purpose of searchable encryption, we have designed the solutions for
encrypted index, trapdoor and search algorithm. We do not provide the encryp-
tion and decryption of a document. The scheme is designed with 3-multi-linear

mapping [82, 83]. The scheme works as follows:
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Setup(ll)—> (MSK,PK): The AC performs the setup phase. In this phase, the
multi-linear groups and other parameters required for multi-linear mapping are
generated as Y = {p, Gy, Gz, G3, ey, e1 }. The pairing functions are defined as ey:G;
X G1 — Gy and e1:G; X Gy — G3. The AC also chooses two random generators
g1 and ¢, from group Gj, and a hash function Hy ia defined as Hy: {0,1}* — G;.
The master secret key MSK is chosen as ( &, B €r Z ). The corresponding public
key PK (Y, g1, 82, 8%, gg ) is published.

KeyGen(MSK,L)— (SKpr): Let L=[Lq, Ly, - - - , L] be the attribute list for the user
who requires a secret key. For every user in the system the AC picks a random
value p and generates a user’s secret key SK for search operation as follows.

D= (3;2 [Ty Ho(il|L:))" - gb

D=g;

Encrypt_Index(W,PK,T) — (CTy): We provide the construction of cipher com-
ponents for encrypted index only. We do not include encryption of a message.
The algorithm takes the access policy T and public key PK as input. Here T
={T1, T, - - Ty} where T; {1 < i < n} is a value chosen from valueset V; for an
attribute i. To prepare the cipher components for encrypted index the encryptor

performs following steps :

e Select random secret values s and f from Zy.

n
o For attribute values included in T, create the cipher component C = g, [ [ Ho (i )"
i=1

o Compute C = g,C = ¢

e Calculate C’ = e(g1,g2)** V. For each keyword w € W, set Cy, = e1 (Ho(w), C')

The encrypted index CT,, is formed as ( (C,C,C,Cyforeachw € W )

Trapdoor(kw,SK;)— (tw): The data user selects a random number ¥ from Z,.

It prepares the trapdoor tw with following steps
e Calculate D = g}¥
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e Compute D' = D¥ and D’ = DY

1
e Also compute, D;, = Hy(w)?¥

~ — A

The output of the algorithm is a trapdoor tw = (D, D’, D', Dy,)

Search(CTy,tw)— (true/ false): A CS when receiving a trapdoor tw, performs
this operation to search for the indexes which contains the keyword w sent in the

tw, and whose access policy matches with the user credentials.

The server tries to match the value of C, with each entry Cy, in the encrypted

index. If for any value Cy, is equal to the value of C},, then the server returns 1 else
0.

Correctness:
The search process only returns true if L satisfied T, thatis for 1 <i <mn, L; L T;.
The correctness of the search computation is as follows.
eg(é D)
eo(Ci ]rg 1 ) o(C, D)
o(s7 (8 I_IH il|Li ) - 5"

C// —

oz

&H% ‘Wgﬂmyk)

=

eo(gs!, (g2 ] T Holilvi )™ - &5")

[y

Tz

n
eo((gh [T Ho(illoi)™), &1 ")eo (85", &)
i=1
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Cl, =e1(Dy, C")

ey (Ho(w), eo(g1,82)) ¥4~

=e1(Ho(w), eo(g1,82)) 1"

3.6.3 Security Analysis of The Proposed Scheme

To implement the scheme RASE we have used multi-linear mapping as a base op-
eration. We have analyzed the weaknesses in multi-linear maps. The weaknesses
of multi-linear maps and the safeguard we have taken to withstand against these
weaknesses are discussed below.

All the candidate constructions of multi-linear mapping are found to be vul-
nerable against Zeroizing attack. An abstract view of the reason behind this is as
follows. Let the groups involved in mult-linear mapping are Gy, Gy, - - ,Gg. All
the current multi-linear mapping groups are not based on elliptic curve as done
with bilinear pairing. Instead, they provide encoding formula at different levels.
For example, an element of Z,, is encoded at level 0. To map that point on group
G, the element of level 0 is encoded to level 1. In this way, each point on group
G; can be mapped to a group G;;1 with further encoding. At each level i, an ele-
ment m is encoded as [%];. Here e is the encoding of m at level 0 with some secret
parameters depending upon the chosen implementation of multi-linear mapping
(GGH or CLT). Similarly, the value of g is a large integer and its value is decided
by the chosen implementation and the security parameter. The values required to
derive the encoding e from m and the value of z are kept secret. The security of
multi-linear maps lie beneath the belief that the parameters for encoding are se-
cure. To protect the secrecy of encoding parameters, the level 0 encoding of some
randomized vectors whose linear combination can produce the encoding of any
plaintext element, the level-1 encoding of element 1, and several level-1 encod-
ing of element 0 are placed in the set of public parameters. Other than these, a
PointZero p; for the level k is also provided in set of public parameters (The p;

is only used to check whether an element is zero or not at level k). The encoding
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of level 1 is provided as [2];. The encoding of 1 is multiplied with an element
encoded at level i to map it to the level i + 1. To randomize the encoding of any
element, so that an adversary getting an element of group 7 + 1 can not predict its

ith

encoding, each element is added with encoding of 0 at level 1 which is in form
[2],. The encoding of 0 provides a randomness in the encoding of the element,
but in computation, it will not alter the result, because for any element a+0 = a.
Thus the use of encoding of 0 is necessary to protect against backtracking. How-
ever, in literature it has been found that the multilinear mapping constructions are
vulnerable to attack because of these encoding of zero at level one. The inclusion
of several level - 1 encoding of 0 helps an adversary to conduct a mathematical
cryptanalysis and find the secret parameters used for encoding. This will break
the whole system.

We claim that our scheme defends against this attack, because in our scheme
we do not require to provide the encoding of zeros. The encoding of 0 is required
to randomize the encoding of other element at level 1. We will use the encoding
of 0 to randomize the public parameters and provide these public parameters to
the adversary along with other multi-linear mapping public parameters, but we
do not provide encoding of 0s. The encoding of 0 at level one are kept as secret
possessed by the system administrator. The public parameters g1, g» from group
G are generated by the system administrator. While generating those system
parameters the administrator will use 0 encoding to randomize those elements,
therefore any element generated from g1 and g, such as g7, gg and any other el-
ements generated during KeyGen or Encrypt_Index phases will be randomized.
Another requirement comes for randomization is during the use of Hy:{0,1}" <«
G1, where we map the string to an element of group G;. Here, we require to ran-
domize the encoding otherwise, the adversary can break the pre-image property
essential for Hash function. We overcome this problem, by providing the level
1 random encoding of each of the attribute value included in the universe of the
system instead of providing 0 encoding at level 1. This is feasible because, the

size of universe of attribute values is fixed in the system. Next we require the

Hy function to map a keyword kw to an element of group G;. Here without the
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help of 0 encoding, we may produce a non-randomized encoding of w for level
1. But as shown in the construction of scheme, whenever making search opera-
tion, the user selects a random value ¢ and randomize the Hy(w) with the value
of % Therefore, here we do not require to provide 0 encoding to randomize the
value. So, because of the above discussed reasons, we do not require to provide
the encoding of 0 and as far as the encoding of 0 are not available, the cryptan-
alytic attacks on multi-linear mapping are infeasible. It yields that even though
the scheme uses the insecure multi-linear mapping as the base operation, There
are enough countermeasures in the construction of scheme to defend against the
attacks on multi-linear mapping.

Below we are providing the security proof for the proposed scheme RASE. The
underlying computation assumption in the construction of this security proof is
Trilinear Decisional Diffie-Hellman Assumption which is a customized version of

k-linear DDH assumption with k=3.

Theorem 3.2. The proposed scheme is IND-CP-CKA secure based on the hardness of the

Trilinear DDH assumption and the construction of secure multi-linear maps.

Proof. In the proof, we show that the advantage of adversary to uncover the key-
word from the encrypted index is negligible.

With the assumption that we provide a customized multi-linear mapping pa-
rameters which exclude the level - 1 encoding of 0, we prove that the advantage
of an adversary in breaking the security of RASE in IND-CP-CKA model is same
as that of breaking the hardness assumption of the Trilinear DDH assumption.
Setup: The A gives [ as security parameter to the C. The C runs the setup algo-
rithm and returns the public key PK is sent to A.

Phase 1: A is allowed to issue adaptively generated trapdoor queries with input
keyword w and set of attribute values L. The C responds with tw generated with
the input w and L.

Challenge: A submits two pairs (Wp,T?) and (W1, T?). The input submitted by A
must have to satisfy the below mentioned criteria. If either of them fails, then C

aborts.
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1. Wy and W are set of keywords with equal length.

2. Ahas not gained a trapdoor tw for the attribute set L, which satisfies either

of T? or T1.

The challenger C randomly chooses b € {0,1}, then computes CTyy, as an Encrypted
Index of Keywords as per the input of W;, and T . C submits C Tw, to A.

Phase 2: Same as in Phase 1. A issues the adaptively generated queries with
keyword w and a list of attribute values L which should follow at least one of the
following criteria : (i) w should not be included in Wy and Wy (ii) F(L, T°) = F(L,
T') = 0. A is responded with tw corresponding to (w,L).

Guess: A outputs a guess b’ of b. The adversary wins the game if b’ = b. The
advantage of A in this game is defined as Adv s(1)= |Pr[b’ = b] — 1/2].

In the proposed scheme-RASE to uncover the challenge ciphertext, an adver-
sary has to compute the value of e;(Hy(w),C’). The adversary possess, the chal-
lenge ciphertext component C = gif. The pairing operation of C with g> gives the
adversary the value of ey(g1,£2)%. In the same way the adversary knows the pub-
lic parameter g§. Pairing of g§ with g, gives the adversary the value of ey(g1, §2)"
Let us consider Hy(w) as a random oracle function which responds with a value of

the form g{il(w)

, where H;(w) is a random oracle function for mapping the string
w to an element of Z,,. In response to the query for Hy(w), the A is only given the

value of gfl(w) and not the value of Hy(w).

To resolve a Trilinear DDH assumption, one has to decide whether for a given
value e1(g1,41,91)% the z ~ abed when given the values ¢%,g¢%,¢$,94. We further
make customization in the input and instead of providing g and g%’, we provide
$ = eo(g1,£1)"0. Here ¢, is an element of group G,. This will change the chal-
lenge tuple as e(¢>,91)* Z e($2, 1), Consider that g» = g¥ for some number
x. Now from the challenge ciphertext and the public key parameters, the adver-
sary has following components which we can resemble with the challenge tuple
of k-decisional Diffie-Hellman components as follows:

o & =e(g1,82)" =e0(81,81)"
°* 81 =8
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o gi =g

The challenge task of A is to compute e(g>, gl)mStHl(W)

. In the proposed scheme,
to discover the keyword inside the encrypted index, the A has to compute the
value of e1 (Hp(w), Cy ), where Cy, = %, and Hy(w) = g; Hi(®) The advantage

of this computation is equivalent to computing e(&>, g1)**

which is negligible

and denoted as €},

Also, to uncover the value of ¢y(g1,¢2)", the A has to retrieve the value of

g5 from the cipher component C. To uncover the value of g, A has to compute
n

the value of [ [ Ho(i[|T;)*" from the given values C and hash values of T;. If we
i=1

consider, g as ¢* and HHO i||T;) as g¥ then the value of HHO i||T;)* is equiv-
alent to ¢*Y. Based on the hardness of computatlon leﬁe Hellman assumption,
the advantage of adversary for calculation of H Hy(i||T;)*" is negligible defined
as €4y =

Therefore, we conclude that the advantage of adversary for breaking the chal-

lenge ciphertext is €345 + €4 O

3.7 Performance Analysis of DOSE and RASE

Our both proposed schemes provide searching over Anonymously encrypted data
with fine-grained access control. The scheme DOSE is used to retrieve the subset
of encrypted documents which are uploaded by a specific user and whose access
policy is satisfied by the user’s attributes. It does not support keyword based
searching. To perform the search operation, the CS has to search for the access
policy from the index which has been satisfied with the user’s attributes. No

mathematical operations are required on CS side.

The RASE scheme provides the search for both keyword and the matching
access policy without compromising receiver anonymity and keyword secrecy.
The RASE scheme requires only constant no. of bilinear pairing operations on
CS side, which effectively reduces the time of search operation. The performance

comparison of both the schemes is shown in below table.
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Scheme Wang et al’s | DOSE [80] RASE
Scheme [76]

Access Policy Structure | AND-gate  on | Tree Structure AND-gate on
Multi-valued Multi-valued
Attributes attributes

Type of Search Keyword based | Data ~ Owner | Keyword based

based

Type of pairing Multi-linear Bilinear Multi-linear

Trapdoor  Generation | Tp + 2T¢ (n)Tp 4T + Ty

Time Complexity

Search Operation Time | 3Tp + (1) Ty Lookup 4Tp + 2Ty

Complexity

Preserving Receiver | No Yes Yes

Anonymity during

Search Operation

Table 3.2: Comparison of Properties of Wang et al.’s scheme [76], DOSE and RASE.
n: Number of attribute possessed by a user; Tp : time of pairing Ty, Ty and Ty
denotes the time of pairing operation, multiplication, exponentiation operation
and hash operation

The performance of DOSE on real time system is equivalent to any other search-
able encryption scheme [28, 29], where the CS has to perform only lookup and
retrieve operations. Because, no mathematical operations are required on CS side.

We have implemented the RASE scheme using the JPBC library [84] on a linux
machine with Intel i5 processor and 8 GB RAM. The JPBC library provides an
implementation of the Multilinear pairing over integers as presented by Coron
et al. in [82]. For the implementation, the 165 primes, each of 757 bit long are
used. We have simulated the search operation for 100 to 1000 encrypted indexes,
considering each index is having 4 keywords. In Figure 3.3, we have shown the
search computation time for a single encrypted index with varying number of
attributes. The graph shows that the search computation remains constant for an
index irrespective to the number of attributes in the system. Next, we simulate
the scheme operations to derive the computation time for searching from a bunch
of encrypted indexes. For this experiment, we fixed the total number of attributes
(n) as 10. However, it should be noted that the number of attributes does not

affect the search operation time in the proposed RASE scheme. The computational
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Figure 3.3: Computation Time of Searching a single index in the RASE scheme

cost is measured on a Google cloud instance of type N1 series with 8 vCPUs.
The results we obtained for the search operation time for the indexes from 100 to
1000 are given in the figure 3.4, where the results are captured from average of 10

experiments of each case.

3.8 Conclusion

For an efficient and secure searchable encryption,the leakage of search and access
pattern is acceptable provided if the keyword secrecy is preserved. For provid-
ing searchable encryption with fine-grained access control in multi-sender-multi-
receiver scenario, ABE is an appropriate technique. However, when using the
ABE technique as a base of a searchable encryption technique, it is highly re-
quired to hide the access policy inside the ciphertext and thereby provide receiver
anonymity. Because the access policy in clear form may help an adversary to
break the keyword (ciphertext) secrecy. There are some existing attribute based
searchable encryption techniques which claims to provide receiver anonymity.
When analyzing those schemes we have found that they are having either se-
curity flaws or performance barriers. We have suggested two searchable encryp-

tion schemes with fine-grained access control. One of those scheme denoted as
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Figure 3.4: Computation time of Search operation in the RASE scheme

Data Owner based Searchable Encryption (DOSE) provides Data Owner Based
Searching and does not support keyword based searching. The second scheme
defined as Receiver Anonymous Searchable Encryption (RASE) scheme facilitates
keyword based searching with receiver anonymity. The design of RASE scheme
supports efficient search operation with constant number of mathematical oper-
ations irrespective of the number of attributes. However, the access policy of en-
crypted index in RASE can include only one value per attribute. The encryptor

can not place more than one value for an attribute in the access policy.
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CHAPTER 4

Privacy preserving Searchable Encryption (PSE)

4.1 Background

As discussed in chapter 3, searchable ABE schemes facilitates searching with fine-
grained access control over encrypted data. At the same time it is also required
to hinder the access policy in ciphertext to provide receiver anonymity. Many
schemes have provided their construction for searchable ABE, but only few of
them have claimed to provide receiver anonymity. In the previous chapter we
have analyzed that the existing searchable ABE schemes with receiver anonymity
have either security flaws or performance bottleneck issues. Koo et al. have sug-
gested a searchable ABE scheme with receiver anonymity in [75]. But the scheme
allows an adversary such as Cloud Server(CS) to learn the receiver information.
We have proposed a scheme DOSE that facilitates a user to retrieve a subset of
documents accessible to the user without revealing his attributes. But, the scheme
supports only data owner based searching and does not provide keyword based
searching. Shi et al. have provided a keyword based searching in [74] with re-
ceiver anonymity denoted as AS-PKE. The AS-PKE scheme is less efficient be-
cause of the use of composite order bilinear group. Also, the scheme supports at
most only one value to be placed in the access policy of an encrypted index. Wang
et al. have also suggested a keyword searchable encryption scheme with receiver
anonymity which gains the performance efficiency in search operation. We have
found the security flaw in it and proposed a new construction denoted as RASE.
Like the scheme AS-PKE, the RASE scheme supports only one value per attribute
to be placed in the encrypted index” access policy. Also, the schemes of [74] and
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RASE do not support don’t care attributes in the access policy.

In this chapter we provide a privacy preserving searchable encryption scheme
that facilitates keyword based searching over attribute based encrypted data with
hidden access policy (receiver anonymity) and which supports multiple values

for an attribute to be included in the access policy.

4.2 The Proposed Scheme

We present a Privacy preserving single keyword based Searchable Encryption
scheme (PSE) with fine-grained access control. Our scheme provides a keyword
based search facility over attribute based encrypted data with hidden access pol-
icy. In PSE, a trusted authority verifies the user’s attributes and assigns him a
secret key. One of the key feature of this scheme is that once obtained the secret
key, the user can generate the search query himself in form of a trapdoor, using the
secret key assigned to him. This is more practical when compared to the scheme
of [74], where each time of making a search, the user needs to obtain the search
token from a trusted authority. The trapdoor generated by user do not reveal
the keyword being queried or the user’s attributes. Each data owner prepares an
encrypted index of keywords for his document with hidden access policy.In the
access policy the data owner can add multiple values for an attribute. The access
policy also supports don’t care attributes. To encrypt the index, the data owner
needs to get assistance from a trusted authority. This feature was added to make
the scheme adaptively secure against chosen keyword attack. The assistance do
not require the data owner to disclose the data and receiver information to the

trusted authority.

The cloud server performs the search operation with the input of trapdoor and
encrypted index. The search operation returns true if (1) the keyword inside the
trapdoor is included in the index, and (2) the access policy of ciphertext is fulfilled
with user’s attributes. Despite having access to encrypted index and trapdoor,
the cloud server can only learn the information whether the search is successful

or not. Both the keyword and receiver access policy remains secured during the
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search operation. Unlike the scheme in [74], we have proved the scheme to be

adaptively secure in random oracle model against chosen keyword attack.

We have compared the various parameters of PSE with the scheme of [74] and
our another proposed scheme-RASE. Finally we implemented all the operations
of PSE. The search operation we have tested on google cloud instance and its re-
sults are included in the section 4.4. The results prove the feasibility of the scheme
and also show that the performance of PSE is better with moderate number of at-

tribute values.

4.2.1 Design Goals

Functional Goals:

Each user gets a secret key from the Attribute Center as per his attributes. Af-
ter retrieving the secret key, the user should be able to generate the search query
himself. The search query enables a cloud server to conduct the search operation
correctly over the encrypted index. The search operation should return true if
(1)the keyword inside the trapdoor is included in the index and (2) the attributes

of user satisfies the access policy of an encrypted index.

Security Goals:

The encrypted index contents should not reveal the contents inside the index and
the access policy of the index. In a similar fashion, the trapdoor preserves the
security of keyword and the user’s attributes.Without a valid secret key the trap-
door can not be generated. Other than the search operation outcome, the cloud
can not learn anything from the search operation such as the keyword inside the
encrypted index or trapdoor, user’s attributes or access policy of an encrypted

index.

4.2.2 System Model

To make the PSE scheme adaptively secure against chosen keyword attack, we

have customized the basic system model which was presented in section 2.3 for
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this particular scheme. We have added one more trusted entity on user side, de-
noted as Token Generator. Now the system model for PSE comprises the following

entities.

3. Encrypted index for an encrypted
document with hidden access policy,

h-q

{

4 Data Owner

1. Secret Key
for TG

1. Secret /
Key for User Data User

2. Request and Reply for

generating encrypt_word token —
Token Attribute centre

Generator

Figure 4.1: System Model for PSE

e AC: The AC is a trusted third party of the system. It is responsible for gen-

erating system parameters and issuing keys to users of the system.

o Token Generator: The Token Generator (TG) is also a trusted part of the sys-
tem which assists a data owner for generating encrypted index. To achieve
the security against chosen keyword attack, TG is involved in the process of

generating encrypted index. For a small system/organization the AC itself

can play the roll of TG. But in case of a system with sufficiently large number
of users, autonomous entities can be established, which performs the roll of

TGs. The TGs are assigned a set of derived master secret key from AC.

e Data Owner: Data owners encrypt and store the data on cloud. The en-
crypted data consists of two parts. (i) the index of encrypted keywords for
which the document should be searched for and (ii) the encrypted docu-

ment.
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e CS: The CS is outside of the system boundaries and it provides storage and

computation services for the entities of the system.

e Receiver User: Receiver user generates and submits a trapdoor to CS. The
CS searches over the encrypted indexes using this trapdoor. The documents
corresponding to the indexes for which the search operation returns true are

returned to the user. Finally, the user decrypts the resultant documents.

4.2.3 Role of Token Generator

The data owner executes the function of creating encrypted index with the help
of TG. The involvement of TG is for inclusion of the master secret key parameters
inside the ciphertext components of encrypted index. The TG helps to achieve

following goals.

e To make the scheme adaptively secure against chosen keyword attack it is
necessary to protect the keywords inside the index or in search query with
the master secret key components. If TG is placed on data receiver side, to
include the master secret key components in search query, then the search
response time will be increased for an end-user, because the user has to in-
teract with trusted authority every time before making a search operation.
Therefore, the roll of TG on data owner side helps to achieve both the goal
of keyword secrecy and effective response time. Also, in real life data is en-
crypted and uploaded once, but search operation is conducted many times

on that data.

e The placement of TG on data owner side, limits the amount of data up-
loaded on cloud storage system. Any user who has knowledge of public
key parameters requires the help of TG to encrypt the index contents before
uploading them on the cloud storage media. This is beneficial especially to
protect against file-injection attacks [39]. In File injection attack, with the
use of public parameters, an adversary such as CS constructs an encrypted
index for some chosen keywords and chosen access policies. Whenever a

data query is fired from the user side in form of trapdoor the CS runs the
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search algorithm on each real and fake encrypted indexes. From the re-
sults of search operation over this fake encrypted indexes and other real
encrypted index give the user information about which keyword and access

policies are hidden inside the trapdoor and other encrypted indexes.

4.2.4 Scheme Definition

Definition 14. The PSE scheme is a 5-tuple scheme defined as below:

Setup(1')—(MSK,PK,TSK): The Setup algorithm is run by AC. It takes as input pa-
rameter a security parameter | and outputs the master secret key MSK, TG's secret key

TSK and public key PK.

KeyGen(MSK, L)—(SKyp): It is a randomized algorithm and it is run by the AC. The
algorithm takes as input the master secret key MSK along with a set of attributes L of a
user. It outputs a secret key SKy, for that user. The key SK7 is used to generate a trapdoor

for performing search operation.

Encrypt_Index(PK, W, T, TSK)—(CTw): This algorithm is run together by the data
owner and TG . W is the set of keywords associated with document M. Data owner starts
the computation to generate the encryption for each keyword w included in keyword set
W. The data owner gets an encrypted token for each w, from TG to perform the encryption
of keyword. To generate encrypted word tokens, TG uses his secret key TSK. At the end of
this phase, the data owner outputs a set of encrypted words CTy, also known as encrypted

index for document M.

Trapdoor(PK, SK;, w)—(tw): Receiver user invokes this randomized algorithm to make
a trapdoor for retrieving the documents from CS whose associated index contains an en-
crypted entry for the word w and for which he possess the sufficient access rights. The

algorithm outputs a trapdoor tw generated for w.

Search(tw, CTw)— (true/false): It is a deterministic algorithm and run by CS. The
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Search algorithm takes as input the trapdoor tw sent by the user and encrypted index
CTw. The algorithm returns true if the word in tw matches with any of the keyword

included in CTy and user’s key satisfies the access policy of CTy.

4.2.5 Security Model

The security model for the proposed scheme is IND-CP-CKA as described in
chapter 2. In the security model, we assume that the cloud as an adversary does

not possess a valid secret key. The goals of an adversary are listed below.
- The Adversary can retrieve the information about underlying access policy.
- Adversary can learn the information about the word being search for.

In theorem 4.1, we will show that the PSE scheme is secure in IND-CP-CKA (In-
distinguishability against ciphertext policy and chosen keyword attack) model.
The IND-CP-CKA model requires that if an adversary is given access to an en-
crypted index and a trapdoor, then he can only perform the search operation, but
can not learn (1) the keywords inside and the access policy of an encrypted index,

(2) the keyword inside the trapdoor and the user’s attributes.

4.2.6 Detailed Construction

Setup(1')—(MSK,PK,TSK): Attribute Center chooses a security parameter /, and

performs the following steps to generate system keys and public parameters.

- choose two multiplicative cyclic groups G; and G, with a prime order p

where length of p is determined by the security parameter /.

select g1, g2 as two generators of group G; and define a bilinear mapping

e:G1 X G1 —=Go.

- choose two collision resistant hash functions H;: {0,1}* — Z;, and Hy: {0,1}* —

Gi.
n
- choose Z m;+3 random exponents {«, B, v, {ri1, 7i2, -+, Tim, }1<i<n} from Z,.
i=1
These elements serve as the master secret key MSK of the system.
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- Next the AC computes TSK = ( {{ '}1<]<m,}1<1<n ) and assigns these values

to TG.
- publish the public key as PK = { g1, 2, ¢(81,82)% &3, 81, 83, (85", g5, -+ -,
Vim.
8 i<i<n )

KeyGen(MSK, L)—(SKp): The user submits his set of attribute values to the AC.
The AC runs this algorithm and generates a secret key for the user. This secret key
is used to generate the trapdoor for conducting a search operation over encrypted
data. Let the user possess jth value Ui j for an attribute i, 1< i < n. The AC chooses

a random numbers r from Z, and generates the search key as follows.

Dy = 8;5
(Hy(ilJvg ;) +7) (Hi(il|o; )2 )
{Dil—gl ’ i D12 gl ! ’
(i iogg)"i+7) 22
, Dim,=84 “V<i<n (v € L).

The output of the algorithm is the secret key SK; = ( Dy, UDij} 1<j<m;} 1<i<n)

Encrypt_Index(PK, W, T, TSK)—(CTy): This algorithm is run collectively by the
data owner and TG. It takes as input keyword set W associated with a document
M, PK and T from data owner side and TSK from TG. Data owner computes fol-

lowing.

- chooses a random secret values s from Z][J Then randomly picks sy, sp, - - -,

su—1 from Z,, and calculates s, = s - Zl 1 Si-

For every attribute field i choose a; from Z, for 1 < i < n and then compute
f(xi) = aj(x; — Hi(i]|9i1)) (xi — Ha(il|9;2)) - - - (xi — H1(il|0im,)) + s,

where z?i,j=vi,]'(jth value of attribute i) if v;; € Tj; else, it will be a random
value. If an attribute A is a don’t care for the current access policy, then
include all the values from the valueset V) in the equation. The resultant
equation is

F(xi) = ajo + apx + apx® + -+ - + @y, X" (4.1)
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Summation of all coefficients except a;y from all equations is calculated as

A=Y, (Z}n:il ajj).

- To perform the encryption of each of the keyword w € W, the data owner
picks a random value ¢ from Z, and computes {{HO(w)”ijﬁhgjgm,-}lgign-

These values are sent to the TG for requesting the encryption token for key-

Lll]T]0

word w. The TG returns an encrypted token as [T/, (H;-”:il Hy(w) 7 ) =
oy (Z;-n:il ajjr;)®
Hy(w) g . From this encrypted token the data owner remove the

value of ¢. The use of ¢ is to hide the coefficient values when the com-

munication takes place between data owner and TG. Let’s denote the term

.
Yit1 Xty aijtij = Aa.

- The data owner now computes the encryption of keywords as
(s—Lajo)a Ay A2 - T
{Co=g;, 7 -Ho(w)7}foreachweW,Ci=g," ,{Cai=gy"", Co=gy2>"?,

Aim Vim;
"'rcim,':gz i 1}

forl <i<n.

The final output generated as encrypted index is CTy = ( {Cywlvwew, C1, {Cij}

1<j<m;} 1<i<n )-

Trapdoor(PK, SK;, w)—(tw): In order to search for the documents having the
keyword w, a user picks a random value ¢ from Z and prepares a trapdoor for

search operation using secret key components.

- Dy=Df =g, D} = g}
(i (o) +) 22

(D}, =D}j =g, " Hy (w),
(Hi(iflog )2 +r) &2
Dp=Dl=g  Ho(w), -
, v (Fhy (il o) "i+7) 72
Dimi = Dimi =81 1 Ho(w)l,b} 1<i<n-

The outputs of Trapdoor(PK, SKi, w) is the trapdoor tw = ( D}, D}, {{lej} 1<j<m;)

1<i<n), which is used in the Search algorithm.

Search(tw, CTy)—(true/false): After receiving a trapdoor tw, the CS initiates fol-
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lowing procedure with each encrypted index (CTyy) to find a match.

Ry = HHe Cij, D’ (4.2)
= 1]
Ro = e(Ci,Dp) = e(g1,82) 1"V
_ Rsl
Rs = R_s2
= e(g1,82) LM . o(Hy(w), g2) ¥ (4.3)

The correctness of (4.2) is given below.
oM (Hy(ilo) ) i air
Rs1 = 6(81 ]HO(w)lp/gz] )

— gygz)ﬂﬂ:l (si—aip)ayp e(g1’g2)A1WlP . e(HO(w)’gz)Azl/J
— e(gllgz)(sfz(ai()))alp . e(gllgz)AllxrlP . e(HO(w),gz)A21p

Next the CS computes for each encrypted keyword Cy, included in CTyy as.

(s—YXajg)u
e(CoD}) =e(g, -~ Ho(w) 7, gl7) (4.4)

If the resultant value of (4.3) is equal to value of (4.4) for any C,, then the algo-

rithm returns true; else false.

4.3 Security Analysis

As shown in the security model, we assume that the adversary has not gain a
valid trapdoor token whose attributes can satisfy the challenge access structure.

The following theorem proves the security of PSE.

Theorem 4.1. The proposed scheme is IND-CP-CKA secure under DBDH assumption if
there is no polynomial time adversary who can win the game, with non-negligible advan-

tage Adv 4 (1) in terms of security parameter I.

- Proof. As defined in the security model in Section 2.4.3, the adversary submits
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two access policies T), T{ and two keyword sets Wy, W; such that |[Wp| = |[W;].
The adversary gets the challenge ciphertext CTy, which is encryption of W, with
respect to Tj,. To identify the value of b, A needs to identify the encryption of a
word w € Wy and w € Wy(or a word w € Wy and w ¢ W) To get the knowledge of

encrypted word from the ciphertext CTy,, the adversary computes following for

word w:
y (sfzafo)a Ay
e(Cw, 87) =e(g; 7 -Ho(w)7,g8;)
=e(g1,82) =) - e(Ho(w), g2)*2 (4.5)

Next, the adversary computes the value of

e(Ho(w'), TTiey {I T2, Cij}) = e(Ho(w'), 82)2
for a word w’. To find whether w Z , the adversary is required to find the
value of e(g7,g2)*5 Xi=1%0) from the ciphertext components HCiithi<jom h1<i<ns
and C;. We prove that, the advantage of adversary in calculating the value of
e(g1, g2)*(~ Liz1%0) without a valid trapdoor is negligible under the DBDH as-
sumption. We denote the result of equation (4.5) as C},. In the following game, we
provide A the values of C}, instead of C,, and show that the advantage of adver-
sary in calculating the value of (g1, g)*(*~Xi=1%0)is negligible. Rest of the cipher-
text components will be assigned as in the real scheme. The adversary is given
as challenge to distinguish between e(g7,g2)** Xi=1%0) and a random element of
group Gy. If the adversary is able to fulfill the challenge with non-negligible ad-
vantage, then we can build a simulator S that can break the DBDH problem with
non-negligible advantage. The DBDH challenger sets the group G; and G,. Then
the challenger flips a binary coin y outside of S view. If y = 0 then the challenger
sets (g, A, B, C, Z) = (g, §°, gb, g<, e( g,g)“b"). Else the challenger sets (g, A, B, C, Z)
= (g, g% g’ &, e(3,9)?) for some random value z € Z,. In the following game S

plays the roll of C.

Setup: S assumes ¢, = B and g1 = A. Rest of the master secret key components are

chosen by S as in the original scheme. S calculates the PK with these chosen val-
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ues and submit it to A. Two random oracles Oy and Op; are defined to simulate
the hash functions. Opg : {0,1}* — Gy and Oy : {0,1}* — Z;, work as follows(LHy

and LH; are list of pairs of (request, response) generated respectively for Opg and

Om).

- To compute Hy(w), Opyp searches in LHy. If a tuple (w, ho) already exists
in the LHy , then hy is returned, else pick hy €r Gy, add (w, hp) to LHy and

return hy.

- To generate Hy (il|v; ;), Op first makes a search in LH;. If a tuple (i|v; j, h1)
already exists in the LH , then h is returned, else pick i1 €r Z3, add (i|v; ,
hg) to LH; and return h;.

Phase 1: A issues adaptively generated queries to obtain trapdoors for keyword
w and set of attribute values L. To generate a trapdoor tw, S first runs the Key_Gen
algorithm to generate the secret key SK;. To compute the secret value S makes
queries to O to obtain Hl(iHvi,j) for each value L; =v;j (1 <i<nand1<j <

m;). S performs following computation to derive a secret key SK;. {Dg = ggﬁ =

(H (il o3, +1) 3 Hy(il|o; ) +7) &
Arﬁ,{{Dij =g : V= A( 1({ller)' ) "ij h<j<m; h<i<n}- Next 8 runs Trapdoor
algorithm with input PK, SK;, and w. To generate trapdoor tw, S fires a query to
random oracle Opg with input w and retrieve h as a substitute for Hy(w). Next,

he fetches ¢ €r Z; and then calculate value of fw as in the real scheme.

Challenge: A submits two pairs (Wp,Tp) and (W1,T1), where |Wp| = |[W;| and the
trapdoor tw gained by A in Phase-1 should satisfy either both the challenge ci-
phertexts or none of them. Consider ¢ as s - }' ; ajp where s is the secret value
used to encrypt the keyword. The simulator S flips a random coin b € {0,1}. With
the outputs obtained from oracles Opg and Oy, the simulator S computes the

challenge ciphertext with following values.

- For 1 < i < n-1 select ag, z; and build the equations for each attribute cate-

gory as follows :

f(x;) = aj(x — Hy(il|03)) - - - (x — Hy(i]|Dj,) ) + zi (4.6)

f(xi) = ajp+anx + X + - - Ajm,; X
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where in (4.6) ¥j; = v;; if v;; € Ty; else, if v;; & T}, then ¥j; is some random
value chosen from Zy for1 <j<m,.

S computes Cih = B4t = ggﬂ”l, Cp = Bfi2t2 = g;iﬂz, cee, Cimi = B%imTm; —
iy T

g, " for1 <i<n-1
- For the n'" attribute category choose a random value a}, € Z,, and compute

the following equation

f(xi) = ay(x = Hi(4)) - - - (x = Hy(dnm,))
= Ano + ap1x + anzxz e A, XM

Note that vy = v; if v,; € Ty; else, v} is some random value chosen from

Zy tor 1 < j < my. The value of s, will be considered as C - S - 2?;11 aj -

dno. Now, S computes Cyq = Bt = 0"l C,p = B2z =gin2'2 ... C,, =

Ba”m” Timn :ggnmn Ymy .

Aqa A

- Compute C; =B # =g,",

where A1 = ?:1 (Z;n:’l 11,']')

- Compute Cy,, = Z* -e(Ho(wy), [T H;ﬁ:il Cij) for each wy, € W;,. Thisis valid,
because as discussed before, without the correct tw, the adversary will try to
discover the encrypted value of w;, with an attempt of recovering the value

of e(g1,2)°Li=1 %0 from rest of the ciphertext components.

Now, S gives ciphertext CTy, = ( {C},,} for each w;, € Wy, Cy, and {Ciy, Cip , -+,
Cim ) for1 <i<mn).

Phase 2: A repeats the queries for keyword w and attribute values L, as it did in

Phase 1 with the restrictions that either w is not included in any of Wy and W; or

F(L,Tp) = F(L,T;) = 0.

Guess: A outputs a guess b’ of b. If b’ = b, then S outputs p=1 to indicate that it

was given a valid DBDH-tuple, else it outputs y=0 to indicate that the ciphertext

is a random element. Therefore, A gains no information about b, in turn, Pr[b #

V|p = 0]= }. As the simulator guesses ji'=0 when b # b/, Pr[u = p'|u = 0] =
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3. If u = 1, then the adversary A is able to view a valid encryption of message
with advantage €dbdh(l ), a negligible quantity in security parameter /. Therefore,
Prib="V|u=1]= 2 + €dbdh(l) Similarly, the simulator S guesses y'=1whenb ="V,
inturn, Pr{p’ = plp =1] = 2 + €4pqn(1). The overall advantage of the simulator in
Ly lilx(d

DBDHgamelsQxPr[y:y|y:0]+—><Pr[y:y|y:1]-—:§x§+§>< >

+
€apan() - 2 ‘C"’L’“() Therefore, if the A has advantage €,4,(/) in the above game
instance, then we can build a simulator (S) which can break the DBDH problem

with negligible quantity dbdh( ) O

4.3.1 Leakage Analysis

The searchable encryption schemes have always the concern about the search and
access pattern leakage. The search pattern denotes whether any two queries are
for same keyword or not. The access pattern reveals the number of documents
who have the same keyword. From any searchable encryption scheme, the mini-
mum leakage which is acceptable is in the form of search outcome which reveals

the search and access pattern [66, 39].

The proposed scheme only leaks the information, which an adversary can ob-
tain from the outcome of a search. The outcome of a search includes whether two
different trapdoors are generated for the same keyword or not, and the number
of documents containing common keyword. Other than this search outcome, the
proposed scheme do not provide any additional information to the adversary. We

provide the following corollary to define the leakage analysis of proposed scheme.

Corollary 1. Let the trapdoor tw; has underlying keyword w; and user attributes L;. The
encrypted index collection for which the search operation with input tw; returns true is
denoted as 1;. Given an adversary the collection of {(tw;,I;)} for 1 < i < q where q is
polynomially bounded number, then the adversary can only reveal the information as, for

which tw; and tw; (1<i,j<q, i #ij) L= L.

Each tw is generated with the input of keyword w and user’s secret key L,

where L contains user’s attribute values. The trapdoor algorithm is probabilistic
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and the output domain of trapdoor is G;. The order of group G is a large prime
number p. For two inputs (w;,L;) and (w,L;), if w;=w; and L;=L; then, the prob-
ability that tw; = tw; is 1/p. This proves that for sufficiently large value of prime
number p with bitlength /

Pr{(iA]),(w; = w) AL = Li(tw; = fw)] < 1/2 + (1)
where, €(I) is a negligible quantity. Therefore, an adversary who has just a view of

trapdoors can not learn any information about the keyword and user’s attributes

hidden inside the trapdoor.

Now let the adversary has access to trapdoors and encrypted index. As proved
in the Theorem - 4.1, the scheme is secure against chosen keyword attack and
indistinguishability in ciphertext policy. Therefore, the advantage of adversary
in learning the keyword or the user’s attributes from tw; and tw; is negligible.
An adversary can only learn if tw; and tw; represent the same pair of keyword
and user attribute set or not, from the result of a search operation. Therefore,
other than search outcome, the adversary can not learn anything from the search

operation.

4.4 Performance Analysis

In the Table 4.1 we compare our scheme with the scheme AS-PKE from [74] and
our earlier scheme RASE that we provided in section 3.6.2. We are not considering
the scheme of [76] as the scheme is having a security flaw which uncovers the ac-
cess policy. We have also not considered the DOSE scheme as it is providing data
owner based search, not keyword based search. We have considered the scheme
provided by Shi et al. in [74] because it also provides keyword based searching
and receiver anonymity. For ease of comparison we consider the parameters of
AS-PKE scheme for making a single keyword search operation and where all at-

tributes are involved in access policy.

In the scheme of AS-PKE, only one keyword from each keyword field can be
included in an encrypted index. Also there must be predefined number of key-

word fields because the setup of AS-PKE requires to set that many number of
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public parameters. This construction varies from our two proposed schemes for
searchable ABE, where we have omitted the concept of keyword fields and each
index contains a number of keywords extracted from the document. Therefore, to
avoid any complexity while making the comparison, we have assumed that each
encrypted index contains a single keyword. However, it should be noted that as
the number of keywords are increased in AS-PKE, the number of public key pa-
rameters, ciphertext size and search operation complexity increases even though
the search is conducted for a single keyword. While in our proposed two search-
able ABE schemes, only the ciphertext size increases as the number of words are
increased.

As shown in Table 4.1, the size and operation complexity of PSE scheme is
more than AS-PKE. However, it should be noted that the AS-PKE scheme works
for a finite number of keyword fields and a user can place a search query only
for keywords which belongs to the predefined keyword fields in the system. In
AS-PKE the user has to acquire the trapdoor from a trusted authority for making
a search query. Therefore, the trapdoor generation process includes both the com-
putation as well as communication overhead between the user and the trusted
authority. Also, as discussed in section 3.6.1, the AS-PKE scheme has weaker se-
curity notions, because the user has to declare the fields of keywords which are
included in the search query. This feature leaks the information to the adversary
as for which type of keywords the user is making the search. One of the limita-
tion of AS-PKE scheme is that at most one value per attribute can be placed in the
ciphertext access policy. In our previous scheme RASE also, only one value per
attribute can be placed in the access policy. In PSE scheme more than one value
for each attribute can be placed inside the ciphertext access policy. This feature is
shown with the size of T; in the Table 4.1. Another limitation of AS-PKE is that if
a data user wants to issue T different search queries, then he has to communicate
T times with trusted third party, which creates a per-query communication over-
head on user side. In PSE scheme and our earlier scheme RASE, once the user
obtains the secret key from the trusted third party, then he can generate the search

token independently without interacting with the trusted third party. This feature
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Scheme AS-PKE [74] | RASE PSE

Access  Policy | LSSS AND-gate on | AND-gate on

Structure Multi-valued | Multi-valued

attributes attributes.

Attribute  val- |0 < |T;| <1 |1 1<|T;| <m

ues included in

access policy

Group Order Composite Prime Prime

Type of pairing | Bilinear Multi-linear | Bilinear

Universe of | bounded Unbounded | Unbounded

Keywords

fields

Public Key Size | (n+6)|Gq] 5 (n * m +
5)|G1]

Encrypted (2n+2)|G1| |3|G1|+|Gy| | (m * m +

Index Size 1)|G1]

Search  token | (n+4)|G| |G|+ |Ga| | (n x+ m +

size 2)|Gq]

Trapdoor Gen- | (2n + | 4T+ Ty (nxm+3)Tg

eration Time 6)(Te + Tum) + (nxm)Ty

+ Teomm

Search Op-| 2n + 1)Tp | 4Tp + 2Ty (m *x n +

eration  Time | + (2n)Tg + 2)(Tp + Tym)

Complexity (3n) Ty

Communication | O(7) O(1) O(1)

Overhead for

generating T

number of

search tokens

Type of infor- | Search out- | Search Out- | Search Out-

mation learned | come  and | come come

by adversary field of

keyword

Table 4.1: Comparison of PSE scheme with AS-PKE scheme presented in [74] and
our earlier scheme RASE; n: Number of attribute fields; m = max(|V;|)1<;<, where
Vi = value-set for attribute i; T; C V;.The values in T; are included in the access pol-
icy; Tp, Tp,Tg denotes the time of pairing operation, multiplication and exponen-
tiation operation in group Gz; Teomm defines the time for communication between
user and trusted authority to output the trapdoor.
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No. of Attribute | |PK] |SK¢| CTw
Values

9 4391 3447 4394
15 6586 5329 6278
25 9409 8441 9412
35 13174 11603 12554
50 17879 16308 17264

Table 4.2: Size of Public Key PK, User’s Secret Key SK; F, and Encrypted Index
CTy for varying number of total attribute values (m * n);

improves the search efficiency in PSE scheme.

4.4.1 Implementation Results

0.05
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0.03

Time(Sec)

0.02

0.01

0 10 20 30 40 50
Total number of attribute values( m*n)

Figure 4.2: Time to generate an encrypted index for a record. (The record contains
four keywords)

We have implemented the PSE scheme using Pairing Based Cryptography

3 + x over

(pbc) library [86]. Bilinear pairings are constructed on the curve y? = x
the field F; for some prime q=3 mod 4. The order p of the groups G; and G,
is a prime number of size 160 bits, where the length of g is 512 bits. We evalu-
ated the scheme with number of attributes n = 3, 5, 7 and 10. The scheme is also
assessed with varying sizes of valuesets for the attributes. The performance of

search operation is tested on the google cloud instance. The user side operations
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Figure 4.3: Trapdoor generation time in PSE.

are performed on a machine with 2.30 GHz Intel-i5 Processor configuration. We
have shown here the results of the experiments with the valueset m = 5. The X-
axis in the graphs shown in figures- 4.2,4.3 and, 4.4 represents the total number
of attribute values (m * n) The experiments are performed on a data-set available
from [87]. The data-set contains the diabetes patient’s records. Each record con-
tains four fields which represents the date of report, time of report (breakfast,
lunch, dinner, bedtime), type of report(insulin dose, glucose level etc.) and value
of report. We have taken these fields as keywords of that report for which the
report should be searched for. Assuming that each record is related to a different
patient, we have generated encrypted index for each record with a different secret

key. Each encrypted index includes four keywords as discussed before.

The Setup, KeyGen, Trapdoor algorithms, and Encrypt_Index protocol are run
on a linux system with Intel core-i5 processor running at 2.30 GHz and 8 GB RAM.
The Setup and KeyGen algorithms are run by the AC and we are not showing the
results of those algorithms. The timing results of Encrypt_Index protocol and
Trapdoor algorithms are shown in figures 4.2 and 4.3. The size of public key pa-
rameters, trapdoor and an encrypted index are given in table 4.2 for varying size

of total number of attribute values. It is apparent from the results that the perfor-

91



20 F .
I
15 +
)
[4h]
o
g
= 10 + .
5 | _
|:] 1 1 1 1
0 2000 4000 £000 000 10000
Mumber of Encrypted Indexes
m'n=15% —— m'n =25 —w—0 'r'n*n:35 m*n =50

Figure 4.4: Time to make search operation over encrypted indexes on Google
Cloud Computing Engine.

mance of the scheme operations linearly depends on the number of attributes.

The Search algorithm is tested on a Google cloud computing instance of nl se-

ries with 16 virtual CPUs. Each virtual CPU is implemented as a single hardware
hyper-thread on a 2.6 GHz Intel Xeon E5. To provide the inputs to the search al-
gorithm, the results obtained from Encrypt_Index and Trapdoor algorithms are
uploaded on the google cloud instance. In figure 4.4 we have shown the time
to search over different number of encrypted index files with different number of
attributes. As state before, each encrypted index is related to a different record

and each index contains four keywords.
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4,5 Conclusion

The proposed scheme PSE provides single keyword based search facility over
anonymously attribute based encrypted data. The scheme has been proven adap-
tively secure against chosen keyword attack. To check the feasibility of the pro-
posed scheme, the scheme has been implemented and tested. The performance re-
sults shows that the timing results of PSE are affected by the number of attributes
and the valueset size of attributes. The performances of PSE scheme is affected by
the number of attributes, because the computation cost increases linearly with the
number of attributes and their size of valuesets. Therefore, we suggest that PSE
scheme is best applicable for the system with limited number of attributes (such
as 5) and their limited size of valuesets. It is feasible to apply PSE scheme for a
system with large universe of attributes, but to get the optimal timing results in a
large system the processor capability should be increased. With a powerful pro-
cessor, the better search time can be obtained. The ongoing research in processor

technology can help to obtain better timing results for search operation of PSE.
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CHAPTER 5
Privacy preserving Attribute Based Signcryp-
tion (PASC)

51 Background

After retrieving the encrypted documents for which the search operation returns
true, the user decrypts those documents. For efficiency in data utilization, it
is required that the decryption operation should be cost-efficient. The existing
Anonymous Attribute Based Encryption schemes suffer from the issue of costly
decryption cost. We have analyzed the existing AABE schemes and proposed
a solution which can be hooked with any existing AABE scheme to improve its
decryption operation. We have also proposed an anonymous attribute based sign-
cryption scheme. The anonymous attribute based signcryption is a cryptographic
primitive that merges the advantage of Anonymous Attribute Based Encryption
(AABE) and Attribute Based Signature (ABS) schemes. We have analyzed both
the existing AABE and ABS schemes and also studied the existing Attribute based

signcryption schemes.

5.1.1 Anonymous Attribute Based Encryption(AABE)

When using the public cloud storage services for storing the confidential data, the
first requirement comes is storing the data in encrypted form, so that the cloud
server (CS) can not learn about the data. ABE provides the confidentiality and
fine-grained access control together. It also allows a data owner to target multiple

recipient with a single ciphertext by embedding the required attributes of receiver
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in the access policy of ciphertext. To achieve the semantic security of data, the ac-
cess policy should also be hidden from adversary .A. AABE schemes [45, 46, 47,
48] hides the access structure inside the ciphertext. As AABE hides legitimate re-
ceiver’s identity and every user who receives a ciphertext may attempt to decrypt
it believing that he is the intended recipient of the ciphertext. Therefore, One of
the research issue related to AABE scheme is of performance improvement. To ob-
tain the effective performance, the decryption operation in AABE scheme should
be cost-efficient such that a recipient should not spend a significant cost for the
decryption operation. In other words, the detection of wrong-person in wrong-

ciphertext should be done with minimum use of computing resources.

The AABE scheme presented by Kapadia et al in [45] is not collusion-resistant
and needs an online semi-trusted server that must know the attributes” values
every user in the system has and re-encrypt ciphertexts for each user when the
user retrieves the ciphertexts. Yu et al. have designed an AABE scheme. But their
scheme supports AND gate on Single-valued Attributes. Later on the researchers
have started to work on AABE scheme with access policy having “AND gate on
Multivalued Attributes” [47, 48, 49].

Nishide et al. have presented two AABE schemes in [47]. Their first construc-
tion presents an AABE scheme which uses the symmetric bilinear pairing opera-
tion and has been proved selectively secure under the standard assumption. Their
second scheme provides the construction for a flexible AABE scheme where the
new attributes can be added in the system, even after the setup phase is over.
Their second scheme is constructed with the use of asymmetric bilinear pairing

operations and has been proven secure in the generic group model.

In [48], Liet al. have also presented an AABE scheme. They have addressed the
issue of illegal key sharing. To thwart the illegal key sharing among the users, Li
et al. have proposed the idea of user accountability. In their scheme, the user’s key
is embedded with user’s identity. In case of any malfunctioning, a pirated device
tests the key to disclose the user’s identity to whom the key has been issued. The

problem they have discussed is interesting from research point of view. However,
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the solution proposed by them is not efficient, because the decryption is going to
be performed on user’s end. A pirated device can not access the user’s secret key
without user’s permission. In such scenario, it seems to be unrealistic that a pirate
device takes the secret key from a malicious user and check the identity of user to

whom the key has been issued.

The schemes [46, 47, 48] suffers from performance bottleneck on receiver side
because the receiver is enforced to perform decryption operation that involves a
number of bilinear pairing operations for every ciphertext he receives, whether or
not he is the intended recipient. To address this problem, Zhang et al [49] proposed
an approach called Match-then-Decrypt, where a receiver performs a matching op-
eration on the received ciphertext using his key. If the match function succeeds,
then the decryption operation is performed, else not. However, we have analyzed
the scheme presented by Zhang et al and found that the scheme suffers from se-
curity flaws [88]. The ciphertext components computed for matching phase op-
eration helps an A to uncover the whole access policy. We have discussed that
security flaw and presented our proposed construction to perform Match opera-

tion in section 5.1.3.

In [50], Rao et al. have presented an AABE scheme which claims to provide a
constant ciphertext length and an efficient decryption cost. However, it should be
noted that the acccess policy in [50] supports only one value per attribute in the
ciphertext. Also, their construction is based on composite bilinear group which is

computationally less effective than prime order bilinear group.

5.1.2 Signcryption with Fine-grained access Control

To provide confidentiality and authentication, signcryption is an efficient approach
for fulfilling both the security requirements at low operational cost. To provide
confidentiality, authentication and fine-grained access control all together in one
scheme, ABSC [36] is an performance effective approach. ABSC satisfy the goals
of both the ABE and Attribute Based Signature(ABS). ABSC allows a data owner

to signcrypt a document using his attribute-based signature key. Every user whose
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attribute values satisfy the access policy of the signcrypted document is able to de-
crypt the document and verify the signature. Many ABSC techniques have been
developed with this objective.

In [36], Gagné et al. have presented a threshold ABSC scheme. In their scheme,
there are fixed number of attribute values. For each attribute value a unique pub-
lic parameter is set. Each user possesses a subset of this attribute values, for which
he has been provided the signature key and decryption key. For signing a mes-
sage, the encryptor can use either all or subset of his attributes. The size of user’s
secret key components is also linear to the number of attribute values possessed
by the user. They have proven their scheme secure in the standard model. In
this scheme the authors have chosen the approach of Encrypt then sign. There
fore, the scheme does not provide signer’s attribute privacy. Any outsider view-
ing the ciphertext and having the knowledge of public key parameters can verify
the signer’s attributes. This scheme is not preferable, when to provide the data

privacy it is also necessary to hide the signer’s attribute values.

Wang et al. have also presented an ABSC scheme in [89]. In their scheme,
the access structure is constructed in form of Access Policy. For generating signa-
ture also, the access policy for signer’s attributes is created. The secret shares of
encryption and signature are embedded in ciphertext along with the user’s signa-
ture key components. The authors of [89] have proved their scheme to be secure
in Random Oracle model. In their scheme, the verification of signature can be
done after a successful decryption. However, the access policy of signer is em-
bedded in ciphertext in clear form. Therefore, the A can read the signer attribute

information.

In [90], the Emura et al. have presented a scheme, with dynamic property.
In their scheme, the access policy constructed from signer’s attributes can be
changed dynamically after signing the message. Their scheme facilitates that after
signing a message with the old set of attributes, if the user’s attribute values are
changed, then the user does not have to resign the document with the new secret

key generated from his updated attribute value set. The trusted authority takes
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care of this computation. Their scheme supports "AND gate on single-valued at-

tributes with positive, negative and don’t care values".

In [91], Wei et al. have presented an traceable ABSC scheme. The construc-
tion in their scheme makes use of composite bilinear group and it uses the access
structure in form of Access tree. In the scheme, the user’s signature key is gener-
ated from his attributes and his identity. However, the signer’s identity can not
be verified by the receiver. The receiver can only verify the sender’s attributes. A

signer’s identity can only be verified by a trusted authority.

In [92], Pandit et al. have presented an strongly unforgeable ABSC. In the
strongly unforgeable signcryption scheme the .4, when given a signcrypted mes-
sage for M with respect to an attribute set L, can not regenerate a new signcrypted
message for M with the same set of L. To provide this feature they have adopted
the approach of dual signature. The first signature is constructed from signer’s
attributes. After then a second signature is constructed using a strong One Time
Signature (OTS) method. They have constructed their scheme using composite

bilinear group.

Liu et al. have proposed an ABSC scheme in [93] for secure sharing or per-
sonal health records in an e-healthcare organization system. In [93], the signer’s
attributes remains hidden. A receiver after decrypting a message can verify the
signature of the message to check its integrity, but can not identify the signer’s
attributes. Hong et al. presents a scheme in [94], where the access structure is
presented in form of LSSS structure to avoid the recursive calls to bilinear pairing

operations in unsigncryption operation.

All the existing ABSC schemes are constructed to solve various functional and
security objectives. However, none of them have addressed the issue of receiver
anonymity. In all such schemes, the ciphertext access policy is placed in ciphertext
in clear form. As discussed earlier, the receiver anonymity can not be neglected
when we have to achieve the data secrecy. Therefore, we have developed an ABSC
scheme with receiver anonymity. Also, we have identified that in ABSC schemes

sender identification is necessary. In an ABSC a user signcrypts the message us-
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ing his attributes. In a large organization, there can be multiple employees who
possess the same set of attributes. In case of any malfunctioning, for example
spreading a wrong information amongst other employees, the receiver can iden-
tify the attributes of sender who signcrypted and send the information. However,
it will be difficult to find out the unique identity of the person from the given at-
tributes. Wei et al. have addressed this issue, but in their scheme, only a trusted

third party can verify the user’s identity.

To target multiple recipient for a single ciphertext and to provide the unique
identity of sender to the receivers, an alternative approach available in literature
is Multi-receiver Identity Based Signcryption (IDSC ) [95]. Multi-receiver IDSC
schemes are a custom version of IDSC. The IDSC is the combination of Iden-
tity Based Encryption and Identity Based Signature techniques. As like in ABSC
schemes, in IDSC also a trusted third party establishes the system parameters and
it is responsible to issue the identity based secret key to each user. The data is en-
crypted with public key parameters of system and receiver’s ID. A receiver who
possess the ID listed in ciphertext is able to decrypt the ciphertext using his ID
based secret key. To signcrypt a document the data owner uses his ID based sig-
nature key issued from trusted authority. Over the years, many IDSC schemes [95,
96,97, 98, 99] have been proposed, which work for a single sender and a single re-
ceiver scenario. Subsequently, single sender and multiple receiver IDSC schemes
[100, 101, 102] have been constructed. In multi-receiver IDSC schemes, a single

ciphertext can be generated for multiple recipients.

In [100], Duan et al. have presented an multi-receiver IDSC scheme that pro-
vides unsigncryption cost with constant number of bilinear pairing operations.
The ciphertext contains an embedded list of all user ids for which the ciphertext is
generated. Therefore, as the number of recipients increases, the length of cipher-
text also increases. Also, in [103] the scheme of [100] has been proven insecure.
In [101], Ming et al. have presented a multi-receiver identity based signcryption
scheme which they have proven secure in standard model. As like in scheme of
[100], the length of ciphertext in scheme of [101] increases, as the number of re-

cipients increases. Also, none of these schemes provides receiver anonymity. The
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identities of recipients are clearly listed along with the ciphertext.

In [102], Pang et al. have addressed the issue of receiver anonymity in multi-
receiver IDSC. In their scheme, the ciphertext does not contain the list of valid
recipient IDs. Instead, each user tries his ID based secret key with the ciphertext
components and find if she is valid recipient or not. However, the problem of
ciphertext linear to the number of recipients still not resolved.

All these multi-receiver identity based signcryption schemes can work in a cloud

storage scenario where there are multiple data owners and multiple data receivers.
However, their complexity increases as the number of recipient increases. Also,
the data owner has to be aware about the identities of each user to whom he wants

to send the message.

These analysis of existing ABSC and MIDSC have proved that the anonymous
ABSC is a better approach to provide confidentiality, authentication and fine-
grained access control all together. Unlike the IDSC schemes, the ciphertext in
ABSC does not rely on the number of receivers of the ciphertext. The ciphertext
length depends the number of attributes in the system. There can be a number
of users in the system, but the universe of attributes for a system is fixed. Every
data user whose attributes can satisfy the access policy of a ciphertext, is able to
decrypt the ciphertext. There can be one such user or more than one such users.
Along with these essential security properties satisfied by the ABSC scheme, we
have also identified that it is an essential requirement for data authentication, to
trace the unique sender identity after a successful decryption operation. As like
in [91], our scheme also includes the idea of signer traceability by including the
sender’s unique identity in the signature portion. However, unlike the scheme of
[91], in our scheme, the signer’s unique identity can be verified by the receiver

after a successful decryption only.
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5.1.3 Analysis of Zhang et al.’s scheme [49]

5.1.3.1 Scheme Definition

Zhang et al. have proposed an anonymous CP-ABE scheme with four algorithms
Setup, KeyGen, Encrypt, and Decrypt. The Setup and KeyGen phase are run by
the Attribute Center (AC). The AC is responsible to setup the system parameters
and generate the secret key for each user in the system. The encryption is per-
formed by the data owner using the public key parameters and the access policy
in form of AND gate on multi-valued attributes. The ciphertext contains cipher
component for each attribute in the system. If the attribute is included in the ac-
cess policy, then it will be a valid cipher components, else it will be a random

element.

The decryption algorithm in Zhang’s scheme consist of two phase. First phase
is match operation which enables a user to test if his attributes are able to sat-
isfy the ciphertext access policy. The match operation is cost-effective because it
requires only 3 bilinear pairing operations. If the match operation returns true,
then only the user will go for the costly decryption operation. We have identified
that the cipher components in Zhang’s scheme generated for Match operation
leaks the access policy information and helps an adversary to break the receiver

anonymity.

5.1.3.2 Security Model

We have analyzed that the Scheme proposed by Zhang et al. is insecure in IND-
CP (Indistinguishability against Ciphertext Policy) Model, because the ciphertext
components for matching phase operations reveal the hidden ciphertext policy.

IND-CP Model

We consider the IND-CP(Indistinguishability against ciphertext policy) model to
analyze the modified scheme. This model is a customized model of IND-CP-CPA.
In this model, we exclude the encryption and decryption of a message as they

are not part of the proposed matching scheme. Therefore, the goal of adversary
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for proposed scheme is to identify the access policy hidden inside the matching
phase. The modified scheme is simulated with the following security game.

Setup: The challenger C chooses [ as a security parameter and chooses « at ran-
dom from Z,. B also defines a bilinear mapping function from G; x G; — G and
chooses two generators from G; as g1, g2. The master private key is . The public

parameters g1, g2, %, gg and e(g1,92)" are sent to A.

The game has following four steps.
Phase 1: With this phase A issues polynomially bounded number of queries and

gathers following items from the challenger.
e Secret key SK| for attribute set L.
e matching phase elements for different access policies T.

Challenge: The adversary A submits two challenge access policies T and T
with the condition that for any secret key SK}, issued to A during Phase 1, F(Tj;,L)
= F(T},L). The challenger C randomly picks a bit b = 0 or 1 and submits the en-

crypted elements for matching phase using two random secret values s, t.

Phase 2: The adversary A is allowed to run a number of queries as done in phase

1 without violating the restrictions imposed during challenge phase.

Guess: The adversary A outputs a guess b'. A wins the game if b’ = b.
The formal description of the IND-CP model is given below.

Let the @ denote the cryptographic scheme with the tuples (Setup, KeyGen, En-
crypt and Decrypt). In IND-CP model, the A issues two pairs of message and
access policy as (mg, Tp) and (mq, Ty) where |mg| = |m1|. A bit b is selected in
random and accordingly the encryption of m; with respect to access policy Tj is
computed and given to A. At last the A issues a bit-value b’. The A wins the
gameifb="b'"
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(PK, MSK) < Setup(1')
(mo, Tg ) (m1, T7) <—s A(PK)
(cp) s Enc(PK,my, Ty))

b «s A(PK,cp)

return b’ = b

Definition 15. The proposed scheme is secure in IND-CP secure, if the advantage of ad-
versary A as defined below is negligible.

Advpy PI=1 —Pr[1 ¢ IND — CPA(1)]

5.1.3.3 Security Analysis

In Zhang’s scheme g1 is an element of a bilinear group G; published as one of
the public key parameter. Some of the cipher components generated for match
operation are Co = gﬁl and {{C;jah<j<m;h1<i<n- If for an attribute i, its value v; ;
is included in the access policy then C; ;s = Ho(i |vi,]-)sl else it will be a random
value. Here Hj is a hash function which maps an arbitrary boolean string to an
element of a bilinear group G;. We have identified that these cipher components

uncovers the access policy information.

An adversary with the knowledge of public parameters, can use these cipher
components to learn the access policy of the ciphertext. The adversary will check

if the following equation holds true or not for an attribute value v; ;.

e(Co, Ho(il|vij)) = e(Cijar 81)

If there are n attributes and each attribute is having at most m number of values,
then the adversary needs to perform 2 % m * n pairing operation to uncover the

whole access policy.
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5.1.3.4 Outcome of the analysis

The decryption operation of ABE becomes costlier, when provided with hidden
access policy. Zhang et al. have addressed the issue and provided an approach
of match-then-decrypt that helps the user to reduce the decryption overhead.
However, as shown in this section their construction fails to provide the receiver
anonymity. We have analyzed, that the concept of “Match-then-decrypt” is ad-
vantageous to improve the performance of any existing AABE scheme. How-
ever, the construction provided by Zhang et al. for matching phase is found to
be faulty. It gives an outcome that if there is a Matching Phase construction,
which can be linked with any existing AABE scheme, then the performance of
that AABE scheme can be much improved. We develop a new construction for
the same approach and same motive of enhancing the performance of existing

AABE schemes.

5.1.4 Proposed Construction for Performance Improvement of AABE

In this proposed scheme we provide an approach of matching phase procedure
that can be incorporated with any existing Anonymous ABE schemes supporting
the “AND gate on Multi-valued attributes”[88]. It is required that the parameters
of the proposed construction should be isolated from the parameters of AABE
schemes for which we want to improve the performance. Inclusion of matching
phase in an AABE scheme will help the receiver to check whether an encrypted
message is intended to him or not without performing the whole decryption pro-
cedure. We do not include the cipher components and key components required
for encryption and decryption of a message as it depends on the AABE scheme
used for encryption and decryption of message and they are isolated from the

parameters of the proposed scheme.

Definition 16. The proposed scheme for matching operations is defined as a tuple (Setup,
KeyGen, Encrypt, Match) as follows.

Setup(1')—(MSK,PK) : The Setup algorithm takes as input a security parameter I. The
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output of this phase is MSK and PK.

KeyGen(MSK, PK, L) —(SKy): On input of an attribute list L, MSK and PK, the

algorithm outputs user’s secret key SKi..

Encrypt(PK, T)—(CT): The Encrypt algorithm takes as input the ciphertext access pol-
icy T required for decryption and PK. The output of this algorithm is cipher components
CT, which are used for matching phase.

Match(PK, SKy, CT)—(True/False): The Match algorithm takes as input PK,SKy, and
CT, and returns whether the SK;, is matched with CT or not.

5.1.4.1 Detailed Construction

The scheme works as follows.

- Setup(1')— (MSK,PK): The Attribute Center (AC) performs the setup phase.
It selects two groups G; and G, of prime order p and a bilinear mapping
function e : G; X G; = Gy. The AC chooses two random generators g; and
g» from group G; and one hash function Hy is defined as Hy: {0,1}* — G;.
The master secret key MSK is chosen as (&, €g Zp). The corresponding
master public key PK < $1,82, 8% gg ,e(g1, gz)“> is published.

- KeyGen(MSK,PK,L)— (SKp): Let L=[Lq, Ly, - - - , L,] be the attribute list for
the user who requires a secret key. For every user in the system the AC picks
a random value p and generates a user’s secret key SK; for performing the
matching phase operation as follows.
D = (21T} H(il[vij))* - g5 where Li=v; .
D= glg

- Encrypt(PK,T)— (CT): We provide the construction of cipher components

for matching phase only. Hence, we have not included encryption of mes-
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sage. The algorithm takes the access policy T and public key PK as input.
Here T ={T}, I,, - - - Ty} where T; {1 < i < n} is the set of values permissible
for decryption. To prepare the cipher components for matching phase the
encryptor takes secret values s, t and ' from Z, and makes 1 portions of ¢
as t; such that )1 ; t; = t. For attribute values in each attribute category T;

create the following cipher components.

o If Vi cT; C:',]' = g;iHo(iHvi,]’)St+t/

o Ifv;; ¢ T; C~l~,]~ is a random value.

The other cipher components are C = g5f,C = gitﬁ ,C=gl'and C" = e(gy, g2)*~ VL.
The final output of this algorithm is ciphertext CT = ({{C:-,]-}lg j<m<i<n, C,

G C )

Match(PK,SK;,CT)—(true/false): A user performs the matching phase be-

fore going for decryption algorithm.

First the user prepares the value of ﬁHO(iHv,-,j). This value can be com-
puted by user offline also. The user clh:elcks if his attributes L satisfies access
policy T or not by checking if following equality holds true. User collects the
relevant C; j from each attribute category denoted with variable i. The value
of j in Ci,j denotes the attribute value in the i category which a receiver

possesses.
n
e(C,D)-e(C,T[H(lvij))
i1
e(TTL, Gij, 8%)e(C, D)

If the equality does not hold true, the decryption procedure is aborted; oth-

C'=

erwise, the decryption procedure is initiated.
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Correctness:

The correctness of the matching phase is as follows.

e(C, [ THllvi))
i=1
e(ITi% Cijr81)e(C, D)

e(gitr (gZHzr'l (HUZ] gl 'HH ||01]

L
e(TT, (ghH(iloy)s+'%), ¢)e(g5”, ¢F)
:e(gllgz)(“(s_l))t
=’

5.1.4.2 Security Analysis

We show that the proposed scheme is secure in the IND-CP model. In particular,
we prove the security of the scheme on basis of hardness of D-Linear Assumption
and Decisional Diffie-Hellman Assumption. We prove the security of proposed
scheme in two theorems. In first theorem we prove that unless a valid decryption
key is available, the adversary is not able to find a valid match. Hence in the
first theorem we impose a restriction that adversary will not get a valid secret
key which can satisfy either of Wy and Wy In the second theorem we prove that
receiver anonymity is preserved in the modified scheme. We show that even if
the A is able to get a valid key and find the match successfully, he can not find out
the underlying access policy. That is, who else are the intended users for whom

the match procedure returns true.

Our security model consists of a Challenger C, a Simulator S and an Adversary A.
Suppose there exists a polynomial-time adversary .4, that can attack our scheme

in the Random model with advantage €.

Theorem 5.1. If the A can break the proposed modified scheme in the random oracle
model, then a simulator can be constructed to play the D - Linear game with a non-

negligible advantage.

Proof. We show that without a correct decryption key .4 is not able to compute any
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function of C’ .If the A is able to succeed in doing so with non-negligible advan-
tage €1, then we are able to design a simulator § that can play the D-Linear game
with advantage 5. We consider a challenger C, a simulator S and a polynomial-
time adversary \A. Suppose that A is able to distinguish a valid ciphertext from
a random element with advantage €4;(/). We build S that can play the D-Linear
game with advantage 6””12& In the proof we are using a variant of D-Linear as-
sumption which is equivalent to that defined in section - 2.6.2 and used in [47, 48].
The simulation proceeds as follows.

Let C set the groups G; and G; with an efficient bilinear map e and generator g.
The C flips a fair binary coin y, outside of S’s view. If u = 0, then C sets (3,21, Z»,
73, 24,7) = (g, 1, §72, §72%, gz3+z4, g*1%3), otherwise it sets g, Z1, Z», Z3, Z4, Z) =
(g, g1, g%, g72%4, g™, o%) for values z1, 23, z3, z4 and z chosen randomly from
Zp.

Setup: S takes the following values: g1 = g*!, 2 = 822, gg = gﬁ/zl, where = %Zl
for some randomly chosen value g from Z,. With the selection of random value
« from Z,, g1 is calculated as g*1%. H(x) is computed as g (HH () = Z§1+H/(x)).
H' is defined as a random oracle function which maps any random string from
{0,1}* to an element of Z;,. S announces the public key as g1 = Z1, g2 = g%, g1 =
78, 85=7f.

Phase 1: A issues a textitk” number of key generation queries to S for the set

Ly of attributes. To generate the response, S picks a random value p € Z, and

calculates the key components as.

n

D = (& [HAillvi;))"- 5
i=1

_ g garn T (H o))
_ g 7 O T liley)
- 7
D =g =g
¥
= Z2

Phase 2: A is allowed to run a polynomially bounded number of queries for secret
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keys, and ciphertext matching phases without violating the restrictions imposed

during challenge phase.

Guess: A submits a guess v/ of v. If v/ = v, then S outputs y = 1 to indicate that
it was given a valid D-Linear tuple; else, it outputs p = 0 to indicate that the ci-
phertext is a random element. Therefore, A gains no information about v, in turn,
Prlv #V'|p = 0] = 3. As S guesses u'=0 whenv # v/, Prip = p/'|p = 0] = 3. If y =
1, then A is able to view the valid encryption components with advantage €;;(I),

a negligible quantity in security parameter in . Therefore, Prjv = v'|y = 1] =

+ NI

+ €g1i(1). Similarly, S guesses y'=1 when v =1/, in turn, Pr[p/ = plp = 1] = 3

=)

]

€41i(l). The overall advantage of the S in D-Linear game is % X Priu=u'ly =
(1

+3 XPr[V:P‘/W:H'%:%X%+%><(%+€dli(l))'%=€d“7()~

Therefore, if A has a non-negligible advantage €4;(/) in the above game then

we can build a simulator (S) which can break the D-Linear problem with non-

negligible quantity e‘”’T'(l), which is an intractable problem. Hence, proved. O

Theorem 5.2. The proposed modified scheme provides receiver anonymity in IND-CP
game, if the Discrete Logarithm(DL) assumption holds with a negligible advantage €

and if the H(.) is a collision resistant hash function.

Proof. We assume that .A has obtained the hash outputs of every attribute values
in the system.

Setup: C computes and announces the public keys: ¢1, g2, &1, and gzﬁ :

Phase 1: A issues k' number of attribute sets L of attribute values to get the se-
cret keys for those attribute value sets.

Challenge: A submits two access policies Tj and T; for which he wishes to be
challenged upon, with the condition that for any set of attributes Ly submitted by
Ain Phase 1, F(Lg,T;) = F(Ly,T7). That is, A is allowed to issue a valid secret key
whose attributes can satisfy both the challenge access policy (Tj and T;) or none
of them. To make the differentiation between two policies let .4 has chosen the
attribute A (1 < A < n). In T and T7 for the attribute A, TS/ ) F Tl*, 1+ There is at
least one value v, , from the value set of attribute A, such that v, ¢ Ty, and v, ,

€ T} ,. Here, 1 <r < m,. For rest of the attributes we assume that Tjj,= T} ;, where

1<i<mnandi#A.
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Now C flips a random coin v and submits the CT,

e If A has not retrieved a key which can satisfy either of the challenge access

structure, then the game is as described in theorem 5.1.

e In the challenge ciphertext, the components which makes a differentiation

between access policies T and T} is C A

- Ifv=0then C A+ is a random value. This is valid because v, , is not in

To,» as per the definition.

— Ifv=1then CA,r is set as SQHOH/\HUM)SH“_

A'is given ciphertext ( C, C, C, C', {{ C;j h<j<m;}1<i<n )-

Phase 2: A is allowed to run a polynomially bounded number of queries for secret
keys and challenge access structure with the condition that he can only obtain the
secret keys which can satisfy either both the challenge access structures or none

of them.

Guess: A submits a guess v/ of v. If v/ = v, then A wins the game. To win the game
A needs to discover whether the value of C )+ 1 a correct ciphertext component or
a random element. We will show that the advantage of .4 in making this decision
is negligible.

To win the game, A tries to find the value of st and ' from C = g5 (or from C =
g;tﬁ )and C = g{"‘. (g1, gg and g7 are issued as a part of public keys.) The advantage
of A in retrieving the values of st and ' is equivalent to the advantage of breaking
the Discrete Logarithm assumption, which is an intractable problem. In an alter-
native way to win the game, A tries to find a pair of values from the valueset of an
attribute whose hash values of H function collide. .4 does so before committing
the access policies Ty and T;'. Suppose that A has found such a pair of (v, ;;,04,),
that is, H(1[[A||vp ;) = H(1[[A]|va,) then he can include the value of v, , for the
attribute A in both the challenge access policies Tj; and T}, but the value of v, , is
included in only one of the access policies, say in T;'. Now at the time of making

guess A compares the value of C Ay with C A 1f both are same then A gives the
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answer as V' = 1; else, v’ = 0. The probability of winning the game is equivalent
to the probability of finding two different values of one attribute which have the
same hash values. Let there are at maximum m values for an attribute. Then the
probability that any two values will have the same hash values is O(’%z). Consid-
ering the polynomial space m for an attribute value set and sufficient large size
of p, the advantage of A is negligible. Therefore, the total advantage of A in this

gameise < ¢y + O(m?z), which is negligible. ]

5.1.4.3 Performance Analysis of The Proposed Scheme

The proposed scheme provides a matching operation construct for improving the
performance of any existing AABE scheme which supports AND gate on multi-
valued attributes. Previously this approach was suggested by Zhang et al. in
[49]. As shown in chapter 5, the ciphertext components in Zhang et al.’s scheme
which are used in matching phase are suffering from the security flaw. There-
fore, we have provided the modified construction to solve the same purpose. The
proposed modified scheme facilitates a receiver to find out whether he is the in-
tended recipient or not with just n multiplication operations and three bilinear
pairing operations. Here n denotes the number of attributes in the system. We
have implemented the proposed scheme on a linux system with intel core-i3 pro-
cessor running at 2.30 GHz and 3 GB RAM. Pairings are constructed on the curve
y? = x> + x over the field F, for some prime q = 3 mod 4. The order p of the groups
G1 and Gy is a prime number 160 bits, while the length of g is 512 bits. The re-
sultant time required in matching phase operation is around 0.04 to 0.08 seconds
with respect to total number of attributes values ranging from 10 to 100 .

We also provide the comparison of our proposed scheme parameters with that
of Zhang et al.’s scheme. While comparing the proposed scheme with Zhang et
al.’s scheme, we have found following results with respect to matching phase op-
eration.

As from the table 5.1 we can see that there is significant decrease in the storage

space for secret key and computation for matching operation on user side.
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Parameters (Used for Match Opera- | Zhanget | Proposed
tion) al.’s scheme

Scheme

[49]

Number of User key components n+2 2
Number of Cipher components m;-n+3 m;-n+3
Number of Bilinear Mapping Opera- 3 3
tions
Number of Multiplication Operations 2n n

Table 5.1: Parameter Comparison between Matching operation of Zhang’s Scheme
and proposed scheme. Here n denotes the attribute categories in the system and
m; denotes the number of attribute values in i" category (1 <i <n).

5.1.5 Discussion

The proposed construction for Match operation can be merged with any existing
AABE scheme to improve its decryption performance with the help of Match op-
eration. However, instead of performing Match operation with cost-effective com-
putation and then performing the costly decryption operation, an AABE scheme
should be designed with cost-effective decryption operation. With this primary
objective we have designed our next scheme which provides cost-effective de-

cryption and message authenticity properties together.

5.2 The Proposed Privacy Preserving Signcryption Scheme

We present an anonymous signcryption scheme that provides sender privacy and
receiver anonymity. The scheme supports “AND gate on multivalued attributes”
access structure and identity-based signature as the building blocks. The identity
itself contains the attributes of the sender. In the scheme, if a receiver is not able
to decrypt the message because of insufficient access privileges, then he will not
be able to determine who is the sender. When an authorized recipient decrypts a
ciphertext, then he will be able to learn and verify who is the sender. Therefore,
we have used the term sender privacy, which denotes that only authorized recip-
ients can learn the sender identity. Receiver anonymity refers that even when an

authorized user unsigncrypts a ciphertext, he can not learn the access policy and
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can not discover who else are the recipient of the same ciphertext.

5.2.1 Design Goals

The design goals for the proposed scheme are as follows.

Functional Goals

- The signcryption should be performed on data owner side effectively.

- The unsigncryption cost of the scheme on user side should be minimal.
Security Goals

- A user can not generate a valid signcryption of a message with a false iden-

tity.

- Only a receiver whose secret key satisfies the access policy of the ciphertext

can unsigncrypt the ciphertext and learn the sender identity.

- After the successful decryption of a ciphertext the receiver will be able to

verify the signature.

- An authorized receiver of a ciphertext cannot gain the details about the ci-
phertext policy more than the information that his attributes satisfy the ac-

cess policy.

5.2.2 ID generation from Attributes

In the proposed scheme, each user is issued a signature key from a secondary
identity. The secondary identity is generated from the attribute values possessed
by the user as well as a unique identity of that user. As we discuss in the access
policy structure, there are n attributes in the system. Let each attribute i has a
valueset of size m; and the person has a unique identity id, then the ID from user

is generated as follows:

n
Y mi
ID={0,1}=1 |
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The binary string of size i m; represents the attribute values possessed by the
user. To represent the value l(;flattribute i, m; bits are used. Let the user possess j"
value of an attribute i, then from m; bits used for attribute i, the j”’ bit is set to 1
and rest of the m; - 1 bits are set to 0. This is done for every m; bits where 1 <i <
n.

Example: Let there are 3 attributes in a healthcare organization which has
branches spread across 3 cities in the country : Role, Department, City. Each at-
tribute has multi-value set. The valueset for Roll is of size 3 Clinical Staff, Admin-
istrative Staff, Patient; the Department has valueset of size 4 Accident, Emergency,
Cardiology and Surgery; and the City has valueset of size 3 Baltimore, New Jer-
sey, Houston. Now let David has registered himself as a patient in cardiology
department in New Jersey then his attribute will be represented in form of string
as 001010010. This string will be combined with identity string related to David
(such as his name, birth date, his registration no. or any such info).

The ID generated in this way can help the receiver to identify the person along

with the attribute values possessed by the sender.

5.2.3 Scheme Definition

Definition 17. The scheme is defined with a 4-tuple (Setup, KeyGen, Signcrypt, Unsign-
crypt) as follows.

Setup(1'): The AC inputs a security parameter | and outputs the master secret Key MSK

and public parameters PK.

KeyGen(MSK, ID, L): It is a randomized algorithm run by AC, that takes as input
the master secret Key MSK along with user’s unique identity 1D and a set of attributes
L of the user. It outputs two secret keys SKg; and SK;. SK; is generated from 1D and
used for signcryption operation of data. SK; comprises all attributes in L and used for

unsigncryption operation of the received ciphertext.
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Signcrypt(PK, M, T, ID, SKy;): Signcrypt is a randomized algorithm run by the sender.
It takes as input the system’s public parameters PK, the message M to be encrypted, the
access structure T, the sender’s identity ID and the sender’s secret key for signature SK;.

The output is a signed ciphertext CT.

Unsigncrypt(PK,CT,SK,): Unsigncrypt is a deterministic algorithm, where the user
first performs the decryption operation on the ciphertext CT using his secret key SK; and

then performs verification procedure to check authenticity of message and sender identity.

5.2.4 Security Model

For the proposed scheme we define the following goals of an adversary.

- The adversary can learn the plaintext data or sender identity from the ci-

phertext without having a valid secret key for unsigncryption of ciphertext.
- The adversary can retrieve the information about underlying access policy.

- The adversary can generate a valid signcrypted message with a spoof iden-

tity.

The security of the scheme has been proven secure in the model of “Indistin-
guishability in ciphertext policy and adaptively chosen ciphertext attack (IND-
CP-CCA2)” and “Existential unforgeable in adaptive-predicate chosen plaintext
attack (AP-EUF-CPA)”, as defined in chapter 2. The formal definition of both the
security models are given below.

AP-EUF-CPA Model:

Let the T denote the cryptographic scheme with the tuples (Setup, KeyGen, Sign-
crypt and Unsignerypt).
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AP — EUF — CPA{(])

(PK, MSK) < Setup(1')
(m*, ID*, T*, c*) s AOkesGentscniuse (1! PK, L, ID, T, M, C)
If(ID* = ID) for any query to OkeyGen then return L
If(m*=m AND ID*=ID AND T*=T)

for any query to Osg,, then return L

(Cb) s OSGH(MPK,WI*, ID*, T*)

return ¢* = ¢

Definition 18. A signcryption scheme is AP-EUF-CPA secure, if the advantage of ad-
versary A as defined below is negligible.

AdvIP (P — L Pr (1 AP — EUF — CPAA(l)]

IND-CP-CCA2 Model:

Let the T denote the cryptographic scheme with the tuples (Setup, KeyGen, Sign-
crypt and Unsignerypt). In IND-CP-CCA2 model, the A is given access to the
Oracle for KeyGen, Signcrypt and Unsignerypt. It can retrieve a number of secret
keys, chosen signcrypted messages and unsigncrypted texts from the chosen ci-
phertexts. In the challenge phase the A issues two pairs of message, ID and access
policy as (myg, IDy, Tp) and (mq, ID1, T1) where |mg| = |mq| and |[IDg| = |IDq]. A
bit b is selected in random and accordingly the signcryption of m;, with respect to
access policy T}, and sender identity 1D}, is computed and given to .A. Once again
A is given access to the KeyGen oracle and Unsigncrypt oracle. The restriction
imposed on the A is that, he can retrieve SK from KeyGen Oracle which can sat-
isfy either both the challenge access structure T and T} or none of them. If A
has retrieved a secret key SK which can satisfy both the challenge access structure
then my = m; and 1Dy = ID;. To the unsigncrypt oracle, the adversary can submit
any ciphertext other then the challenge ciphertext. At last the .4 issues a bit-value
b'. The A wins the game if b=1'.
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. IND — CP — CCA2{(I)

(PK, MSK) < Setup(1')
(mo, IDg, Ty ) (my, ID1, Tf) <—s AOKeyGentsGntuse (11, PK,L,ID,M,C)
If (F(L,Ty) # F(L,T7)) then return L

If (F(L,Ty) = F(L,T;) = 1) then mg = my

(
b s AOKeyGen+SGn+USc(1l, PK,L,ID, M,C, Cb)

If (F(L,T§) = F(L,T}) = 1) AND ((g # my) OR)(IDg # IDy))

|
|
|
|
|
|
!
If (F(L,Ty) # F(L,T{)) then return L !
!
!
!
then return L :

|

|

If (C = ¢}) then return Lreturn b’

Cb) s Oscn (MPK, my, Tg) }

returnb’ = b

Definition 19. A signcryption scheme is secure in IND-CP-CCA2 model, if the advan-
tage of adversary A as defined below is negligible.

Advi'y P = ] — Pr[1 « IND — CP — CCA2{(1)]

As per the definition of IND-CP-CCA2 model, the construction of scheme
doesn’t allow an adversary without a valid decryption key to learn anything from
the ciphertext. The model also defines that with a valid decryption key, the ad-
versary can unsigncrypt the ciphertext, but can not learn the access policy. This
requirement states that an authenticate user after decrypting the ciphertext can
learn that his attribute values are included in the access policy, but he can not

identify which other attribute values are included in the access policy.

5.2.5 Detailed Construction

Setup(11—>(MSK,PK): The AC selects two groups G; and G, of prime order p
whose bit-length is I and a bilinear mapping function e : G; X G; = G,. The AC
chooses two random generators g; and g from group G; and a secure hash func-
tion Hy:{0,1}* — G;. The master secret key MSK is chosen as (y, 9 €g Z,). The
corresponding set of public parameters also known as public key PK = (g1, g2, g¥ ,89)
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is published.
KeyGen(MSK, ID, L)—(SKj;,SK;): Every user in the system gets two secret keys

- SK;; for signcryption and SK; for unsigncryption.
_ The SK.; is computed as ( S = Ho(0||ID)Y, § = Ho(0||ID)¥ ).

- Let L=[Lq, Ly, -+, L,] = [Ul,j1/ V2,jps " ,vn,jn] be the attribute list for the user
who requires a secret key. The AC picks a random value p and generates a

user’s secret key SK; as follows.
n

D = (ngHo(luiHvi,ji))y . gg, where L;=v; ;..
i=1

D= g1% .

The user gets the unsigncryption key SK;; as (D, D).
The user also calculates ﬁ Hy(1 HiHUi,ji ), which will be used in the unsigncryption
algorithm. -
Signerypt(PK, M, T, ID, SK;)—(CT): To signcrypt a message M, the sender se-
lects five random numbers 7, s, t, s’ and ' from Z,. Now, the sender makes the n
portions of r as r; for 1 <i < nsuchthat)} ; r; =r and the n portions of t as t; and
s'as st such that ) | t; =t and Y| ; s’ = s’. Then, the sender computes two cipher
components as

Ca = e(g],82) V" = e(g1, )Y

/

Cs2 - g]1/5

The message M is wrapped with the sender identity ID and the two cipher

components. The wrapped message is computed as M’ = M||ID||Cq||Cs2. Now,
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the remaining cipher components are computed as follows:

/

C = M'e(g1,82)"" " Ve(g], Ho(0||ID) - Ho(M)®)

y+r

Csign = HO(OHID) St
C=gi
C=g"
C/ _= gi/y

For all attribute values from each set T;, the cipher components {Ci,j}lgjgm,- are

generated as follows.

- If 0 € T; then

Cij = Ho(M) gy Ho(1]|i]|0;)* " Ho(0|| ID) ¥

- Ifv;; ¢ T; then Ci,j is a random value.

The final ciphertext is CT = ( C, Csigns C G, C i C,-,]- h<j<mh<i<n )
Unsigncrypt(PK, CT, SK;)—(M,ID): The Unsigncrypt algorithm consists of two
procedures - Decryption of ciphertext and Verification of sender identity. The decryp-

tion procedure works as follows.

n
e(cr D- Csign)e(cl/HHO(l HiHUi,j))
i=1
e(J1Cij g1)e(C,D)
i=1

=e(g1,82) " Vle(g1, Ho(0||1D))Ye(g1, Ho(M))**

_ M- e(g1,82)"Ve(g1, Ho(0[|ID))¥e(g1, Ho(M))¥
e(g1,82)W=1te(g1, Ho(0|[ID))Ye(g1, Ho (M) )¥*'
=M’

C/C,
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The receiver extracts the cipher components Cq; = e(g1, $2)? (=1t Cyp = g%s , and

ID from M'. The receiver now starts the verification procedure as follows.

/

Co _ e(81,82)"" V" - (g1, Ho(0|IID)Y) - e(g1, Ho(M))**

/

81, Ho(0[[ID))” - e(g1, Ho(M))**

R=c, = e(g1,82)Y( !
=e(g1, Ho(0||1D))?e(g1, Ho(M))¥*
Ry, =e(g],Ho(0||ID)) - e(Cs2, Ho(M))
e(

If Ry and R; are equal then the verification succeeds and the sender identity is

known to the receiver; else, it returns L.

5.3 Security Analysis

Our first theorem is to prove our claim that unless a valid decryption key is avail-
able, the adversary can not decrypt the ciphertext nor he can learn the access

policy or sender information.

Theorem 5.3. The proposed scheme is IND-CP-CCA2 secure under the D-Linear as-

sumption.

Proof. We consider a challenger C, a simulator S and a polynomial-time adversary
A. Suppose that A is able to distinguish a valid ciphertext from a random element
with advantage €4;(I). We build S that can play the D-Linear game with advan-
tage ed”T(l) In the proof we are using a variant of D-Linear assumption which is
equivalent to that defined in section 2.6 and used in [47, 48]. The simulation pro-
ceeds as follows.

Let C set the groups G; and G, with an efficient bilinear map e and generator g.
The C flips a fair binary coin y, outside of S’s view. If u = 0, then C sets (3,21, Z»,
Z3, Z4,7) = (g, §°1, §°2, g2, g3174, ¢91%3), otherwise it sets §, Z1, Zp, Z3, Z4, Z) =
(g, &%, g2, ™%, g2, ¢%) for values z1, zp, z3, z4 and z chosen randomly from

Zp-
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Setup: S takes the following values: g1 = g%, g» = ¢, ¢35 = ¢"#1, where 8 = %
for some randomly chosen value ¢ from Z,. With the selection of random value
y from Z,,, g7 is calculated as g*1¥. Hy(x) is computed as g7 (1*H1(x)) = Z§1+Hl(x)).
Hj is defined any random oracle function which provides a random element from
Z, for any new non-repeated string from {0,1}*. It maintains a list of this input
string and output element. If the input is repeated, then it repeats the output from
this list. S announces the public key as g1 = Z1, g2 = ¢, ¢ = Z, ¢35 = Zf,.

Phase 1: A issues a polynomially bounded number of queries to S and collects

the following results in response of his queries.

- Whenever A makes its k' key generation query for the set L; of attributes,

S picks a random value p € Z;, and calculates the key components as.

n
D = (2] [Ho(1llillvi;)) - &5
=1
= ¢7Y. gzly(”+2?=1(H1(1\|i||vi,jl~)))
Zg ) lel(’H-Z?:l(H1(1||i|\vi,ji)))
0z

[ z
[N )
8§ =8 "4

&
— 9
= Z2

]
I

- In the result of query for signcryption key with respect to ID, S submits

1+Hy (0]|ID
14H, (0] 1D)) (1+H; (0]l1D))

Ho(0[[ID)Y = Z Y and Ho(0|ID)!/Y =2,

- In response to the query for signcryption of messages M as per the access
policies T and sender identity ID submitted by A, S computes the ciphertext
with the selection of the random numbers s, t, s’ and r from Z,y. The cipher

components are generated with the public key parameters set up by S.

- In response to the query for unsigncryption of CT with respect to attribute
set L, S generates the secret keys for attributes included in set L. If the
unsigncryption is successful, then S returns the unsigncrypted message M

and sender identity ID. Else, S returns L and aborts.
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Challenge: The A outputs two pairs of message, ID and, Access Policy (My, ID,,
Ty) and (M;y,1D4,TY), on which he wishes to be challenged upon with restriction
that for any input L submitted in Phase - 1, F(L, Tj) = F(L,T7). Also, if for any key
generated in Phase 1 on an attribute list L, F(L,Ty) = F(L,T;)=1, then My = M; and
IDg = IDy.

Now, S flips a random coin v, and signcrypts M, as per sender identity ID, and

23424

access policy T;. S assumes st=z3, f = z4, and t' = =

. The value of param-
eter 7 is assumed to be as 1'z3 - y with a random value ' chosen from Z, and
partitioned in n portions with each portion denoted as r; = (r'z3 — y)/n. Simi-
larly, a random value s’ is picked up from Z, and divided in n portions, where
each portion is defined as s;. For the values which are included in Tj, C cal-

2224

culates Ci,]- = HO(MV)—S§g§H0(1||i||v,-,]~)5t+f/HO(0||IDV)?i = g—21(1+H1(Mv))% g

illo: : ZS+Z4 r'z3—y
gzl(1+H1(1Hl\|vz,]))(23+ ).gzl(1+(H1(OHIDV)))( ) . This results in C
1 Mo 1+ H, (1]|il|o; ; 7 (L+H (0|IDy))  (1+H; (OlIDy))
Zé1 . Z(1+Hl(1|‘l‘|vz,])) . Zi +Hy ( ”1”'01,])) .7 1ny . Z1 n ) NOW, for other at-

tribute values which are not included in Tj, C~i,]~ are random values. The cipher
components are computed by S as C = M/, - e(g1,$2)Y¢ V! - e(g1, Ho (0] IDy,)Y)

- e(g1, Ho(M,))¥s = M, - :((Zzll,zz?)y e(Z1,Z1)HHOID))y . (7, 7;)(T+H(M)ys')
C=gl=7C=gy?=2"C =g\¥ = g2y = 7Y and Cgigy = Ho(0||ID,) "
2 (14Hy (IDy)) (y+r'23—y)

1+H(IDy
—¢ = =z HUPDT Here, My, = M, |[Ca || 24" 1Dy (Ca1 = 55250,

y+r

The ciphertext is correct if Z = ¢g*1%3. Else, it will be a random string. The cipher-
text components {{Ci,]-} 1<j<mh<i<ns G ¢ c, Csign, C are given to A.

Phase 2: A is allowed to run a polynomially bounded number of queries for se-
cret keys, signcryption and unsigncryption of the messages without violating the
conditions imposed in challenge phase. One more restriction included here is that
A can not query for unsigncryption of CT, to S

Guess: A submits a guess v/ of v. If v/ = v, then S outputs y = 1 to indicate that
it was given a valid D-Linear tuple; else, it outputs p = 0 to indicate that the ci-
phertext is a random element. Therefore, A gains no information about v, in turn,
Prlv #V'|p = 0] = 3. As S guesses u'=0 whenv # v/, Prip = p/'|p = 0] = 3. If y =
1, then A is able to view the valid encryption components with advantage €;(),

a negligible quantity in security parameter in I. Therefore, Prlv = v/|y = 1] = ]
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+ €4;(1). Similarly, S guesses y'=1 when v = v/, in turn, Pr[y’ = p|lp = 1] = % +
€qi(1). The overall advantage of the S in D-Linear game is  x Pr[u = p/|u = 0]
5 Prip =g lp =1]- 3 =3 x b+ Ix( + ean0) - § = 47

Therefore, if A has a non-negligible advantage €4;(I) in the above game then
we can build a simulator (S) which can break the D-Linear problem with non-

negligible quantity %(l), which is an intractable problem. Hence, proved. O

Our next theorem is to prove that the cipher components provide receiver
anonymity. We show that even if the A gains a valid decryption key, he can de-
crypt the message and identify the sender, but can not find out the underlying
access policy. This proves that a receiver decrypts the message with his secret key,
but he is not able to determine which attribute values other than those possessed

by the receiver are included in ciphertext access policy.

Theorem 5.4. The proposed scheme provides receiver anonymity in IND-CP-CCA2 game,
if the Discrete Logarithm(DL) assumption holds with a negligible advantage €4 and if the

Hy(.) is a collision resistant hash function.

Proof. We assume that A has obtained the hash outputs of every attribute values
in the system.

Setup: C computes and announces the public keys: g1, g2, g7, and g5.

Phase 1: A issues a polynomially bounded number of queries to S and collects

the following results in response of his queries.

- A makes its k' key generation query for the set L; of attributes

- A also gets response for the query of issuing signature key related to ID, as

( Ho(0]|ID)? and Hy(0][ID)" ).

- In response to the query for signcryption of messages M as per the access
policies T (where T # Tj # T;) and sender identity 1D, submitted by A,
C computes the ciphertext with the selection of random numbers s,  and #/

from Zp.
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- In response to the query for unsigncryption of CT with respect to attribute
set L, C generates the secret keys for attributes included in set L. If the de-
cryption and verification are finished successfully, then C returns the un-

signcrypted message M and sender id ID. Else, C returns L and aborts.

Challenge: A submits two message-ID pairs (Mo,[Dy) and (M;,ID1). A also sub-
mits two access policies Ty and T for which he wishes to be challenged upon,
with the restriction that for any set of attributes L; submitted during phase-1,
F(Ly,T§) = F(Ly,T7). That is, A is allowed to issue a valid decryption key for the
set of attributes which can satisfy either both the challenge ciphertext or none of
them. To make the differentiation between two policies let A has chosen the at-
tribute A (1 < A < n). In T and T} for the attribute A, Tg‘, \F Tl*, - There is at least
one value v, , from the value set of attribute A, such thatv, , ¢ Ty , and v, , € T} .
Here, 1 < r < m,. For rest of the attributes we assume that Tg{ = Tl*,i' where 1 < i
<mnandi# A.

The C flips a random coin v and submits the CT, for (M,,ID*,T})

- If Ahasretrieved a key for any queried L=[Ly, L, - - -, L], such that F(L,Tj)
= F(L,T7) =1, then My = M; and IDg = ID;.

- In case when My # M;, then the game is as described in Theorem 5.3. If
My = M then only the ciphertext components which makes a differentiation

between access policies Tj and T; is Cy, ,.

- Ifv=0then C A+ is a random value. This is valid because v, , is not in

To,» as per the definition.

- Ifv=1then C, , is set as Hy(M,) Sigi Ho(1||A[|vy ).

A is given ciphertext ( C, Csign, G G, C i Cij h<jcmh<i<n )-

Phase 2: A is allowed to run a polynomially bounded number of queries for secret
keys, signcryption and unsigncryption without violating the restrictions defined
in challenge phase. Another restriction is that A can not issue the unsigncrypt

queries for CTj,.
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Guess: A submits a guess v/ of v. If v/ = v, then A wins the game. To win the game
A needs to discover whether the value of C, , is a correct ciphertext component or
a random element. We will show that the advantage of .4 in making this decision
is negligible.

To win the game, A tries to find the value of st and ' from C = g (or from C = g5'?)
and C = gily . (¢1,¢5 and g]{ are issued as a part of public keys.) The advantage of A
in retrieving the values of st and t' is equivalent to the advantage of breaking the
Discrete Logarithm assumption, which is an intractable problem. In an alternative
way to win the game, A tries to find a pair of values from the valueset of an
attribute whose hash values of H function collide. A does so before committing
the access policies T and T}'. Suppose that A has found such a pair of (v} ;05 ),
that is, Ho(1[|A||vy,) = Ho(1||A[[vr,) then he can include the value of v, , for
the attribute A in both the challenge access policies Ty and T}, but the value of
v, is included in only one of the access policies, say in T;. Now at the time
of making guess A compares the value of C Ay With Cy,- If both are same then
A gives the answer as v/ = 1; else, v/ = 0. The probability of winning the game is
equivalent to the probability of finding two different values of one attribute which
have the same hash values. Let there are at maximum m values for an attribute.
Then the probability that any two values will have the same hash values is O(m?z).
Considering the polynomial space m for an attribute value set and sufficient large
size of p, the advantage of A is negligible. Therefore, the total advantage of A in

this gameis € < €y + O(’%Z), which is negligible. O

Next we prove that our proposed scheme is existentially unforgeable against

chosen plaintext attack in adaptive predicate (AP-EUF-CPA) model.

Theorem 5.5. Let the function Hy:{0,1}* — Gy is a secure Hash function and the order
of Gy is prime p with bitlength 1. The adversary A makes a total x >0 number of hash

queries to Hy, then the advantage of winning the game described in AP-EUF-CPA model
is O(%).

Proof. As per the game rules, the adversary .4 does not possess the signature
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key for ID*. As a first option to win the game the A tries to generate valid
signature key of ID*. Because « is private, therefore, the A needs to compute
Hy(0][ID*)* and HO(OHID*)% from the public key (g{) and from the results of
signature queries. Because the discrete logarithm problem is intractable, the ad-
vantage of A in computing the signature key himself without knowledge of « is

€41, which is negligible.

As an other option the A tries to break the collision property of function Hj.
The proof will show that the advantage of A in this option is also negligible. As
per the claim the model designed for game is adaptive. Here the .A do not commit
the message M* and ID* at the start up of game, to produce the forged ciphertext
CT* in the forgery phase. Instead of it, after gathering the query phase results,
the A chooses a pair of (M*,ID*) and produces its signed ciphertext CT* during
the forgery phase. Remember that as per the game rules, the 4 has not gain
the signature key for ID* during the query phase, neither he has got the signed

ciphertext of message M* with respect to sender identity ID*.

For simplicity we assume that the ciphertext access policy is same for all ci-
phertext queries and also it is same for the forged ciphertext CT*. The A can gain
a number of ciphertext CTs for pairs of (M,ID) during the query phase. These

ciphertexts can be divided in three categories.
1. M # M* and ID = ID*
2. M=M*and ID # ID*
3. M # M* and ID # ID*

Also the A gains signature key for a number of IDs where ID # ID*. Based on
these query results the A can play the game in two different ways.

Setup: The challenger gives [ as the security parameter to run the Setup algorithm
as described in the scheme and retrieves the master secret key MSK and public
parameters PK. The public parameters PK are sent to the adversary.

Query Phase: The adversary .A will issue following queries :
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- A makes x number of queries to function H to find a pair of messages :M;

and M such that My # M; but Hy(M;) = Ho(My).

- A collects the decryption key components for attribute set L such that F(L, T*)
=1.

- Aissue a query to generate a ciphertext for a pair (M1,I/D*,T*) and get the
ciphertext CTy. The CTj is computed with following results.

Cre1 = e(g1,82) Dt
- Cr=gv.
- C1 = Mie(g1,82)*CVle(g¥, Ho(0||ID) - Ho(M)*') (M} = My||C11||Ci,52)

- Cl,sign = H0<O||ID)IXT?

- G =gt
- G =gf"

- For attribute values from each set T;" the following cipher components

are generated.
- Ifv;; € T then
Crj = Ho(Mi)~Sigy Ho(1lli]|0;;)*+* Ho(0||ID)

- If v;j ¢ T} then Cy ; is a random value.

The final ciphertext sent to A is CT; = ( Cy, C,sign.s Ci1, Gy, Ci Cf,,-,]- h<j<mbi<i<n)

Forgery: As the A has got the decryption key which can satisfy T*, he decrypts the
ciphertext CT; and extracts M,Cy ¢1 and Cy 5p. Then he construct the message M)
= My||C161]|C1,52 and compute C* = M) - Cy 51 - e(g%, Ho(0]|ID)) - e(Cy 52, Ho(Ma)).
The ciphertext CT* is a collection of ( C*, C;kign = Csigns Cr=Cy, Cx =G, C¥ =
Cy, c:%j]. = C1j h<j<mhi<i<n ) The A outputs (CT*, M* = My, T*, ID*) where
CT* is a ciphertext generated from M;,T*,ID* and for which neither A has got
the signature key related to Hy(ID*) nor he has received the ciphertext CT* in
query phase.
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The adversary A wins the game with this approach if he can find a pair of two
different messages M; and M, such that Hy(M;) = Hy(M3). The size co-domain of
function Hj is p (because the order of group G is prime number p with bitlength
l.), so the probability that the A will find such a collision and win the game is

2

o).

Now in the next version of game the A tries to find a collision for IDs.

Setup: The challenger gives I as the security parameter to run the Setup algo-
rithm and retrieves the master secret key MSK and public parameters PK. The
public parameters PK are sent to the adversary.

Query Phase: The 4 will issue following queries:

- A makes k¥ number of queries to function H to find a pair of IDs :ID; and

ID; such that IDy # 1D, but Hy(0||ID1) = Ho(0||IDy).
- A collects the signature key components for ID;.

Forgery: A will choose ID* = ID; for which he has not received the signature
key component and produces a fraud signcrypted message for the pair (M*, ID*
= ID,). As Hy(0||ID1) = Ho(0||ID5), the A can use the signature key component
he received for ID; in query phase to produce the ciphertext of any message M*

signed with ID; during the forgery phase.

As in the previous game the advantage of adversary A in winning this game
will be O(’;—?) While considering the A running in polynomial time and p as a
sufficient large number this advantage will be negligible.

Hence, proved. O

5.4 Performance Analysis

To evaluate the performance of PASC as an ABE scheme with receiver anonymity;,
we have compared the performance of PASC with other AABE schemes [47, 48,

49] on a Linux system with Intel core-i3 processor running at 2.30 GHz and 3GB
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Figure 5.1: Comparison of Unsigncryption operation of proposed scheme with
the decryption operation of existing AABE schemes.

Parameters Nishide et | Lietal’s | Zhanget Our
al.’s scheme al.’s scheme
scheme [48] scheme
[47] [49]
No. of Bilin-
Decryption | ear Pairing O(n) O(n) O(n) 0o®1)

Operation | Operation

Complex- | No. of Mul-
ity# tiplication O(n) O(n) O(n) O(n)
Operation

Table 5.2: Comparison of unsigncryption operation cost of our scheme with de-
cryption operation cost of existing AABE schemes.(n = No. of attributes in the
system)

RAM. We have used pbc cryptography library to perform bilinear pairing oper-

3 + x over the field

ations. Bilinear pairings are constructed on the curve y? = x
F; for some prime g=3 mod 4. The order p of the groups G; and G; is a prime
number of size 160 bits, where the length of g is 512 bits. The tables 5.2,5.3 and
figure 5.1 shows the comparison of our scheme with the other AABE schemes [47,

48, 49]. In comparison we have not considered the scheme of [50], because it’s
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m CipherText Size (kb) Encryption Time* (Sec.)

’ [47] [48] [49] Our [47] [48] [49] Our

Scheme scheme

10,10 62 242 62 32 1.63 2.29 1.56 1.07
10,20 123 245 123 62 2.89 5.42 2.78 1.72
15,10 92 244 93 47 2.29 4.18 2.31 1.72
15,20 183 366 184 93 4.2 8.03 4.24 2.72
20,10 122 245 123 62 3.03 5.57 3.06 2.12
20,20 245 489 245 123 5.6 11.06 | 5.7 3.69

Table 5.3: Comparison of our Scheme with existing AABE schemes for ciphertext
size and encryption time. (n = No.of attributes, m = Maximum size of valueset for
an attribute, * for our scheme Encryption refers to signcryption)

access structure does not support multiple values of an attribute to be placed in
the ciphertext access policy. Also, the construction of scheme in [50] is built upon
the composite order bilinear group which provides less efficient pairing operation
than that of prime order group. The comparison shows that the performance of
PASC is better than the other schemes with similar objective and setup. The de-
cryption operation of proposed scheme has been found cost-effective. We have
not considered the parameters for the Matching phase of [49] while making the
comparison, because the Matching phase of [49] suffers from the security flaws.
It is easy to see from table 5.2 and figure 5.1 that the computational cost of the
unsigncryption operation in our scheme is much less than the decryption opera-
tion of schemes [47, 48, 49]. In fact, our scheme provides constant unsigncryption
cost irrespective of the number of attributes in the system, and the decryption op-
eration cost of [47, 48, 49] increases linearly with the number of attributes. This
is because the number of bilinear pairing operations are constant and number of
multiplication operations increases linearly with the number of attributes. How-
ever, the operational cost of multiplication operation is negligible when compared
to that of the bilinear pairing operation. There for, the decryption timing of our
proposed scheme remains constant. In table 5.2 and 5.3 n refers to the number of
attributes in the system and m denotes the maximum size of valueset for an at-
tribute. While making comparison with existing AABE schemes, encryption time
of our scheme refers to Signcryption time and the decryption operation refers to

unsigncryption operation. In table 5.3 the comparison of our scheme is made
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with [47, 48, 49] for the ciphertext size and encryption time. Both the ciphertext
size and encryption time are affected by the number of attributes (1) and size of
valueset for each attribute. In the table 5.4, we have compared the features of
PASC with existing ABSC schemes. While making the comparison, for simplicity
we only include the parameters which are related with either signer’s attributes
or receiver’s attributes. In comparison, we have shown the complexity of bilinear
pairing operations in unsigncryption operation of each ABSC schemes, because
the unsigncryption operation cost is mainly affected by the number of bilinear
pairing operations [104, 105]. Rest of the arithmetic operations such as the multi-
plication and exponentiation operations have negligible effect on unsigncryption
operation timings. The analysis of parameters shown in Table 5.4 proves that the
PASC scheme provides better security properties and optimized performance in

compare to existing ABSC schemes.

Furthermore, we have compared our scheme with some existing multi-receiver
IDSC schemes [101, 102] and shown the results in table 5.5. These two schemes
provide the same functionality of single sender and multiple receivers as our
scheme does. In the table 5.5 P, Mu, E, A and N, notations refer to number of pair-
ing Operations, number of multiplication operations, number of exponentiation
Operation, number of addition Operations and number of receivers in ID-based

signcryption schemes respectively.

As in the previous tables n denotes number of attributes in our scheme which
is fixed during the setup algorithm of the scheme .The scheme of Ming et al [101]
requires 5 pairing operations for unsigncryption of a message. The unsigncryp-
tion algorithm of [101] is not affected by number of receivers of a signcrypted text.
However, their scheme doesn’t provide receiver anonymity. The scheme by Pang
et al. [102] provides receiver anonymity. However, in their scheme the cost of
unsigncryption operation and ciphertext size linearly depends on the number of
receivers of the ciphertext. Our scheme provides receiver anonymity. The unsign-
cryption operation in our scheme linearly depends on the number of attributes in
the system. But the number of attributes are fixed during the setup of the system.

This yields that once a system is established, the unsigncryption operation of our
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scheme requires a constant number of operations.

Ming et Panget PASC
Schemes al.’s al’s
Parameters scheme Scheme
[101] [102]
3P + (N,| +
Unsigncryption 5P })Mu + (N} — 6P +
Cost JE + (N; +(2n+
2)A
6)Mu
Receiver No Yes Yes
Anonymity
Model Standard Standard Random
Model Model Oracle
Model

Table 5.5: Comparison of our proposed scheme - PASC with the existing multi-
recipient ID-based signcryption schemes

5.5 Conclusion

The proposed scheme is the signcryption scheme which has the building blocks of
identity based signature and AABE. The identity is derived from user’s attributes.
The scheme provides digital signature, access control and confidentiality without
compromising sender privacy and receiver anonymity. The scheme supports the
accountability of unique sender identity. In the scheme, the signature can be ver-
ified only if user’s attributes can satisfy the ciphertext access policy. Because of
the feature of sender identity accountability along with the sender’s attributes,
the receiver user can learn the unique sender identity. The decryption cost is min-
imum and constant when compared with existing AABE schemes. The scheme
is proven secure in the IND-CP-CCA2 and AP-EUF-CPA model. The implemen-
tation results of the scheme shows that the decryption procedure is efficient in

comparison to other AABE schemes.
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CHAPTER 6
Proxy Reencryption for Anonymous Attribute

Based Encryption (PRE-AABE)

A searchable encryption facilitates a user to selectively retrieve the subset of docu-
ments, which are accessible to the user and which contains the keyword of user’s
interest. The user downloads these documents and decrypt them. However, in
many practical scenarios, a user makes a search operation to find a document or
collection of documents and forward them to other user. This is similar like a per-
son who receives an email and he/she wants to forward that email to any other
email-id. From perspective of cloud storage, there can be such scenarios, when
user Alice wants to forward the encrypted data, which is encrypted with Alice’s
public key, to another user Bob. In a traditional way, Alice has to download the en-
crypted data from cloud storage, decrypt it and then after reencrypting the data
with Bob’s public key, upload the reencrypted data on cloud storage. This process
is time-consuming and less efficient when the user is working with his handheld
devices having limited storage and computation power. In such scenarios, proxy
reencryption technique becomes beneficial to the user. The concept of proxy reen-
cryption was introduced by Blaze et al. in [106]. In a system for proxy reencryp-
tion, a user provides his proxy reencryption key to the semi-trusted proxy and
wants the proxy to perform the reencryption procedure. The reencryption proce-
dure enables a user to delegate her access rights to any other user. For example
when Alice wants to share the encrypted document which is accessible to her
with Bob then as per this technique, Alice generates a proxy reencryption key and

send it to the CS. The CS is now able to perform the reencryption of cipher docu-
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ment on behalf of Alice without learning the underlying plaintext. The output is

a ciphertext, which is accessible to Bob.

The searching operation enables a user to select a subset of documents. The
proxy reencryption techniques enables the user to forward these encrypted doc-
uments to other user without bearing the burden of downloading all those docu-

ment and reencrypting them again on user side.

6.1 Background

Ciphertext-Policy Attribute-Based Proxy Reencryption (CP-ABPRE ) is an exten-
sion of classical Proxy Reencryption techniques. In CP-ABPRE, the computation
burden for updating the access policy of a ciphertext is transferred to a semi-
trusted proxy such as CS. CP-ABPRE techniques allow a semi trusted proxy to
update the access policy and accordingly ciphertext components of a ciphertext
without uncovering the plaintext. Using this technique, a user is able to delegate
his access privileges for a ciphertext to other. However, further security require-
ment expected for ABE techniques is to provide receiver anonymity. To apply the
receiver anonymity during the proxy reencryption process, it is required to hide
the access policy of ciphertext which is given as input to reencryption algorithm
and access policy of the target ciphertext which is the output of reencryption al-

gorithm.

Liang et al. have provided the Ciphertext Policy Attribute Based Proxy Reen-
cryption (CP-ABPRE) scheme in [37], that enables the proxy to update the access
policy associated with a ciphertext. They have proved their scheme selectively
secure in standard model. Later in [107], Yu et al. have used the concept of proxy
reencryption for implementing user revocation. In their scheme, whenever the
user is revoked, the new master secret key components are updated. Accordingly
the ciphertext components which are stored in cloud storage should also be up-
dated. For this reason, the trusted third party generates the proxy rekeys and
send it to the CS. The CS performs the reencryption of ciphertext using these

proxy rekeys. In [108], Do et al. have addressed the issue of security against col-
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lusion of revoked user and proxy. They have constructed proxy reencryption for

Key Policy Attribute Based Encryption (KP-ABE).

In [70], Liang et al. have proposed a CP-ABPRE scheme which is proved to
be chosen ciphertext secure . The scheme proposed in [70] presents a CP-ABPRE
scheme which provides both keyword search and proxy reencryption functional-
ity. With keyword based search, the user is able to retrieve a subset of data and
with reencryption key the user can instruct the cloud to perform the reencryption
of those ciphertexts. In their scheme, the decryption operation requires constant

number of bilinear pairing operations.

In [109], the Yang et al. have presented a ciphertext policy attribute based
proxy reencryption scheme. In their scheme, the access policy is represented in
form of Access Tree. Their idea is to provide a conditional reencryption. In their
scheme, a ciphertext contains an embedded value w, and the reencryption key
contains the value w’. The reencryption can only be performed on ciphertext
where w = w'. Li et al. have provided a computationally efficient CP-ABPRE
scheme in [110]. Their scheme is constructed using composite order bilinear groups

and has been proved adaptively secure.

All these existing CPABPRE schemes fail to provide receiver anonymity be-
cause all of them requires the access policy to be attached with ciphertext in clear

form.

In [111], Zhang et al. have introduced the concept of anonymous proxy reen-
cryption. In their scheme the proxy reencryption task can be transferred to a proxy
without compromising the data security. In their scheme, the access policy is rep-
resented in form of "AND gate on multi-valued attributes". The scheme in [111]
requires an online proxy server within system premises. When a user wants to
perform the reencryption, he generates the rekey and send it to the proxy server.
The proxy server downloads the data from CS and then reencrypts it. The proxy
server will take the approach of “Match-then-Decrypt", to avoid the reencryption
overhead for the ciphertext whose access policies can not be satisfied with user’s

attributes. Before reencryption, the proxy server performs the match operation to
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find out if the access policy of an encrypted ciphertext matches with the user’s
reencryption key. We have analyzed that their scheme is having some perfor-

mance bottleneck and security issues as described below.

e The match operation requires only a subset of ciphertext components as per
the user’s attribute values. Therefore, user has to reveal his attribute infor-
mation to the proxy server. This contradicts with the concept of receiver
anonymity. The receiver anonymity demands that a valid recipient of a ci-
phertext is also not able to find out who else are the recipient of a ciphertext.
While in the suggested approach of Match-then-reencrypt the user who is-
sues the reencryption key, discloses his attribute information to the proxy

server.

e The proxy server is on system side. Therefore, to perform the reencryption,
the data should be downloaded from cloud storage to the proxy server. This

increases the communication overhead.

e The proxy server must be powerful enough as the CS, because it has to sat-

isfy the proxy reencryption queries of all users.

6.2 Proposed scheme

We devise a CP-ABPRE with the following features:

We have devised a proxy re-encryption scheme using ciphertext-policy anony-
mous attribute-based encryption, termed as PRE-AABE, that enables the cloud to
perform the proxy reencryption without learning the plaintext contents or access
policy within a ciphertext. Our scheme enables CS to perform proxy reencryp-
tion without compromising the receiver anonymity. In the scheme, the CS is able
to perform the proxy reencryption of a ciphertext, but can not learn either of the
underlined plaintext, access policy within a ciphertext, or user’s attribute values

hidden inside the proxy reencryption key.

The PRE-AABE scheme facilitates multi-hop reencryption. A Bob who re-

ceives a reencrytped ciphertext,can further reencrypt that ciphertext for Charlie.
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This is possible in the scheme, because the reencryption algorithm of proposed
scheme takes as input a ciphertext which can be an original or a reencrypted ci-
phertext. We have also added the feature of reencryption control. It allows a data

owner or a data user to cease the further reencryption of a ciphertext.

To reduce the burden of high compute-intensive bilinear pairing operations
in decryption algorithm, we have added the feature of partial decryption. The
user provides his secret key in masked format to CS. The CS will perform the
partial decryption of data and the partially decrypted data is returned to the user.
Final decryption performed on user side includes a light-weight computation.
The PRE-AABE is proven adaptively secure in the random oracle model. We have

implemented the scheme to evaluate its performance.

6.2.1 Design Goals

The scheme aims to achieve the following goals.
Functional Goals.
e The scheme enables CS to perform reencryption of encrypted data without
learning the receiver” attributes.
e A receiver obtains the ciphertext from the CS in partially decrypted form
and performs final decryption, which is less compute-intensive.
Security Goals
o The ciphertext hides the access policy of the ciphertext.

e The reencryption key as well as the partial decryption key hides the user’s

attribute values.

e The CS is not able to learn the underlined plaintext data or the access policy

attached with the ciphertext.

6.2.2 System Model

The entities which take part in the PRE-AABE are same as described in the section

2.3. In the proposed scheme the user is able to perform two tasks.
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- A data user can issue the reencryption query to the CS, so that CS can update
the access policy of the ciphertext and the ciphertext becomes accessible to

another user whose attributes can satisfy the updated access policy.

- A data user can send his masked secret key to the CS. The CS can perform
the partially decryption on the ciphertext and the partially decrypted cipher-
text is returned to the user. The final decryption operation is done on user

side.

A Cloud Server (CS) provides storage and computation services to the users
of the system. On receiving a reencryption query from user, CS performs the
reencryption of the ciphertext. In case of a request for partial decryption, the CS

will do it and returns the partially decrypted ciphertext is returned to the user.

6.2.3 Scheme Definition

Definition 20. Proposed scheme consists of six algorithms Setup, KeyGen, Encryption,
ReKeyGen, ReEncrypt and Decryption, defined as follows.

Setup(1!) — (MSK,PK): This algorithm is run by Attribute Center AC. It takes as input
parameter a security parameter | and outputs the MSK and PK.

KeyGen(MSK,L)— (SK): AC runs this algorithm for each user in the system. It takes as
input the MSK along with user’s attribute set L and outputs a secret key SK comprising
components for all attributes in L.

Encryption(M,PK,T) — (CT): The Encryption algorithm is used for encrypting user’s
document M as per the access policy T using the system’s public key PK. The algorithm
outputs an encrypted document CT which is to be uploaded to the cloud.
ReKeyGen(PK, SK, T')—(RK): The algorithm takes as input a user’s secret key SK,
public key PK and an access policy for reencrypted ciphertext T'. The algorithm outputs
a reencrypted key RK.

ReEncrypt(RK,CT)— (CT'): It is run by the proxy to generate a reencrypted ciphertext
CT*. If CT has not gained any reencryption restriction, then the cloud server is able to
perform reencryption, else it aborts.

Decryption(CT(or CT*), SK)— (M): The decryption algorithm is performed in two
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stages. The first stage of decryption which contains all costly bilinear operations is per-
formed on cloud side and the second stage of decryption which is lightweight, is performed

on user side.

6.2.4 Security Model

The goals of adversary A for proposed schemes are listed below.

- The Adversary can retrieve the information about the plaintext from the ci-

phertext.

- The Adversary learns the access policy hidden inside the ciphertext access
policy.

The proposed scheme is secure in IND-CP-CPA model as described in chapter 2.
This model states that without a valid secret key, the A can not decrypt the ci-
phertext nor he can generated the rekey for performing reencryption. The formal
description of IND-CP-CPA model is given here.

Let the IT denote the ABPRE scheme. In IND-CP-CPA model, the A is given access
to the Oracle for KeyGen. It can retrieve a number of secret keys. In the challenge
phase the A issues two pairs of message and access policy as (1, Tp) and (m1, T1)
where |mg| = |my|. A bit b is selected in random and accordingly the encryption
of my, with respect to access policy T}, is computed and given to .A. Once again A
is given access to the KeyGen oracle. The restriction imposed on the A is that, he
can retrieve SK from KeyGen Oracle which can satisfy either both the challenge
access structure T and T or none of them. If A has retrieved a secret key SK
which can satisfy both the challenge access structure then mg = m;. At last the A

issues a bit-value V'. The A wins the game if b =b'.
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IND — CP — CPAZ(])

(PK, SK) < Setup(1')

(mo, Ty) (my, T}) <—s ACkercen (1!, PK, L)
If (F(L,Ty) # F(L,T7)) then return L

If (F(L,Ty) = F(L,T{) = 1) then mg = my

(Cb> s Enc(PK, my, Tg)

If (F(L/Tg) #* F(L,Tl*)) then return L
If ((F(L,T) = F(L,T}) = 1) AND (mg # my))

!
|
|
|
|
|
| then return L
!

!

I
|
|
|
|
!
!
!
!
!
|
|
|
|
|
|
!
!
!
!
!
|
|
|
|
|
|
!
!
!
!
!
|
|
|
|
| /
| return b
!

!

|

Definition 21. The proposed scheme is secure in IND-CP-CPA model, if the advantage
of adversary A as defined below is negligible.

Advgi[Cp_Cpal =3 —Pr[1 IND — CP — CPAg ()]

In theorem 6.1, we have proved the security of PRE-AABE under DBDH as-

sumption.

6.2.5 Detailed Construction

The construction of the proposed scheme is explained as follows.

Setup(1') — (MSK,PK): The AC chooses a security parameter / which determines
key length, and performs the following steps to generate system keys and public

parameters.

- Choose two multiplicative cyclic groups Gp and G; with a prime order p

(Value of I decides the length of p).

Select g1, g2 as two generators of group G; and define a bilinear mapping

e:Go x Go —Gj.

- Define a secure collision resistant hash function Hy: {0,1}* — Z,,.
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- choose m+3 random elements {«, B, v, {ri1, 7i2, - = -, Tim;h1<i<n} from Z,,. These

elements serves as the private key MSK of the system.

Y ¥ .
) Yim;

- publish the publickey as (g1, 8>, €(31,82)" 83, 85 81 /183", 85" -+, & " hi<i<
T
). g5,8% are included in the construction only for proxy reencryption pur-

pose.

- An existing CPA(Chosen Plaintext Attack)-secure Symmetric Key Encryp-
tion scheme (such as AES) is decided to be used for encryption algorithm.

We denote this scheme as SKE in our further discussion.

Key Generation(MSK,L)— (SK): Each user in the system will get a secret key
representing the attributes the user possesses. The AC chooses a random value r

and generates the user’s keys as follows.

- Do =g

The output of the algorithm is the secret key SK = (Do, {{D;j} 1<j<m;} 1<i<n)

Encryption(M,PK,T) — (CT): Let T ={T1, T, -+, T} where T; {1 < i < n}is
the set of values for an attribute i, which are permissible for decryption (T; C V).
When a sender wants to send a document M in encrypted form to a set of users
with specific set of attributes, he generates the ciphertext for the document with

the following steps.

randomly pick a value K from G, which serves as an symmetric key to en-

crypt the document M with SKE scheme.

compute Cy; <— SKE(M, K)

choose a random secret value s from Zy.

n—1
randomly pick sy, s, - -+, s,—1 from Z, and calculates s, = s - Z Sj.
i=1
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- For every attribute field i choose ag from Z, for 1 <i < n and computes

f(xi) = a;(x; — Hi(il[9:1)) (xi — H1(il|9i2)) -+ (xi — H(il|0im;) ) +5i,
where ﬁi,]':vi/j(jth value of attribute i) if v;; € T;; else, it will be a random

value. The resultant equation is
f(xi) = i+ anx + apx® + - + Ajy, x™ (6.1)

Summation of all coefficients except a;y from all equations is denoted as A
n.om
=) (2 ).
i=1 j=1

- Compute the encryption of K as

Ck = K - e(g1,82)* " Hima a0)

Awﬂt w’Y
C — gZ , C — g2 , { g211 il C =g 2"12 .. Clml_gglm Tim; }
forl <i<mn.

C’ is included in the ciphertext only if the data owner wants to allow the reen-
cryption of this ciphertext, else it will not be included. The algorithm returns CT
=(Cum, Cx, G, C {Cij} 1<j<m;} 1<i<n ) as the output.

ReKeyGen(PK, SK, T')—(RK) It is a randomized algorithm and run by a user.
The algorithm takes as input the public key PK, a secret key SK and an access pol-
icy for reencryption T'. The output of the algorithm is a rekey rk, which is used
by the CS to perform the reencryption of a ciphertext CT as per new access policy

T'. The generation of rk involves following computation.
- select a random value K’ from group G;.

- Generate all encryption components CT,; = ( Cy, C, C, UCij} 1<j<m} 1<i<n )

with respect to access policy T’ as shown in Encrypt algorithm.

Hy (K')y B Hy(K')y

_DE):DO.gl“ :g .glf"

Hy(K') (Ha(i HU”)-H’)% Hy (K')

- {Dj; =Di - & =& &1
’ (Ha(illvi)*+7) 55 /
P2 =De: ng(K)_gl | (](II )2 ?MK)
/ Hy (i Ui litr Tim- /
Dzlm, = Djp, g{l 1 =81 ' -gfh(K)} 1<i<n-
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The output of algorithm is rk = ( CT,, D{, {D};, D}, - -, Dl{mi} 1<i<n )-

ReEncrypt(RK,CT)— (CT’) After receiving a reencryption key rk, the CS performs

following computation to perform the reencryption of a ciphertext CTy;. It first

calculates following values:

Rel = 1(H (CZ]I Dl ))

A , v
Re2 = e(C/ D6) = e(g]_,gz)Awlxre(gl/gz)Hl(K )Awﬂ

e 1 _ Al /
Cl = CI}{'ReZ — Ke(gl;gZ)Aw‘BHl(K) Ale(K)

el

C) = m (Here C’ is taken from CT)y)

The updated ciphertext CT' now includes Cy (from CTy), Cq, C| (from computa-

tional results) and Cx, C, C/, {{Cij} 1<j<m;} 1<i<n from rk. The value of C’ from rk

should be included only if the data user wants to grant the further reencryption

of this ciphertext, else it will not be included. The output of the algorithm is a

reencrypted ciphertext CT' = ( Cy;, C1, C}, Cxr, C, C/, HCij} 1<jem} 1<i<n )

Decrypt(CT(or CT*), SK)— (M): The decryption operation is performed in two

phase. In first phase the user sends his masked secret key SK’ to the CS and CS

will perform the partial decryption of the ciphertext CT. In second phase the user

performs the final decryption computation.

First Phase :
The user generates SK’ with his secret key SK and a random value ¢ chosen

from Z.pas follows

- D():DIIJ/
-

’ Dimi = Dimi 1<i<n

P ¥
- {Din =D}, Dip=Djy, -+

The user submits SK’ to cloud. Because of the value ¢, SK’ can not reveal the
user’s attribute values. The cloud now performs the following computation

to generate the partially decrypted ciphertext CT
- Ry =TT (IT7 e(Cj Dij))=e(g1, 82) R 40000 (g1, g) Aut¥
- Rdz = e(é/ DO) = 3(81/ gZ)Aw(X?‘l/J
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d= Ry

The partially decrypted ciphertext CTis returned to the user. If the ciphertext
is not reencrypted, then the CS will send CT = ( Cy;, Ck, Ry ) to the user. If
the ciphertext is reencrypted, then the CS will send CT = { Cm, Cxr, Cy, Ci,
R; ). Cj and Cj are included because of proxy reencryption. With every

further reencryption, these two components will be added.

e Second Phase :

- If the ciphertext is not reencrypted, then user does the following com-

putation to recover the plaintext M.
1
- K=Ck R}

- Decrypt Cy; with SKE using K.

- If the ciphertext is reencrypted, then the user performs following com-

putation.
1

- K'=Cy - R}
- K=Ce(gi"™, )
- Decrypt M with SKE using K

The second step of this computation will be repeated with as many times a
ciphertext is further reencrypted. This shows that with every new level of

reencryption, one bilinear pairing operation is added on user-side.

The calculation of R,; and Ry is elaborated below.

nom(Hy (i) )

Ro1 = HHE & 7 g gy

i=1j=1

Aparyp )Z?zl Z;n:il ajjrijHy (K')

e(g1, 82
JE L X Al Hy (K')

— (g1’g2)(sfzzn:1 aiO)‘X . e(glng)

)Awpcr .

= e(g1,82)° Ti-1"0% - e(gy, o e(g1, 82
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nom (o)) g
Ry =TT Te(s 1,8"")
i=1j=1
— (gllgz)ZF:1 (5—27:1 ﬂio)"“l’ . e(gllgz)Awm’lP

— €<g11g2)572?:1 ajpatp e(gllgz)Aw“rlp

6.3 Security Analysis

It is required that the encrypted message does not reveal any information about
the ciphertext and underlying access policy to the .A. The scheme has been proven
secure in the Indistinguishability against ciphertext-policy and chosen plaintext attack
(IND-CP-CPA) model. In our scheme, unless a correct secret key is available, the

ciphertext is indistinguishable from any other group element.

Theorem 6.1. The PRE-AABE is adaptive secure in IND-CP-CPA model under the
DBDH assumption.

Proof. We prove that without a valid secret key, if the A is able to distinguish
between the correct ciphertext and a random group element with non-negligible
advantage, then we can build a simulator S that can break the DBDH problem
with non-negligible advantage. The DBDH challenger sets the group G; and G,.
Then the challenger flips a binary coin u outside of S view. If y = 0 then the
challenger sets (¢, A, B, C, Z) = (g, §“, gb, g, e g,g)“bc). Else, the challenger sets (g,
A B, C Z)=(g g, gb, g¢, e(g,g)*) for some random value z € Z;. In the following
game S plays the role of C.

Setup: S assumes g, = B and g; = A. The remaining components of the masker
key are chosen by S as in the original scheme. S calculates the PK with these
chosen values and submits it to A. A random oracle Og: {0,1}* — Z;; is defined
to simulate the hash function. Oy maintains a list of (request,response). Let us

denote this list as LH. Whenever a query comes to compute H(S) for some string
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S € {0,1}*, Oy first makes a search in LH for any pair (S,h). Here h is a random
element chosen from Z,,. If any such pair exists in LH, then h is returned as result
of H(S), else an element i €g Z, is picked up and send as response of H(S). This
newly generated pair (H(S),h) is added in LH.

Phase 1: A issues adaptively generated queries to following oracles.

1. OkeyGen: A submits a list of attribute values L to the C. S performs fol-

lowing cqmputation to derive a secret key SK;. {Dg = g;ﬁ = Arﬁ,{{Di]- =
(Ho(illoij)+7)7: (Ho(il|v;;)i+7) & . ,

g F=A ’ " h<j<m; h<i<nl- At the end he submits this

key SKp to A.

2. ORekeyGen: A submits a list of attribute values L and an access policy T to
the C. S first gains a secret key from Ok, G.n- Then as in the real scheme he

generates the rekey rk; .t from L and T. The reencryption key is submitted

to A.

Challenge: A submits two pairs (Mo, Tp) and (M;,T7), where My and M; are two
equal length messages, and for any set of attribute values L submitted by A in
Phase 1, F(L,Ty) = F(L,T1) = 0. Here in challenge phase we consider that My and
M, are elements of group G, randomly chosen by A. We do so to reduce the step
of encrypting the message with a SKE scheme and then encrypting that symmetric
key with our proposed construction. We assume that the SKE scheme chosen is a
secure scheme and we wants to prove the security of our proposed construction.
Consider c as the secret value used for encryption of keyword. The simulator S
flips a coin b € {0,1}. With the outputs obtained from oracles Oy the simulator
S computes the challenge ciphertext. For 1 < i < n-1 select a;, 5; and build the

equations for each attribute category as follows.

f(xi) = a;j(x — Ho(il[9)) - - - (x — Ho(i|Oi;)) + i (6.2)

f(x;) = aig + anx + apx>+ - -- Aim; X

where in (6.2) ¥}; = vj; if v;; € T; else, if v;; & Tj, then j; is some random value

chosen from Z’;, for1 <j <m;. S computes C;; = B%1" = gg”rl, Cpp = B%2"2 = ggim,
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Aim; Tm;

, Cim, = Bfmi"™i = " for 1 < i < n-1. For the n'" attribute category choose a

random value 4, € Z;, and compute the following equation

f(xi) = an(x — Ho(0ni)) - - (x — Ho(Onm, )

= Ano + an1x + anzxz + .- anmnxm”

Note that v),; = vy if v,; € T); else, vy is some random value chosen from Z;j for
1 <j < my. Now, S computes e(g1,92)"%, Cpy = Bt = g71"1 Cpp = Bn2'2 =¢72"2,

, Cnmn = B%mnTmy :g;”m” Tmn

Aqy Aw’Y Aqa Apa

ComputeC B =g,’ ,C'=BF =g,” ,where Ay, =" (Z] ', a;j). Com-

®-e(Hy(wy) ITy Hj:il Cij)
e(A,B)L%o0" ’
Now, S gives ciphertext CTj, = ( Cp,, C,C’,and {Ci1, Cip, - - -, Cim;} for1 <i <

n).

Phase 2: A repeats the queries for attribute values L, as it did in Phase 1 with the

pute Cpg, = My -

restrictions that for any input L, F(L,T) = F(L,T1) = 0.

Guess: A outputs a guess b’ of b. If b’ = b, then S outputs p=1 to indicate that it
was given a valid DBDH-tuple, else, it outputs y=0 to indicate that the ciphertext
is a random element. Therefore, A gains no information about b, in turn, Pr[b #
V|u = 0]= 1. As the simulator guesses y'=0 when b # ¥/, Prijy = p/|u = 0] = 1
If 1 = 1, then the A is able to view a valid encryption of message with advantage
eaan(l), a negligible quantity in security parameter [. Therefore, Pr[b = b'|u = 1]
= % + edbdh(l). Similarly, the simulator S guesses y'=1 when b ="V, in turn, Pr[y’ =

plp =1 = 2 + €4pqn(1). The overall advantage of the simulator in DBDH game is

IxPrlp=plp =01+ xPrip=p/|u=1]-3=3 x5+ 3 x (3 + egpan()) - 5 =

%ﬁm, Therefore, if the A has advantage €,4,(I) in the above game instance, then
we can build a simulator (S) which can break the DBDH problem with negligible
quantity dbdh( ). O

Theorem 6.1 proves that the ciphertext of a message does not disclose the message

nor the underlying access policies.
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6.4 Performance Analysis

For performance evaluation we have implemented the scheme PRE-AABE using
Pairing Based Cryptography (PBC) library framework (version 0.5.14) on a Linux

3 4

machine. Bilinear pairings operations are constructed using the curve y? = x
x over the field F; for prime g=3 mod 4. The order of the groups G; and G, is a
prime of size 160 bits and the length of g is 512 bits. We have evaluated the scheme
with varying number of attributes and their various size of valuesets.

The user side operations such as Encrypt, RekeyGen and Final Decryption are
tested on a machine with 2.30 GHz Intel-i5 Processor configuration. The Proxy
Reencryption and Partial Decryption operations we have designed for CS. There-
fore, we have run them on a google cloud computing instance with machine type
nl-standard-1. The proxy reencryption time taken by cloud is shown in figure
6.1. The total of attribute values is the summation of number of values for each
attribute in the system. Unlike the scheme of [111], our scheme involves all ci-
phertext components in the process of reencryption and there for our proposed
scheme is able to achieve the receiver anonymity. Because of this reason, the reen-
cryption cost increases linearly with the total number of attribute values.

The figure 6.2 shows the decrease in decryption computation overhead on user
side. All the costly bilinear pairing operations are now done on CS side during
partial decryption operation. To show the difference between computation cost
of partial decryption and final decryption, we have plotted the graph shown in
figure 6.2 using logarithmic scale. As like for the proxy reencryption operation,
the time complexity of partial decryption also increases linearly with the total
number of attribute values. However, the compelling computation power of CS
can bear the computation cost of proxy reencryption and partial decryption op-
erations. Figure 6.2 clearly shows that, the final decryption done on user side is
very lightweight. It requires negligible time and small computing power on user
side. This could be beneficial when user is accessing the data from his hand-held

battery-driven devices.
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Figure 6.1: Reencryption Time Required by the CS

6.5 Conclusion

The proxy reencryption scheme helps in achieving data sharing at reduced com-
putation cost. In case when a user wants to forward an encrypted document
stored on public cloud storage to another user, then this technique reduces the
computation burden of reencryption on user side. The proposed scheme is an at-
tribute based proxy reencryption scheme, in which a CS acts as proxy and after
getting a reencryption request from a user, the CS can update the access policy
of the ciphertext. However, the CS is not able to learn the access policy before
reencryption or the updated access policy after reencryption. The scheme en-
ables a user to grant the access rights of an encrypted document to another user
without compromising the receiver anonymity. The scheme supports multilevel

reencryption, where an already shared document can be again reencrypted with
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Figure 6.2: Comparison of Partial Decryption Time on CS side and Final Decryp-
tion Time on User Side

another access policy. In case when a data owner or data user wants to prohibit
the further sharing of encrypted data, then proxy reencryption control mechanism
is provided in the scheme, The scheme has been proven secure and its feasibility
is checked by implementing the scheme. The performance results of the scheme
shows that the reencryption time increases with the number of attributes. How-
ever, this computation burden is affordable for a CS. The operational cost of all

user side operations remains constant irrespective of the number of attributes.
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CHAPTER 7

Conclusion and Future Work

7.1 Conclusion

This report presents our work on privacy preserving public cloud storage ser-
vices. Our work covers the cryptographic schemes built upon the attribute based
encryption. Providing data confidentiality, access control and receiver anonymity
together are primary focus of the proposed work. We have addressed the issue
of secure data retrieval from cloud storage without compromising data privacy
or receiver anonymity. The basic cryptographic primitive used in our schemes is
Attribute based encryption, because it is a public key cryptography method that

provides confidentiality along with fine-grained access control policy.

While describing the basics of attribute based encryption, we have presented
the existing topologies for defining the access structure. We have chosen the form
of AND gate on Multi-valued attributes for presenting the access policy of our
proposed schemes. We have presented a detailed study on searchable encryption
schemes. We have analyzed the existing schemes which facilitates search oper-
ation over encrypted data with fine-grained access control and presented a de-
tailed comparison between them. Our study shown that the receiver anonymity
is a salient property required for preserving data security, but only few searchable
encryption schemes have addressed this. We have made the security and perfor-
mance analysis of attribute based searchable encryption schemes that claims to
provide the receiver anonymity and found that these schemes suffer from either

the security flaws or from performance bottleneck issues.
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To make an efficient and secure search operation over attribute based encrypted
data with receiver privacy, we have proposed three new schemes. Our first scheme
Data Owner based Searchable Encryption (DOSE) provides data owner based
search with hidden access policy. A user is able to retrieve the documents from the
cloud storage whose access policy is matched with user’s attributes and which are
uploaded by a specified data owner. The search operation does not reveal the data
owner identity nor the user’s attributes. The scheme does not support keyword
based search, but it enables a cloud server to search the documents with just look-
up operations. The absence of mathematical operations from search algorithm
provides the fastest search timings. We have provided the security analysis of

DOSE.

Our second scheme Receiver Anonymous Searchable Encryption (RASE) sup-
ports keyword based searching with hidden access policy. It allows an authorized
user to retrieve only a subset of documents pertaining to his chosen keyword
and satisfying his access rights from cloud server without revealing his attributes
to the server. The scheme is constructed using multi-linear pairing. The RASE
scheme uses the access policy in form of AND gate on multi-valued attribute and
one value for each attribute is placed in the access policy of an encrypted index.
After receiving a search query from user, the cloud server is able to search the data
without compromising the data or receiver privacy. The RASE scheme requires
the cloud server to perform only few and constant number of mathematical oper-
ations to conduct the search operation irrespective to the number of attributes in
the system. This property makes the search operation of RASE constant. The se-

curity analysis of RASE proves the scheme secure against chosen keyword attack.

Our third scheme having the same objective of searchable encryption with
receiver anonymity is Privacy preserving Searchable Encryption - PSE. Like the
RASE scheme, it makes possible for an authorized user to retrieve only a subset
of documents pertaining to his chosen keyword and satisfying his access rights
from cloud server without revealing his attributes to the server. Unlike the RASE
scheme, it allows more than one value for an attribute to be included in the ac-

cess policy. We have made the security analysis of scheme and prove the scheme
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secure against the chosen keyword attack. The customized system model of PSE
makes him secure against the File Injection Attack. The implementation of scheme
is tested on google cloud instance. The results obtained from various algorithms

are presented in chapter 4.

The searchable encryption facilitates a user to receive only a subset of docu-
ments. But for effective utilization of data, it is necessary that the user should be
able to decrypt the document with minimal computation power. We have dis-
cussed the issue of decryption computation overhead in existing anonymous at-
tribute based encryption schemes, and identified the functional requirement that
the decryption computation of an anonymous attribute based encryption scheme
should be as minimal as possible. Further we analyzed that providing data au-
thentication is equally important as of preserving data confidentiality. Data au-
thentication is necessary in cloud storage scenario, where multiple data own-
ers upload their data and multiple users access them. Addressing both the per-
formance and security requirements, we have devised an attribute based sign-
cryption scheme that preserves the sender privacy and receiver anonymity. Our
scheme Privacy preserving Attribute based Signcryption PASC facilitates signa-
ture and encryption operation in a single algorithm. In our scheme, the sender
identity can be disclosed and verified only after a successful decryption of the
ciphertext. The scheme is found secure in the IND-CP-CCA2 and AP-EUF-CPA
model. The unsigncryption operation of PASC has minimum operational cost
when compared with existing anonymous attribute based encryption schemes
and attribute based signcryption schemes. The cost of unsigncryption operation
is constant irrespective to the number of attributes in the system. The scheme also
facilitates the sender accountability. Unlike the existing attribute based signcryp-
tion schemes, the signature key in PASC consists of user’s attributes and a unique
identity associated with that user. Therefore, the unsigncryption operation gives

the receiver information about the sender’s attributes as well as unique identity.

For ease of data sharing a receiver user should be able to share the data stored
on a remote side server such as cloud storage with other users with minimal com-

putation and communication overhead. In case when a data owner has shared his
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encrypted data with a user A and User A wants to forward that data to B, then
proxy reencryption has been proved a useful crypto-primitive. For sharing the
encrypted data with other user, the user A just has to send a reencryption key to
the cloud server which enables the cloud server to recompute the ciphertext com-
ponents, so that the data can be accessible to the other user B. This reencryption
procedure is done by the proxy server, which in our case is the cloud server. It
reduces the computation overhead of reencrypting the data on user side. We have
analyzed the existing attribute based proxy reencryption schemes and found that
the task of performing proxy reencryption with hidden access policy is a challeng-
ing job. We have studied one technique which has claimed to provide the proxy
reencryption with hidden access policy. But our analysis shows that the scheme
suffers from performance bottleneck issues and some security weaknesses. We
have devised a novel technique of proxy reencryption that delegates the task of
re-encrypting a ciphertext and there by updating the access policy of a ciphertext,
without learning the access policy. The proposed scheme on proxy reencryption
(PRE-AABE) facilitates proxy reencryption where a user sends the reencryption
key generated from his secret key and the new access policy. Using the reen-
cryption key the cloud server can perform the reencryption, but can not learn the
access policy before reencryption or after reencryption . The PRE-AABE scheme
is also featured with proxy re-encryption control mechanism, which helps a data
owner or data user to prevent the further re-encryption of a ciphertext. To min-
imize the decryption overhead, the cloud server performs partial decryption of
ciphertext using the server resources, without learning the receiver’s attributes.
This provides one more advantage of reducing the decryption cost significantly
on user side. The PRE-AABE scheme is proven secure in IND-CP-CPA under
BDH assumption. The experimental results show that the CP-ABPRE scheme is

efficient and practical.

155



7.2 Future Work

Based on our research outcomes, the following two research problems can be
taken up further in order to make make searchable encryption schemes more prac-

tical in real-world applications.

Performance Optimization of Searchable ABE: We have worked on Privacy pre-
serving Searchable Encryption scheme that enables the data owner to place the
multiple values for an attribute to be placed in the access policy. The scheme
requires a massive number of bilinear pairing operations for conducting search
operation. In future, a variant of bilinear pairing operation can be used to reduce

the computation overhead.

User Revocation: In our proposed schemes the only way to provide user revoca-
tion is to reestablish the system parameters and to reissue the secret keys to each
user. This approach is quire costly in an organization, where the users frequently
enter and leave the system. Therefore, an efficient way for providing revocation

feature can be identified in future work.
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